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Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETS| Secretariat. Latest updates are available on the ETSI Web
server (http://webapp.etsi.org/| PR/home.asp).

Pursuant to the ETSI IPR Palicy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword
This Technical Specification (TS) has been produced by ETSI Technical Committee Access and Terminals (AT).

The present document is part 20, sub-part 2, of amulti-part deliverable. Full details of the entire series can be found in
part 1 [1].

Introduction

The cable industry in Europe and across other global regions have already deployed broadband cable television Hybrid
Fibre/Coaxial (HFC) data networks running the Cable Modem Protocol. The cable industry isin the rapid stages of
deploying I nternet Protocol (1P) Voice and other time critical multimedia services over these broadband cable television
networks.

The cable industry has recognized the urgent need to develop ETSI Technical Specifications aimed at developing
interoperabl e interface specifications and mechanisms for the delivery of end to end advanced real time IP multimedia
time critical services over bi-directional broadband cable networks.

IPCablecom is a set of protocols and associated element functional regquirements developed to deliver Quality of
Service (QoS) enhanced secure IP multimedia time critical communi cations services using packetized data transmission
technology to a consumer's home over the broadband cable television Hybrid Fibre/Coaxial (HFC) data network
running the Cable Modem protocol. |PCablecom utilizes a network superstructure that overlays the two-way data-ready
cable television network. While the initial service offeringsin the IPCablecom product line are anticipated to be Packet
Voice, the long-term project vision encompasses packet video and alarge family of other packet-based services.

The cable industry is a global market and therefore the ETSI standards are devel oped to align with standards either
aready developed or under development in other regions. The ETSI Specifications are consistent with the

Cablelabs/ IPCablecom set of specifications as published by the SCTE. An agreement has been established between
ETSI and SCTE in the US to ensure, where appropriate, that the release of 1PCablecom and IPCablecom set of
specifications are aligned and to avoid unnecessary duplication. The set of |PCablecom ETSI specifications also refers
to ITU-SG9 draft and published recommendations relating to 1P Cable Communication.

The whole set of multi-part ETSI deliverables to which the present document bel ongs specify a Cable Communication
Service for the delivery of IP Multimedia Time Critical Services over a HFC Broadband Cable Network to the
consumer's home cable telecom terminal. "1PCablecom™ also refersto the ET Sl working group program that shall
define and develop these ETSI deliverables.

ETSI
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1 Scope

The present set of documents specify |PCablecom, a set of protocols and associated element functional regquirements.
These have been developed to deliver Quality of Service (Qo0S), enhanced secure IP multimedia time critical
communication services, using packetized data transmission technology to a consumer's home over a cable television
Hybrid Fibre/Coaxial (HFC) data network.

NOTE 1: 1PCablecom set of documents utilize a network superstructure that overlays the two-way data-ready cable
television network, e.g. as specified within ES 201 488 [6] and ES 200 800 [7].

Whiletheinitial service offeringsin the IPCablecom product line are anticipated to be Packet V oice and Packet Video,
the long-term project vision encompasses a large family of packet-based services. This may require in the future, not
only careful maintenance control, but also an extension of the present set of documents.

NOTE 2: The present set of documents aims for global acceptance and applicability. It is therefore developed in
alignment with standards either aready existing or under development in other regions and in
International Telecommunications Union (ITU).

The present document of the above mentioned series of ETSI deliverables specifies the interception of those
multi-media services carried over the network defined in the remainder of the above mentioned series of ETS
deliverables that do not fall into the interception domain covered by sub-part 1 of TS 101 909-20-1 [5].

The present document describes the implementation of a Lawful Interception (LI) interface in an IPCablecom system. It
provides the requirements and specification of the interface within an IPCablecom system for the purpose of providing
datato Law Enforcement Agencies (LEAS) in the area of (L1) of communications.

The provision of a(LI) interface for IPCablecom is a national option, however where it is provided it shall be provided
as described in the present document.

The structure of (LI) in telecommunicationsisin two parts: The internal interface of a network that isbuilt using a
particular technology; and, the external interface (known as the Handover Interface) that links the LEA to the network.
Between these two parts may lie a mediation function to cater for national variances and delivery of the result of
interception.

The Handover Interfaceis specified in TS 102 232 [11] and TS 102 234 [10]. In addition, the Handover Interface may
be the subject of national regulation and therefore the mediation function may also be a matter of national regulation.

The subject of the present document isthe internal LI interface that lies between the |PCablecom infrastructure and the
mediation function.

The present document describes the data content of information flows from the | PCablecom system to the mediation
function. The present document is structured as follows:

. clause 4 describes the | PCablecom architecture and services to which LI applies;
. clause 5 presents architecture for LI in an |PCablecom system;
. clause 6 presents the data model and behaviour for interception of signalling;
. clause 7 presents the data model and behaviour for interception of the content of communication;
NOTE 3: The content of communication in IPCablecom is an | P packet.
. clause 8 presents the security provisionsfor LI;
. the annexes provide illustrations of the management of LI in an IPCablecom environment.
The present document applies to | PCablecom services where access to the communication of |PCablecom usersis

available in a network, and where the services being intercepted do not include the PSTN/ISDN emulation services
whose interception is described in TS 101 909-20-1 [5].
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The present document does not describe the means of transporting data from the 1PCablecom network to the LEA, but
describes only the means of capturing and encoding the activities of a target within the IPCablecom network and
delivering this data to the mediation function.

The present document does not define the operations or technical requirements of the Handover Interface that takes data
from the mediation function to the LEMF.

The present document does not define the operations or technical requirements of the Law Enforcement Monitoring
Facility (LEMF).

NOTE 4: No test point is provided in the present document to ensure conformance.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

. References are either specific (identified by date of publication and/or edition number or version number) or
non-specific.

. For a specific reference, subsequent revisions do not apply.
. For a non-specific reference, the latest version applies.

Referenced documents which are not found to be publicly available in the expected |ocation might be found at
http://docbox.etsi.org/Reference.

[1] ETSI TS 101 909-1: "Digital Broadband Cable Access to the Public Telecommunications
Network; |P multimedia Time Critical Services; Part 1: General".

[2] ETSI TS 101 909-2: "Digital Broadband Cable Access to the Public Telecommunications
Network; IP multimedia Time Critical Services, Part 2: Architectural framework for the delivery
of time critical services over cable Television networks using cable modems'.

[3] ETSI TS 101 909-5: "Access and Terminals (AT); Digital Broadband Cable Access to the Public
Telecommunications Network; |P Multimedia Time Critical Services; Part 5: Dynamic Quality of
Service for the Provision of Real Time Services over Cable Television Networks using Cable

Modems".

[4] ETSI TS 101 909-11: "Digital Broadband Cable Access to the Public Telecommunications
Network; |P Multimedia Time Critical Services; Part 11: Security".

[5] ETSI TS 101 909-20-1: "Digital Broadband Cable Access to the Public Telecommunications
Network; |P Multimedia Time Critical Services, Part 20: Lawful Interception; Sub-part 1: CMS
based Voice Telephony Services'.

[6] ETSI ES 201 488: "Data-Over-Cable Service Interface Specifications; Radio Frequency Interface
Specification”.

[7] ETSI ES 200 800: "Digital Video Broadcasting (DVB); DVB interaction channel for Cable TV
distribution systems (CATV)".

[8] ETSI ES 201 158: "Telecommunications security; Lawful Interception (L1); Reguirements for
network functions".

[9] ETSI TS 101 671: "Lawful Interception (L1); Handover interface for the lawful interception of
telecommunications traffic".

[10] ETSI TS 102 234: "Lawful Interception (L1); Service-specific details for internet access services'.

[11] ETSI TS 102 232: "Lawful Interception (LI); Handover specification for 1P delivery”.

[12] ITU-T Recommendation J.179: "1 PCablecom support for multimedia’.
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[13] ITU-T Recommendation X.680: "Information technology - Abstract Syntax Notation One
(ASN.1): Specification of basic notation".
[14] ITU-T Recommendation X.690: "Information technology - ASN.1 encoding rules: Specification of
Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding
Rules (DER)".
[15] IETF RFC 2578: " Structure of Management Information Version 2 (SMiv2)".
3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in TS 101 909-20-1 [5] and the following
apply:

access node: alayer two termination device that terminates the network end of the J.112 connection

NOTE: Itistechnology specific. InJ.112 [B16] annex A it is called the INA whilein annex B itisthe CMTS. In
the present document CM TS will be the preferred term.

(to) buffer: temporary storing of information in case the necessary telecommunication connection to transport
information to the Law Enforcement Monitoring Facility (LEMF) is temporarily unavailable

cable modem: layer two termination device that terminates the customer end of the J.112 [B] (HFC Access Network)
connection

call: any connection (fixed or temporary) capable of transferring information between two or more users of a
telecommunications system

CMS: an IPCablecom element that performs telecommunications-specific functions in the establishment of a call, such
as address trandation, call routing, directory services, usage recording and authorization of QoS

content of communication: information exchanged between two or more users of atelecommunications service,
excluding intercept related information

NOTE: Thisincludesinformation, which may, as part of some telecommunications service, be stored by one user
for subsequent retrieval by another. Thisisaso caled call content.

controlling party: party invoking a feature

Coordinated Universal Time (UTC): time scale maintained by the Bureau International de I'Heure (International Time
Bureau) that forms the basis of a coordinated dissemination of standard frequencies and time signals

NOTE: The source of thisdefinition is ITU-T Recommendation 460-2 of the Consultative Committee on
International Radio (CCIR). CCIR has also defined the acronym for Coordinated Universal Time as UTC.

handover interface: physical and logical interface across which the results of interception are delivered from a network
operator/service provider to an LEMF

identity: technical label which may represent the origin or destination of any telecommunications traffic

NOTE: Asaruleclearly identified by a physical telecommunications identity humber (such as atelephone
number) or the logical or virtual telecommunications identity number (such as a personal number) which
the subscriber can assign to a physical access on a case-by-case basis.
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Infor mation Service:

(A) offering of acapability for generating, acquiring, storing, transforming, processing, retrieving, utilizing, or
making available information via telecommunication; and

(B) includes:

(i) servicethat permits a customer to retrieve stored information from, or file information for storagein,
information storage facilities;

(if) electronic publishing; and
(iii) electronic messaging services,

(C) doesnot include any capability for atelecommunications carrier's internal management, control, or operation
of its telecommunications network. See also Telecommunication Carrier and TSP.

inter cept related information: collection of information or data associated with telecommunication servicesinvolving
the target identity, specifically call associated information or data

EXAMPLE: Unsuccessful call attempts, service associated information or data (e.g. service profile
management by subscriber) and location information. Thisis also called cal intentifing
information in the present document.

inter ception (lawful interception): action (based on the law), performed by a network operator/service provider, of
making available certain information and providing that information to an LEMF

inter ception interface: physical and logical locations within the network operator's/service provider's
telecommunications facilities where access to the content of communication and intercept related information is
provided. The interception interface is not necessarily a single, fixed point. In the |PCablecom network, the interception
interface of ainterception subject isthe AN serving the subject, and the CM S designated by the IPCC/TSP which
processes calls for the subject.

inter ception measur e: technical measure which facilitates the interception of telecommunications traffic pursuant to
the relevant national laws and regulations

inter ception subject: person or persons, specified in alawful authorization, whose telecommunications are to be
intercepted

| PCablecom: an architecture and a series of Specifications that enable the delivery of real time services (such as
telephony) over the cable television networks using cable modems

| PCablecom Telecommunications Service Provider (IPCC/TSP): asused in the present document, an IPCC/TSPis
an entity, typically a cable operator, that has (a) taken the steps necessary to be a "telecommunications carrier” for
purposes of LI, and (b) provides its telecommunications services using | PCablecom capabilities. The fact that an entity
may use | PCablecom, including the use of IPCablecom for voice telephony applications, does not mean that the entity is
a"telecommunications carrier” for purposes of L1 or any other regulatory purpose. Thisis also called an operator in the
present document.

IRI transaction: intercept related information messages associated to a specific communication case or attempt
indicating the actual begin and end through separate message types

Law Enforcement Agency (LEA): organization authorized by a lawful authorization based on a national law to
receive the results of telecommunications interceptions

Law Enforcement Administrative Function (LEAF): responsible for controlling the LEA Collection Function and
maintenance of HI1. Thisfunction is under the responsibility of the LEMF

Law Enforcement M onitoring Facility (LEMF): law enforcement facility designated as the transmission destination
for the results of interception relating to a particular interception subject. Thisis also called a collection function in the
present document

lawful authorization: permission granted to an LEA under certain conditionsto intercept specified telecommunications
and requiring co-operation from a network operator/service provider. Typicaly, thisrefersto awarrant or order issued
by alawfully authorized body
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location infor mation: information relating to the geographic, physical or logical location of an identity relating to an
interception subject

network operator: operator of a public telecommunications infrastructure which permits the conveyance of signals
between defined network termination points by wire, by microwave, by optical means or by other electromagnetic
means

origin: number of the party initiating a cal (e.g. caling party). See Call-Identifying Information

publicly available telephone service: service available to the public for originating and receiving national and
international calls and access to emergency services through a number or numbersin a national or international
telephone numbering plan

NOTE: Inaddition may, where relevant, include one or more of the following services: the provision of operator
assistance, directory enquiry services, directories, provision of public pay phones, provision of service
under specia terms, provision of special facilities for customers with disabilities or with special social
needs and/or the provision of non-geographic services (Universal Service Directive 2002/22/EC).

Quality of Service (Q0S): quality specification of atelecommunications channel, system, virtual channel,
computer-tel ecommunications session, etc. Quality of Service may be measured, for example, in terms of
signal-to-noise ratio, bit error rate, message throughput rate or call blocking probability.

Redirected call: cal that istransferred (see Transferred call), or redirected as a service provided to aterminating
subscriber, such as unconditionally, or when the terminating subscriber's line is busy, or when the terminating
subscriber does not answer

reliability: probability that a system or service will perform in a satisfactory manner for a given period of time when
used under specific operating conditions

result of interception: information relating to atarget service, including the content of communication and intercept
related information, which is passed by a network operator or service provider to an LEA. Intercept related information
shall be provided whether or not call activity is taking place.

service provider: natural or legal person providing one or more public telecommunications services whose provision
consists wholly or partly in the transmission and routing of signals on a telecommunications network. A service
provider need not necessarily run his own network.

Service Provider Administration Function: function logically part of the OSS
NOTE: May beimplemented according to operator preferences or national reguirements.
target identity: identity associated with atarget service (see below) used by the interception subject

target service: telecommunications service associated with an interception subject and usually specified in alawful
authorization for interception

NOTE: There may be more than one target service associated with a single interception subject.
Termination: number of the party ultimately receiving acall (e.g. answering party). See Call-ldentifying Information.

telecommunications: any transfer of signs, signals, writing images, sounds, data or intelligence of any nature
transmitted in whole or in part by awire, radio, electromagnetic, photoelectric or photo-optical system

Transferred call: call that changes either the originating party or terminating party, based on action taken by one of the
partiesin the call

Transmission: See telecommunications.
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3.2 Abbreviations

For the purposes of the present document, the following abbreviations apply:

AM
ASN.1
BER
CC
CCIF
CID
CM
CMS
CMTS
COPS
DF
DHCP
DSs1
DTMF
EMTA
ESP
HFC
HI
IANA
IETF
IP
|PCablecom/TSP
IRI
IRIIF
LEA
LEMF
LI
LIAF
LIF
LIID
LIMF
MAC
MD
MF
MGCP
MIB
MPLS
MSO
MTA
NCS
NWO
OoLC
PDP
PEP
PS
QoS
RCD
RKS
RSVP
RTSP
SAP
SCD
SCE
SDL
SDP
SIP
SMIv2

Application Manager

Abstract System Notation 1

Basic Encoding Rules

Content of Communication

Content of Communication Interception Function
Call IDentifier

Cable Modem

Call Management Server

Cable Modem Termination System
Common Open Policy Service

Delivery Function

Dynamic Host Configuration Protocol
Digital Subscriber Signalling System No 1
Dua Tone Multi Frequence

Embedded Multimedia Terminal Adaptor
Encapsulated Security Payload

Hybrid Fibre/Coaxial

Handover Interface

Internet Assigned Number Authority
Internet Engineering Task Force

Internet Protocol

| PCablecom Telephony Service Provider
Intercept Related Information

Intercept Related Information Interception Function
Law Enforcement Agency

Law Enforcement Monitoring Facility
Lawful Interception

Lawful Interception Administration Function
Lawful Interception Function

Lawful Interception IDentifier

Lawful Interception Mediation Function
Medium Access Control

Mediation Device

Mediation Function

Media Gateway Control Protocol
Management Information Base

Multi Protocol Label Switching

Multiple System Operator

Multimedia Terminal Adaptor

Network Controlled Signalling

NetWork Operator

Open Logical Channel

Policy Decision Point

Policy Enforcement Point

Policy Server

Quiality of Service

Resource Control Domain

Record Keeping Server

Resource ReSerVation Protocol

Real Time Streaming Protocol
ServiceAccess Point

Service Control Domain

Signalling Control Entity

Specification and Description Language
Session Description Protocol

Session Initiation Protocol

Structure of Management Information version 2
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SMS Short Message Service
SNMP Simple Network Management Protocol
SP Service Provider
TCP Transmission Control Protocol
TSP Telephony Service Provider
UDP User Datagram Protocol
UTC Coordinated Universal Time
VLAN Virtual Local Area Network
WWW World Wide Web
4 Overview and analysis of IP multimedia Time Critical
Services
4.1 Overview

This clause introduces the core concepts of the |PCablecom domain to place the L requirementsin context. Clause 4.2
describes the architecture of 1PCablecom networks, and clause 4.3 introduces the service model s supported by
| PCablecom.

4.2 Architecture (TS 101 909-2)

The following scenarios are possible for the provision of multimedia services in an |PCablecom environment:

1) Multimedia services with signalling control at the Call Management Server (CMS), corresponding to an
| PCablecom architecture (see figure 1).

2) Multimedia services using a separate Signalling Control Entity (SCE) (see figure 2).
3) Decentralized multimedia services (peer-to-peer communications) (see figure 3).

NOTE: An additional case which may be considered is the cable access legacy layer 2 architectures based on
PPPOE, VLAN, or MPLS. These architectures do not comply with TS 101 909-2 [2] (IPCablecom), and
sometimes do not comply with TS 101 909-11 [4] (EuroDOCSIS) (PPPOE and MPLS cases). These cases
are partially treated in ES 201 158 [8].

42.1 IPCablecom architecture

The architecture of an IPCablecom system is shown in figure 1. It identifies the main components of the system and is
the basis for Lawful Interception (LI) considerations.
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Announcement
Call Server
Management
Embeglc_iedtM TA Server Announcement
ien (C™MS) Controller
ANC
MTA| cM HFC —
access CMT& Anng'unoement
ayer
w ‘ (ANP)

Media Gateway
Controller
Managed 1P Network —(MGQC)
Media Gateway
(MG)
M HEC Signalling Gateway
" access |CMTS N~ (56)
network
— Ticket Granting Server (TGS)
(OS] — DHCP Servers
SMTA Back Office | — DNS Servers
Serversand | - TFTP or HTTP Servers
Applications | — SYSLOG Server

Conventional multimedia services where the signalling is controlled by the CM'S use the architecture depicted in
figure 1. The services supported by this architecture include but are not restricted to voicebox services, reminder

— Provisioning Server

Figure 1. IPCablecom architecture (source TS 101 909-1 [1])

services, and call conference.

4272 Generic centralized architecture

Figure 2 describes the architecture required to support services that are controlled by an entity different from the CMS.

The signalling control protocol may differ from Network Controlled Signalling (NCS).

HFC
Access
Network

Client

Managed IP Network

Signaling
Control Entity

HFC
Access
Network

Client

Figure 2: Architecture for centralized multimedia services using a SCE

Two distinct cases need to be considered:

e The SCE isnot part of the IPCablecom system:

- | PCablecom/TSP has no control over the SCE;

e The SCE is part of the IPCablecom system:

- | PCablecom/TSP has control over the SCE;

- I PCablecom may prescribe interfaces for SCE to the | PCablecom system.
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ITU-T Recommendation J.179 [12] defines a multimedia framework that allows for multimedia services using a SCE
different from the CMS.

4.2.3 Decentralized architecture (peer-to-peer)

Decentralized multimedia services, also called peer-to-peer services, do not use any centra signalling entity. The
architecture for such servicesisillustrated in figure 3. The sessions are established directly between the two clients.

HFC
Access
Network

Managed IP Network

HFC
Access
Network

Client

Figure 3: Architecture for decentralized multimedia services

424 Multimedia architecture in IPCablecom

In order to extend the services supported by the IPCablecom architecture, ITU-T has defined multimedia support for
this architecture, recognizing that:

. It isdifficult to identify a unique session signalling protocol used for multimedia applications:
- both proprietary and standard protocols are used currently by application service providers.
. It isdifficult to identify a unique security architecture:
- the security architecture as described in ES 201 488 [6] may continue to be applied.
As explained below, this architecture covers the cases described in clauses 4.1.1t0 4.1.3.

The multimedia architecture is shown in figure 4 and the defined interfaces within it are shown in figure 5.

HFC
Access
Network

MSO Managed IP Network

AM

HFC
Access
Network

Client

Figure 4: Multimedia framework architecture
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Application
Manager
“\«\,’l R_ecord
Keeping Server 2
£
o < ¥
g % Q| MSO Managed
f £ IP Network
X 2
Q >
Client Cable | pkt-mm-1

CMTS pkt-mm-2

Modem

\\M

Policy Server

Figure 5: Multimedia QoS interfaces breakdown

When comparing this architecture to the |PCablecom architecture:

The Embedded Multimedia Terminal Adaptor (EMTA) or remote Multimedia Terminal Adaptor (MTA) has
been replaced by one or several clients, which represent the upper layer entity (layer 3 and above), as
compared with the Cable Modem (CM) which coverslayers 1 and 2. The client is a generic entity:

- It can be an |PCablecom MTA.

It can be alegacy client (PC, handset, game console, etc.) which is Quality of Service (QoS) aware or
non QoS aware.

The CMS isreplaced by a generic Application manager (AM) and PS; whereas the application signalling

(mm-7) can be standard or proprietary, the interfaces been AM and PS, and between the PS and the CMTS are
standard.

A brief description of each interface of the multimedia architecture is given in table 1.
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Table 1: Multimedia architecture interfaces

Interface Description Notes

pkt-mm-1 CMTS - CM The CM may request QoS from the CMTS via DSx signalling. Alternatively, the
CMTS may instruct the CM to setup, teardown or change a service flow in order to
satisfy a QoS request, again via DSx signalling.

pkt-mm-2 PS - CMTS This interface is fundamental to the policy-management framework. It controls
policy decisions, which may be:

(a) pushed by the PS onto the CMTS, or

(b) pulled from the PS by the CMTS.

The interface also allows for proxied QoS requests on behalf of a client.

In some scenarios, this interface may also be used to inform the PS when QoS
resources have become inactive.

pkt-mm-3 AM - PS The AM may request that the PS install a policy decision on the CMTS on behalf of
the client.
This interface may also be used to inform the AM of changes in the status of QoS
resources.

pkt-mm-4 PS - RKS The PS sends event messages to the Record Keeping Server (RKS) to track policy
decisions related to QoS.

pkt-mm-5 CMTS - RKS The CMTS sends the RKS event messages to track requests for and usage of
QoS (e.g., service flow additions, changes, deletions, and volume metrics).

pkt-mm-6 Client - CMTS The client may use this interface to directly request and manage QoS network
resources. If authorized, these resources are provided by the CMTS.

mm-7 Client - AM This interface may be used by the client to interact with the AM and to request and

manage QoS resources indirectly. This interface is out of scope for this version of
the present document.

mm-8 AM - Peer The AM may use this interface to interact with some other entity that is part of the
application in question. This interface is out of scope for this version of the present
document.

mm-9 CMTS - This interface on the CMTS may be used in support of end-to-end QoS requests

MSO-Managed IP beyond the access network. This interface is out of scope for this version of the
Network present document.
mm-10 Client - Peer The Client may use this interface to interact with some other entity that is part of

the application in question. This interface is out of scope for this version of the
present document.

425 AM - PS - CMTS policy architecture

The interface between the AM and the PS, and between the PS and the CM TS is based on Common Open Policy
Service (COPS).

Two distinct domains are defined:
. The Resource Control Domain (RCD):

- Thelogica grouping of elements that provide connectivity and network resource level policy
management in the access cable network domain.

- The RCD includes the CMTS and the PS.

. The Service Control Domain (SCD):
- Thelogica grouping of elements that offer applications and content to service subscribers.
- The AM residesin the SCD.

NOTE 1: There may be one or more SCDs related to asingle RCD.

NOTE 2: Each RCD may interact with one or more SCDs.
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SCD - Service Control Domain

Application Manager

App State IRI
Controller

v

PDP
i

RCD - ResourcevControI Domain

PEP

IRI

\ 4

Policy Server

PDP

;

PEP

IRI, CC

\ 4

CMTS

DOCSITS
QOS

PEP: Policy Enforcement Point.
PDP: Policy Decision Point.
Figure 6: Policy architecture

The roles of the multimedia components are the following:
. The AM isresponsible for application or session-level state and for applying SCD policy;
. The PSisresponsible for applying RCD policy and for managing relationships between AMs and ANs;
. And the CMTS is responsible for performing admission control and managing network resources through
service flows as defined in ES 201 488 [6].
4.2.6 Traffic control using gates
COPS conveys policy decisions by using the concept of gates to control traffic.

A gateis associated to traffic in one direction (a bi-directiona session will open 2 gates), and may reside in the
following logical states:

. Authorized - the PS has authorized the flow with resource limits defined.
. Reserved - resources have been reserved for the flow.
. Committed - resources are active and are being used.

The gate contains identification, QoS and traffic profile information about the session.
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4.3 Multimedia service scenarios

This clause describes scenarios that may be supported by an |PCablecom Network Operator (NWO).

The scenarios cover services where the IPCablecom NWO controls the call control signalling and QoS signalling,
through to cases where the IPCablecom NWO is only transporting | P traffic for the end customers. The following
clauses describe those scenarios .

4.3.1 Scenarios for QoS-based multimedia services

ITU-T Recommendation J.179 [12] defines aframework that support QoS-based multimedia services and identifies
three architectural scenariosin support of three client types.

The following three clauses describe the scenarios corresponding to these client types in more detail.

43.1.1 Support of client type 1

Client Type 1 represents existing "legacy" endpoints that are not QoS-aware and do not have QoS-oriented signalling
capabilities. These clients do not implement messaging as described in TS 101 909-5 [3]. This client type communicates
with an AM to request service. It does not request QoS resources directly from the access network.

Figure 7 shows an overview of the entities involved in the QoS signalling.

The client issues a " Service Request” to the AM who determines the QoS required for the requested service and starts
the QoS reservation process by sending a " Policy Request” to the PS. The PS validates the request against internal rules,
depending on the SP internal policies, and sends on a positive outcome a " Policy Set" message to the CMTS granting
the client the requested QoS levels.

Service Request

4 A
Client CMTS Policy Server Application
Manager
4 A A 4
Policy Set Policy Request

Figure 7: Information flow for proxied QoS with policy push
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MSC Proxied_QoS_with_policy_push

/* This message sequence chart shows
the session establishment phase only */

ServiceRequest

Y

GateSet
GateSet
DSA_req
DSA_resp
DSA_ack
- GateSet_ack
GateSet_ack
* QoS signalling >
to Record ¢ Policy signalling
Keeping Server */ to Record

eeping Server */

ServiceRequest_ack

i

SessionInProgress

Figure 8: Message Sequence Chart for client type 1 requesting QoS

4.3.1.2 Support of client type 2

Client Type 2 supports QoS signalling based on TS 101 909-5 [3]. An overview of the QoS request scenario is
illustrated in figure 9.

The client requests a service from the AM who sends the "Policy Request” on behalf of the client to the PS. In the
following, the PS "pushes' the policy to the CMTS which grants the QoS levels on the client's request.

Service Request

Application

Client CMTS Policy Server
Manager

QoS Request

Policy Set

Policy Request

Figure 9: Information flow for client-requested QoS with push policy
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MSC Client_requested_QoS_push_model

ServiceRequest_plus_QoS

Y

GateSet

GateSet

DSA _req

et

DSA_resp

DSA_ack

GateSet_ack

Y

GateSet_ack

hJ

/* QoS signalling

to Record - - -
p /* Policy signalling
Keeping Server */ to Record
Keeping Server */

ServiceRequest_plus_QoS_ack

SessionInProgress

Figure 10: Message Sequence Chart for client type 2 requesting QoS

4.3.1.3 Support of client type 3

Client Type 3 does not interact with an AM. It directly requests QoS treatment from the access network. This client type
uses Internet Engineering Task Force (IETF) standards-based Resource Reservation Protocol (RSVP) to request QoS
resources directly from the CMTS.

This scenario relates to QoS-supporting peer-to-peer multimedia services. The clients requests QoS directly at the
CMTS which constructs a policy request that it sends to the PS asking for the validation of the request. On a positive
reply the CM TS authorizes the resource reservation and establishes the service flow. Figure 11 illustrates the
information flow for this scenario.

j QoS Requestﬁ f Policy RequestT

Client Type 3 CM CMTS PS Far end

t J " !
DOCSIS Service Flow | Policy Set |

Figure 11: Information flow for client-request QoS with pull-policy

ETSI



22 ETSI TS 101 909-20-2 V1.2.1 (2006-03)

MSC Client_requested_QoS_pull_model
Client CM CMTS PS AM

ServiceRequest_plus_QoS

Policy_req

Y

Policy_req_ack

DSA_req

DSA_resp

DSA_ack

-

/* QoS signalling
to Record
Keeping Server */

SessionInProgress

- s Em Ew -

Figure 12: Message Sequence Chart for client type 3 requesting QoS

4.3.2 QoS-unaware multimedia communications scenarios

One basic property of the |PCablecom architecture isthat it provides the end user with IP connectivity. This allows for
conventional "Internet" servicesincluding:

. E-Mail service.
. Access to the World Wide Web (WWW).
. 3d party services, e.g. Web-Short Message Service (SMS).
The signalling entities of the | PCablecom architecture do not take part in such services.

In these scenarios the | PCablecom architecture only conveys IP traffic. IPCablecom is able to identify the source and
the target of this traffic.

4321 Centralized services

Centralized services are those services where an | PCablecom NWO provides the | P access and some 3'd party acts as
SP. The IPCablecom NWO does not have access to service related information. Figure 13 depicts the architecture of
such a scenario. In the figure two aspects of the network are mixed the IP access aspect and the service aspect. The
access is covered by end-user 1 being connected viathe CM and the CM TS to the | PCablecom network. The 3 party
SP may be located, asindicated in the figure, in a separate |P domain. Technically it may also be located in the

| PCablecom domain just using the I P access to provide its service.
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IPCABLE.COM Other IP Network
Domain
HFC )
|
- 1'\-\..\.
End-User 1 CM i CMTS H End-User 2 )
- f
I. J
"
== ,..-""Il — ....-r"'f
— . =

Figure 13: Centralized 3'd party service

Peer-to-peer applications

In this scenario the end users communicate directly with each other. There is no signalling visible to the |PCablecom

NWO.

As shown in figure 14 there may be more than two parties involved in the communication.

IPCABLECOM
Domain

Other IP Network

HFC

End-User 3 J
.H.'\.
End-User 1 — CM —  CMTS \ l
¢

| End-User 2
'

i -.H.

""'._ .,..-"l - r.-'-_ _...-r-""IIJ

i "-q_.___._.-""-

Figure 14. Example of a peer-to-peer multimedia applications

5.1

LI architecture for IP multimedia Time Critical
Services

Overview

The overall interception framework is extended from the model described in clause 5.2 of ES 201 158 [8] and from the
architecture identified in clause 5 of TS 101 671 [9] (seefigure 15).
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LEA
domain

NWO/AP/SvP’'s domain

NW O/AP/SvP’s
administration
function

intercept related
information (IR1)

IRI mediation
function

{

CC mediation
function

Network
Internal
Functions

LEMF

LI handover interface HI

Figure 15: Functional block diagram showing Handover Interface HI (from TS 101 671 [9])

The scope of the present document is the NMW/AP/SvP's domain as shown in figure 15. The present document
describes theinternal interfaces INI1, INI2 and INI3 as shown in figure 16.

Managed IP (Cable) Network
. . . . LEA
HI1l _ .
Lawful Interceptlon( Iﬁ/(irlg)lnlstratlon Function < administration
function
INI1
h 4 v
Intercept Related Information | Lawful Law
Interception Function | —» Interception | HI2 | Enforcement
(IRIIF) |INI2 Mediation Monitoring
Function Function
v (LIMF) (LEMF)
Content of Communication |
Interception Function !”\”3 > HI3
( CCIF) I >

Figure 16: Reference Model for Lawful Interception

The administrative information is exchanged between the LIAF, the LI functions and the Lawful Interception Mediation

Function (LIMF) vialINI1.
Internal interface INI2 carries Intercept Related Information (IRI) from the Intercept Related Information Interception
Function (IRIIF). Internal interface INI3 carries Content of Communication (CC) information.
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5.2 Description of functional elements

5.2.1 Intercept Related Information Interception Function (IRIIF)

The purpose of the IRIIF isto generate information related to calls or sessions or and other information involving
interception targets identified by Law Enforcement Agency (LEA) sessions, i.e. IRI.

NOTE: Thetermscall and session are used within the multimedia applications world. Some applications may
emulate the behaviour normally associated with telephony and the term call is used (bounded session),
other applications may be of an unbounded nature and the term session is used. Neither term is more
correct than the other.

The IRl information is sent to the LIMF to be delivered to the Law Enforcement Monitoring Facility (LEMF) over
interface HI2.
5.2.2 Content of Communication Interception Function (CCIF)

The CCIF shall cause the CC to be duplicated and passed to the LIMF. The content may be duplicated within the Media
Layer or within the Transport Layer and this may be achieved by any means such that the sender and recipient(s) are
unaware of the copying process and cannot take steps that will reveal the copying processistaking place.

The CCissent to the LIMF and it is formatted in accordance with later clauses for delivery to the LEMF over
interface HI3.

NOTE: Intercepted content of communication is always an | P packet.

5.2.3 Lawful Interception Mediation Function (LIMF)

The LIMF receives information from the IRITF(s) and CCIF(s) within the IPCablecom network and formats that
received information to be passed on to the LEMF. If there is more than one IRITF within an |PCablecom network the
LIMF shall manage the reporting state of the call so that information is sent to the LEMF asif it were from asingle
IRIIF. In this case the LIMF shall ensure that the reported information elements represent a consistent and single view
of the intercept.

The LIMF incorporates the mediation function defined in ES 201 158 [8] as"A function which selects sequences and
transforms information, including CC when necessary, between a number of [1Fs and the HI. Sometimes the mediation
function may be a null function, e.g. direct delivery of CC to the LEMF via HI3 with no changes.”

524 Lawful Intercept Administration Function (LIAF)

In each IPCablecom network there shall exist an LIAF to manage requests for interception . This function ensures that
the request from an LEA to send IRI and or CC information to an LEMF is acted upon. This function is not the subject
of the present document and is described here only for completeness.

Theinformation available at the LIAF includes:
NOTE 1: Thislist isadapted from clause 7.1 of TS 101 671 [9].
. I dentification of the interception subject (Target |dentity);

NOTE 2: Thetarget identity isany valid ID used in a cable system that is uniquely related to the target at the time
and point of interception. This may include but not be restricted to: MAC address, e-mail address, login
name, |P address (granted by DHCP or other), E164 identity.

. The agreed lawful interception identifier (L11D);
. Start and end, or start and duration, of the interception;
. Kind of interception information, i.e. IRI, CC or both;

. Address of the LEMF to which IRI information should be sent i.e. the HI2 destination address (if applicable);
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. Address of the LEMF to which CC information should be sent i.e. the HI3 destination address (if applicable);
. Other details related to the intercept such as the value of options;
. A reference for authorization of the interception;
. Other information as required.
Thisinformation is transported via INI1 to the relevant elements (the IRIIF, LIMF and CCIF as necessary).

NOTE 3: Morethan one LEA may intercept the same target requiring that for the same target several LEA need to
be served with each individual interception being uniquely identified and maintained. The present
document does not specify how to serve multiple instances of interception.

5.3 LI Architecture

531 LI in the multimedia architecture of J.179

The multimedia architecture specified in ITU-T Recommendation J.179 [12] maps to the LI reference model as follows.

IPCablecom Network
HI1
LIAF < > LEAF
INI1
R S | }
| lcmMTs| AM | Ps ||
i (IRl) | | (IRD | | (IRI) | I > HIZ |
‘______B”F_ _____ | ”N|2
S Y | LIMF LEMF
: |
Client__|. CMTS -
oM ( —— HI3
l ' JINI3
L CCIF . |

Figure 17: Architecture for LI

The CMTS, AM or PS may take the role of the IRIIF. Which entity serves as IRIIF depends also on the communication
scenario. In an actual implementation of the architecture there may be even more than one entity delivering IRI to the
DF. Only the CMTS acts as CCIF.

In the multimedia case , the AM belongs to the M SO managed domain; and may provide IRI information to the LIMF,
including session information, session status information (start, stop, etc.), and security information. The multimedia
architecture can be extended by considering that the AM is outside the MSO managed domain. In such a case, only a
restricted set of IRI information can be delivered by the AM.

NOTE: Inthe case of adecentralized architecture (including peer to peer application) as shown in figure 3, the
architecture presented in figure 8 is still valid. However, the AM may not exist and therefore the
information exchange may be limited to the one between the CMTS and the PS.

IRI information which can be delivered to the LIMF by the CMTS and the PS includes:

. Events like session start/stop/redirection;

. Session information including classifiers, QoS parameters, security information (when accessible).
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The CMTS can provide the CC information, with the following options:
. Duplication of complete traffic belonging to one service flow (default option);

. Duplication of apart of the traffic belonging to one service flow, defined by additional classifiers
(see TS 101 909.11 [4] for classifiers definition); the latter requires additional functionality inthe CMTS and
may cause scalability issues.

5.3.2 LI architecture for QoS unaware communication

The mapping of the multimedia architecture [12] to the LI reference model for QoS unaware communication is shown
infigure 18.

IPCablecom Network

HI1

A

LIAF LEAF

A

> HI2

A 4

. Y LIMF LEMF

Client i

A 4

Figure 18: LI architecture for QoS unaware communication

For QoS unaware communication there is no QoS signalling or no call control signalling that is passing any of the
domains entities. Hence, the only information that may be intercepted is the I P traffic between the target of the
interception and other parties and the only entity of the |PCablecom architecture of relevance for L1 isthe CMTS. The
CMTSisthe point for collecting IRl and CC related information.

The CMTS may provide restricted IRI information and CC information asin the clause 5.3.1, with the following
options:

. Duplication of complete traffic owning to one service flow (default option);

. Duplication of apart of the traffic owning to one service flow, defined by additional classifiers.
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6 Interception of user signalling

Figure 19 illustrates the required interception activities. This clause covers the interception of user signalling whereas
the interception of CC isdescribed in clause 7.

SetinterceptEven

InterceptActive

SignallingActivity

TrafficActivity

CopyPacket PreparelRI
SendPacket < SendIRI j

ClearinterceptEvent

NOTE:  The figure shows both traffic and signalling interception for completeness, the shaded area shows the
scope of this clause.

Figure 19: Simplified interception activity diagram

6.1 Interception protocol at interface INI2
There are four kinds of record type used across INI2, which are;

. Begin-record,;

. Continue-record;

. End-record,

. Report-record.

The first three of these record types form an IRI-transaction.
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IRI - Begin >
[IRI - Continue] >
[IRI - Continue] >

IRI - End N

NOTE: The bordered area of the chart indicates an IRI-transaction.

Figure 20: IRI protocol sequence chart
The use of each IRI record typesis defined by table 2.

Table 2: Use of IRI Record Types

Record Type When record type is used
Begin First event of a communication attempt, opening the IRI transaction
Continue Any time during a communication or communication attempt within the IRI transaction
End The end of a communication or communication attempt, closing the IRI transaction
Report Used in general for non-communication related events

6.1.1 Content of IRl Record

The IRI Record (the result of interception) shall contain:
1) the identities that have attempted communication with the target, successful or not;
2) the identities that the target has attempted communication with, successful or not;
3) identities used by or associated with the target;
4) details of services used and their associated parameters;
5) those signals emitted by the target invoking additional or modified services,
6) time-stamps for identifying the beginning, end and duration of the connection;
7) actual destination and intermediate directory numbersif call has been diverted;
In addition the IRI record should contain:
8) location information.

Theresult of interception shall apply to al call typesif, and aslong as, to the best knowledge of the network
operator/service provider, the target is a participant.
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Signal sets and interception

All signalsin an IPCablecom environment can be classified using set theory as below (see also figure 21):

anySgnal O{ AllSgnals}
{TransactionSgnals} (1{ AllSgnals}
{BeginSgnals} [I{TransactionSgnals}
{EndSignals} O {TransactionSgnals}
{ContinueSgnals}d { TransactionSgnals}

The sets{BeginSgnals}, { EndSgnals} and { ContinueSignals} in general should have no intersections, i.e. anySignal
should only be a member of one of these sets.

NOTE: Insome protocols, e.g. SIP, the set of message typesis very small and the same message type may belong

to more than one set. In such cases the content of the message determines to which set the message
belongs. In other protocols, e.g. ISDN (DSSL), the message type itself determines to which set the
message belongs.

Thelogical processing model of interception is shown below:

IF

AnySignal O{ BeginSignals} THEN "prepare IRI-Begin record";
AnySignal O{ EndSignals THEN "prepare IRI-End record";
AnySignal [0{ContinueSignals} THEN "prepare | RI-Continue record";

AnySignal O{ TransactionSignalss THEN "prepare |RI-Report record”.

AllSignals

TransactionSignals

BeginSignals ReportSignals

ContinueSignals

Figure 21: Venn diagram showing signal sets

Annex E of classifies common signalling protocols used in the | PCablecom environment using the above model.

6.3

Location of LI functions

The IRIIF function can be located within more than one |PCablecom functional entity:

The Application Manager:

- Where the AM belongs to the cable operator domain, or outside the operator domain and accessible.
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. Policy Server:
- If the Application Manager does not belong to, or cannot be accessed by, the operator domain.
. Cable Modem Termination System:
- If the Application Manager does not belong to, or cannot be accessed by, the operator domain.
The CCIF function is aways located within the CM TS functional entity.
In the normal case interception the IRIIF is assumed to exist only in the Application manager (see figure 22).

The following three figures illustrate the different possible [ocations of the IRIIF functional entity.

MSC CC_LI_StandardCase

Layer 1 Layer 2 Layer 3+ Layer 3+

L3Plus_Application_sighalling

IRI_Record

L2_Traffic

Y

CC_Record

Figure 22: Normal interception model for message sequences
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MSC CC_LI_InterceptOptionl

Layer 1 Layer 2 Layer 3+ Layer 3+

L3Plus_Application_sighalling

Interpreted_signalling

o
—f

IRI_Record

L2_Traffic

\j

CC_Record

Figure 23: Optional interception model showing PS offering only interpreted signalling (IRI)

MSC CC_LI_InerceptOption2

Layer 1 Layer 2 Layer 3+ Layer 3+

L3Plus_Application_signalling

Interpreted_signalling

A

IRI_Record

L2_Traffic

Y

CC_Record

Figure 24: Optional interception model showing CMTS offering only interpreted signalling (IRI)
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6.4 Interception of specific signalling

The generic information flow that describes INI2 intercepted packets is defined below in the "target activity monitor”
information.

6.4.1 IRI protocol service model

The IRI protocol model offers a single Service Access Point (SAP) as shown in figure 25 with the following
requirements placed on the transfer protocol:

. Integrity: The intercepted data should be protected against data manipulation whilst in transit;

. Confidentiality: Theintercepted data, if itself intercepted in transit, should not be able to reveal any
information to the interceptor;

. Reliability and transmission requirement: There shall be no retransmission constraint placed on the IRI
protocol itself.

NOTE: Where the network is physically reliable UDP may satisfy the latter requirement.

A
TARGET_ACTIVITY_MONITOR_ind

TARGET_ACTIVITY_MONITOR req

\ 4

IRI-SAP

Figure 25: IRI protocol service model

The transmission protocol should employ the security mechanism defined in TS 101 909-11 [4] as pkt-s21
(and/or pkt-s23) as modified by clause 8 of the present document.
6.4.2  Target activity monitor

Thisinformation flow shall provide the activity of the target on the | PCablecom network to the LIMF. It has a header
section indicating who, when and where, with a body section indicating the what of the target activity.

The IRI-Record shall by default be of type IRI-Report and the user-signal shall be sent as a bit exact copy of the signal,
i.e. no interpretation shall be attempted.

TARGETACTI VI TYMONI TOR : : = SEQUENCE
{
ver si on | NTEGER DEFAULT 1, -- header, version -

Il nstancei d LI 1 dType, -- header, who -
tinmestanp UTCTi e, -- header, when -
targetLocation Locat i onType, -- header, where -
direction Di recti onType,
i Rl Transaction I R Transacti onType DEFAULT i Rireport,
i Rl Transact i onNunber I NTEGER,
user Si gnal User Si gnal Type, -- Either copy or interpreted signalling
crypt oCheckSum BI T STRI NG OPTI ONAL

}

Protocol constraints:
. Response to = None
. Response expected = None

All parameter definitions are contained in asingle ASN.1 module in annex A.
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6.4.2.1 Data provision and encoding

6.4.2.1.1 Version

The version field identifies the version of the present document that the data structure is defined in. By default for this,
the first version of the specification, the value of thisfield is 1.

The version number shall be incremented by 1 when new ASN.1 parameters are added or when existing parameters are
modified.
6.4.2.1.2 Lawful Interception (LI) instance identity

The result of interception provided at the LEMF side of the LI interface shall be given a unique tag that shall allow
identification of the LEA, the target, network operator/service provider and the warrant reference. This tag shall be first
returned by the management activation flow (see annex B) and form part of the subsequent header datain
TARGETACTIVITYMONITOR and TTRAFFIC/CTTRAFFIC information flows, as well as being used by the
management information flows.

LIIdType::= INTEGER(O .. 65535) -- 16 hits-

6.4.2.1.3 Timestamp

Each IRI Record shall contain a timestamp indicating when the interception was made. The header of
TARGETACTIVITYMONITOR information flow shall contain a mandatory timestamp information element. This
element shall be of the type defined below:

UTCTi ne

NOTE: UTCTimeisderived from the Coordinated Universal Time system (see clause 3.1).

6.4.2.1.4 Target location

A network operator shall provide to the best of their knowledge any location information that may be requested by the
LEA and addressed within the initiating warrant. Such data should be within the normal operating parameters of the
network.

The location information should be delivered at one or more of the following times:
1) withregistration;
2)  withresult of interception.

Location information relating to the target should be provided in the header of every TARGETACTIVITYMONITOR
information flow. The header element shall contain either anameAddress field (for static provision where the target
location is known to the service provider and can be offered as a standard name and address field (as used when
addressing the customer hill)) or as geodetic data giving the spatial coordinates of the target (e.g. GPS coordinates).

The location data shall be provided using the following data construct:
LocationType ::= CHO CE
{

geodeti cDat a BI T STRI NG
nameAddr ess PrintableString (SIZE (1..100))
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6.4.2.1.5 Direction

The network operator shall provide, to the best of their knowledge, an indication of the direction of any signal, i.e. to or
from the target.

The direction data shall be provided using the following data construct:

DirectionType ::= ENUMERATED
toTar get,
fronirar get ,
unknown
}
6.4.2.1.6 IRI transaction type

The result of interception shall indicate explicitly if the IRI-Record belongs to an IRI-Transaction, and if so of which
type within the transaction.

The transaction type shall be provided using the following data construct:

I R TransactionType ::= ENUMERATED

{
i Rl begi n,
i Rl conti nue,
i Rl end,
i Rlreport

6.4.2.1.7 IRI transaction number

Along with the Lawful Interception (LI) instance identity this uniquely identifies an IRI Transaction. Where IRI
transaction typeis "iRIreport” thisfield shall be set to zero and should be ignored by the receiving entity. In al other
instances IRIBegin shall increment the value of the IRI transaction number and this value shall be kept constant for all
IRIcontinue and the final IRlend records.

The IRI transaction number allows for correlation of the IRI and the CC as the same IRI transaction number isused in
the CC packetsto allow for corrélation of the IRI (intercepted signalling) and CC packets (intercepted traffic related to
the signalling).

6.4.2.1.8 User signal

The exact transaction of the user shall be provided, encoded as below.

User Si gnal Type ::= CHO CE
{
copySi gnal BI T STRI NG

copyChar Signal Printabl eString,
i nterpretedSi gnal | NTEGER

}
For signalling systems that are text based, e.g. SIP, the use of the PrintableString datatype is recommended.

6.4.2.1.9 Crypto check sum
The network operator may choose to assure himself of the integrity of the data intercepted by providing an

cryptographic check sum to the main content of the interception record. The mechanism used should align with the
overall security policy of the network operator.
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7 Interception of Content of Communication (CC)

Figure 26 illustrates the required interception activities. This clause covers the interception of the Content of
Communication (CC) whereas the interception of signalling is described in clause 6.

SetinterceptEven

InterceptActive

SignallingActivity

TrafficActivity

CopyPacket PreparelRI
SendPacket SendIRI

ClearInterceptEvent

NOTE:  The figure shows both traffic and signalling interception for completeness, the shaded area shows the
scope of this clause.

Figure 26: Simplified interception activity diagram

7.1 Internal delivery of Content of Communication (CC) across
interface INI3

NOTE: Theinterception methods described here apply only when IPis used for streaming media.

7.1.1 General model

The general model employed for delivery of content of communication over INI3 is to encapsulate the target and
co-target traffic using the data structures T-Traffic and CT-Traffic defined in this clause. In addition this clause
specifies the rules to be followed for embedding the intercepted traffic packet into the " TrafficPacket" element of the
T-Traffic and CT-Traffic data structures.
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The result of interception shall contain:
. the content of all calls originated by the target;
. the content of al callsto the target;

. the content of multi-party callsin which to the best knowledge of the network operator/service provider the
target is participating;

. the content of broadcast calls to a user population of which to the best knowledge of the network
operator/service provider the target is a member.
7.1.2 CC protocol service model

The CC protocol model offers a single Service Access Point (SAP) as shown in figure 27 with the following
requirements placed on the transfer protocol:

. Integrity: The intercepted data should be protected against data manipulation whilst in transit;

. Confidentiality: Theintercepted data, if itself intercepted in transit, should not be able to reveal any
information to the interceptor;

. Reliability and transmission requirement: There shall be no retransmission constraint placed on the CC
protocol itself.

NOTE: Wherethe network is physically reliable UDP may satisfy the latter requirement.

A

T_TRAFFIC ind, CT_TRAFFIC_ind

T_TRAFFIC_req, CT_TRAFFIC req

CC-SAP

Figure 27: CC protocol service model

The transmission protocol should employ the security mechanism defined in TS 101 909-11 [4] as pkt-s22 or as
modified by clause 8.

7.1.2.1 T_TRAFFIC_req_ind

Thisinformation flow carries a traffic packet of the target to the DF.

TTRAFFI C : : = SEQUENCE

{
versi on | NTEGER DEFAULT 1, -- header, version -

I'l'l nstancei d LI I dType,

i Rl Transact i onNunber | NTEGER,

traffi cPacket BI T STRI NG

crypt oChecksum BI T STRING OPTI ONAL

}

Protocol constraints:
. Response to = None;

. Response expected = None.

ETSI



38 ETSI TS 101 909-20-2 V1.2.1 (2006-03)

7.1.2.2 CT_TRAFFIC_req_ind

Thisinformation flow carries atraffic packet of the co-target to the DF. Each successive correspondent shall be
identified by incrementing the " correspondentCount” element of the information element.

CTTRAFFI C : : = SEQUENCE
{
ver si on | NTEGER DEFAULT 1, -- header, version -
I'l'l nstancei d LI 1 dType,
correspondent Count | NTEGER,
i Rl Transacti onNunber | NTEGER,
traffi cPacket BI T STRI NG
crypt oChecksum BI T STRING OPTI ONAL

}
Protocol constraints:
. Response to = None;

. Response expected = None.
7.1.2.3 Data provision and encoding

7.1.2.3.1 Version

The version field identifies the version of the present document that the data structure is defined in. By default for this,
the first version of the specification, the value of thisfield is 1.

The version number shall be incremented by 1 when new ASN.1 parameters are added or when existing parameters are
modified.

7.1.2.3.2 Lawful Interception instance identity

The result of interception provided at the LEMF side of the LI interface shall be given a unique tag that shall allow
identification of the LEA, the target, network operator/service provider and the warrant reference. This tag shall be first
returned by the management activation flow (see annex B) and form part of the subsequent header datain
TARGETACTIVITYMONITOR and TTRAFFIC/CTTRAFFIC information flows, as well as being used by the
management information flows.

The same value of the LIIDTypeis used for the corresponding IRI, see clause 6.4.2.1.2.
LIldType::= INTEGER(O .. 65535) -- 16 hits-

7.1.2.3.3 Correspondent count

The correspondent count field is used to distinguish the intercepted content of each of the target's correspondents. The
first correspondent is given the value "0" and each successive correspondent shall be identified by incrementing the
"correspondentCount".

7.1.2.3.4 IRI transaction number

Along with the Lawful Interception (LI) instance identity thisfield correlates the intercepted traffic to a known
IRI-transaction. If correlation cannot be determined this field shall be set to zero and should be ignored by the receiving
entity.

NOTE: ThelRI transaction number along with the Lawful Interception instance identity performs asimilar
function to the Communication Identifier defined in clause 6.2 of TS 101 671 [9].

7.1.2.35 Traffic packet
The traffic packet field contains abit exact copy of the IP packet that has been intercepted.

ETSI



39 ETSI TS 101 909-20-2 V1.2.1 (2006-03)

7.1.2.3.6 Crypto check sum

The network operator may choose to assure himself of the integrity of the data intercepted by providing an
cryptographic check sum to the main content of the interception record. The mechanism used should aign with the
overall security policy of the network operator.

8 Security

8.1 General

The transmission of intercept related material, IRl and CC, shall employ the security mechanisms defined in
TS 101 909-11 [4] with the following restriction:

. Intable 2 of TS 101 909-11 [4] "I1PSec ESP transform identifiers' ESP_NULL shall not be supported when
using IPsec for IRI or CC transfer.

Where the LIMF is external to the IPCablecom NWO domain ESP tunnel mode should be supported between CCIF and
LIMF, and between IRIIF and LIMF. Where intercepted material is required for evidential purposes ESP tunnel mode
should be employed between the IRIIF and LEMF and between CCIF and LEMF.

8.2 Security requirements

ES 201 158 [8] clause 8 requires that the operation of interception facilities should be discreet, confidential and
efficient. Thisisfurther elaborated as follows:

. Only specifically authorized personnel should be able to control interception.
. The LEA should not have access to any network element.

. The entire communication between the administration system and the interception function should be

confidential.

. Interfaces between internal systems which permit automatic administration of intercepting measures should be
protected.

. Internal system interfaces should support mutual authentication of the communicating entities and

confidentiality of content.

Thereis an underlying requirement to physically segregate and protect equipment used to control and implement
interception measures.

8.3 Interface INI1

Thisinterface is not standardized but in order to comply with the requirements stated above should support the
following security services:

. source authentication;
. message integrity;
. content confidentiality.

Source authentication ensures that L1 requests are only made by authorized parties. Integrity guarantees that sent
messages are not modified on the transmission path and confidentiality does not et unauthorized third parties know
what kind of actions and on which identities are carried out.

In general the interface shall implement the same security mechanisms as defined for the other interfacesin
| PCablecom.
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8.4 Interfaces to the DF

8.4.1 Security services

This clause deals with both interface INI2 and interface INI3. The description here is based on the functional
architecture rather than the LI architecture to visualize the security interdependencies. Interfaces between the entities
conveying INI1 information are not included here.

Figure 28 illustrates the interfaces between the LI functions and the DF and the kind of information that is exchanged.
IRl and CC areconveyed in Tar get _Acti vity_ Monitor messages. Theinterfaces between AM-PS, and
between PS-CMTS are not relevant in regard to INI12 and INI3.

AM
IRI
IRI
PS DF
IRI, CC
CMTS

Figure 28: Interfaces invoked in LI

The following clauses describe the required security services for the individual interfacesin more detail.

8.4.1.1 Interface AM-DF
The AM isthe central administration entity of many possible scenarios. Sinceit is the controlling entity on the
application layer it is able to deliver alot of information about the sessions of the targets to intercept. Thereforeitis
well suited to deliver call related information.
Required security services for thisinterface are:

. Source authentication;

. Message integrity;

. Confidentiality.

8.4.1.2 Interface PS-DF

The PSisthe central functional entity for layer 2 related QoS signalling. It may be especially important in case of the
AM being located in a domain different from the domain of the NWO.

Required security services for thisinterface are:
. Source authentication;
. Message integrity;
. Confidentiality.
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8.4.1.3 Interface CMTS-DF

The CM TS isthe entity where all IP traffic originated by the target has to pass. It is therefore the entity that intercepts
CC and deliversit to the DF. In addition, if the IPCablecom system is not also the service provider for the application
used by the provider, the CMTS may also deliver IRI information.

Note, that there may be two connections to secure, one for the IRl and one for the CC.
Required security services for thisinterface are:
. Source authentication;
. Message integrity;
. Confidentiality.
Confidentiality is optional since the CC may aready be encrypted and the required key be delivered to the LEA by
means out of the scope of the present document.
8.4.2 Security mechanisms

Table 3 lists the security mechanisms that are based on the ITU-T Recommendation J.179 [12], clause 8 to provide the
required security services.

Table 3: Security mechanisms of the IPCablecom multimedia architecture

AM - PS IPsec using IKE or Kerberos-based key management
PS - CMTS IPsec using IKE or Kerberos-based key management
AM-DF (IRI) IPsec using IKE or Kerberos-based key management
PS-DF (IRI) IPsec using IKE or Kerberos-based key management
CMTS-DF (IRI) IPsec using IKE or Kerberos-based key management
CMTS-DF (CC) IPsec using IKE or Kerberos-based key management

8.5 End-to-End security

Where client-based end-to-end encryption is used the | PCablecom/ TSP is not able to provide an en-clair copy of the
transmitted data, and is not able to provide the corresponding keys to the LEA.

8.6 Use of IPSec to secure intercepted content (INI3)

IPSec may be used to protect intercepted data from eavesdropping and from manipulation. Appropriate key
management techniques may provide source authentication, and/or restrict receipt to specified parties.
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Annex A (normative):
ASN.1 Module

The data definitions for lawful interception used in TS 101 671 [9] are in the form of ASN.1 datatypes. The data
definition rules given in annex D of TS 101 671 [9] shall apply, i.e. data shall be defined according to ITU-T
Recommendation X.680 [13], and follow the Basic Encoding Rules (BER) defined in ITU-T Recommendation
X.690 [14].

NOTE 1: The ASN.1 Module defined in the present document is named under the ETSI document tree and does not
form aleaf of the ETSI LI tree asdefined in TS 101 671 [9].

NOTE 2: Where the present document discusses "interception protocols' thistermisonly used to describe the
information that must be carried on the handover interfaces when intercepting atarget. This terminology
isused to align with terminology used in the Lawful Intercept community and does not define protocol
signaling.

Extension markers are not used in the ASN.1 module as the moduleis used in the SDL simulation model which does
not support such markers. Instead the module identity contains the intercept version which shall be incremented on any
change to the published module.

TS101909202 {itu-t (0) identified-organization (4) etsi (0) ts101909 (1909) part20 (20) subpart2(2)
i nterceptVersion (0)}

DEFI NI TI ONS AUTOVATI C TAGS :: =

BEG N
TARGETACTI VI TYMONI TOR : : = SEQUENCE
{
version | NTEGER DEFAULT 1, -- header, version -
Il nstancei d LI 1 dType, -- header, who -
tinmestanp UTCTi e, -- header, when -
targetLocation Locat i onType, -- header, where -
direction Di rectionType,
i Rl Transaction I R Transacti onType DEFAULT i Rireport,
i Rl Transact i onNunber I NTEGER,
user Si gnal User Si gnal Type, -- Either copy or interpreted signalling
crypt oCheckSum BI T STRI NG OPTI ONAL
}
TTRAFFI C : : = SEQUENCE
{
version I NTEGER DEFAULT 1, -- header, version -
I'l'l nstancei d LI I dType,
i Rl Tr ansact i onNunber | NTEGER,
traffi cPacket BI T STRI NG
crypt oChecksum BI T STRING OPTI ONAL
}
CTTRAFFI C :: = SEQUENCE
{
version I NTEGER DEFAULT 1, -- header, version -
Il nstancei d LI 1 dType,
correspondent Count I NTEGER,
i Rl Tr ansact i onNunber | NTEGER,
traffi cPacket BI T STRI NG
crypt oChecksum BI T STRING OPTI ONAL
}
Di rectionType ::= ENUMERATED
toTar get,
fronirar get ,
unknown

}
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User Si gnal Type ::= CHO CE
{
copySi gnal BI T STRI NG
copyChar Signal PrintableString,
interpretedSignal |INTEGER -- Place hol der
}
I R TransactionType ::= ENUMERATED
{
i Rl begi n,
i Rl conti nue,
i Rl end,
i Rlreport
}
Locati onType ::= CHO CE
geodeti chat a BI T STRI NG
naneAddr ess PrintableString (SIZE (1..100))
}
| LI I DType ::= I NTEGER (0..65535) -- 16 bit integer to identify interception
END
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Annex B (informative):
Information flows on INI1

This annex describes the requirements for interface INI 1. It introduces the required information flows as well asthe
required data for both the IRIIF and the CCIF. For the purpose of simplification of the diagrams IRIIF and CCIF are
both called Lawful Interception Function (LIF) in this clause.

It is not the intention of this annex to define a protocol for INI1. It rather aims to show which kind of informationis
necessary to be contained in the communication between LIAF and a LIF. The means of transport may be UDP, TCP or
embedded in an application protocol such as SNMP or COPS.

B.1 Activation of LI

Clause 5.2.4 shows alist of data available at the LIAF. Thisinformation has to be conveyed to the LIF for the activation
of the LI.

Theinformation passed from the LIAF to the LIF for the purpose of the activation of LI shall include at least:
. LIID;
. | dentities to intercept;
. Start, stop time, respectively the duration of the interception;
. Destination address of the DF for IRI, CC;
. Credentia s to fulfil the security service requirements for the delivery to the DF.

Figure B.1 illustrates the information flow for the activation of L1. Depending on the architecture that implements this
flow the LIF may be either the AM, PS or CMTS. The number of concurrent LI activations in one messageis an
implementation issue and may or may not be allowed by the chosen protocol. However, the activation of an entered LI
at the HI1 shall be forwarded to the LI functions immediately on reception.

LIAF LIF

LI_Activation_Req

A 4

LI_Activation_Ack

A

Figure B.1: Information flow for the activation of LI

Table B.1 lists the parameters of the message LI _Act i vati on_Req. For adetailed break-down of all parameters
please see annex A, the ASN.1 encoding.
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Table B.1: Message LI_Activation_Req

Parameter name Status Description

MonitorServiceList A List of services to intercept

LIMFIRIAddress Transport address of the LIMF to send intercepted IRI data to; be negotiated on the fly

LIMFCCAddress

ProtocolVersion M Version number of the protocol
LIID M The identifier for the interception
Timestamp M Time of sending for sequencing of information and for application layer security
measures
CryptoCheckSum ®) Checksum for application layer security, like integrity and source authentication
TargetAddress M Application level address of the target to intercept; may be a telephone number
TargetName o Name of the target
AdditionalTargetData o Additional information about the target
M
O
0o
o]

LIParameterList List of additional parameters like traffic filters

Table B.2 illustrates the answer of the LIF, message Ll _Acti vati on_Ack.

Table B.2: Message LI_Activation_Ack

Transport address of the LIMF to send intercepted CC data to; be negotiated on the fly

Parameter name Status Description

LiTapMediationContentID Identifier for the connection to the LIMF set by the CMTS

LiTapStreamindex Identifier for the stream set by the CMTS

ProtocolVersion M Version number of the protocol

LIID M The identifier for the interception

Timestamp M Time of sending for sequencing of information and for application layer security

measures

CryptoCheckSum o] Checksum for application layer security, like integrity and source authentication
O
0o
¢}

ActivationError

The kind of error if the activation operation failed

B.2 Modification of LI

Thisinformation flow is used to update a L1 activity, e.g. to change the interception period or the communication
identity used by the target.

Important information that shall be conveyed includes:
. LIID;
. Parameters to be changed.

Theinformation flow is depicted in figure B.2. The message to acknowledge the request contains the positive or
negative result of the processed request.

LIAF LIF

LI_Modification_Req

LI_Modification_Ack

A

Figure B.2: Information flow for the modification of an LI activity
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Table B.3 lists the parameters of the message LI _Mbdi fi cati on_Req.

Table B.3: Message LI_Modification_Req

Parameter name Status Description
ProtocolVersion M Version number of the protocol
LIID M The identifier for the interception
Timestamp M Time of sending for sequencing of information and for application layer security

measures

CryptoCheckSum O Checksum for application layer security, like integrity and source authentication
LiTapMediationEntry o It contains the required parameters for a session between the LIMF and a LIF
LiTapStreamEntry (0] It allows the definition of a particular stream to be used for the interception
LiptapStreamEntry (@) It specifies an IP traffic filter for the stream
Li802tapStreamEntry o It specifies a MAC traffic filter for the stream

Table B.4 illustrates the answer of the LIF, message Ll _Modi fi cati on_Ack.

Table B.4: Message LI_Modification_Ack

Parameter name Status Description

LiTapMediationContentID
LiTapStreamindex
ModificationError

Identifier for the connection to the LIMF set by the CMTS
Identifier for the stream set by the CMTS
The kind of error if the modification operation failed

ProtocolVersion M Version number of the protocol

LIID M The identifier for the interception

Timestamp M Time of sending for sequencing of information and for application layer security

measures

CryptoCheckSum (@) Checksum for application layer security, like integrity and source authentication
o]
e}
0o

B.3 Deactivation of LI

Thisflow is used to deactivate the L1 of an LI1ID'sidentity or of all LIID related interceptions, asimplemented. The
required fields are:

. LIID;
. CID.

This request may be used to stop an ongoing interception for a certain communication identity before the interception
period is finished. Reasons for such requests may include that the interception of a certain communication serviceisno
longer required. The information flow is shown in figure B.3.

LIAF LIF

LI_Deactivation_Req

4

LI_Deactivation_Ack

A

Figure B.3: Information flow for the deactivation of an LI activity
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Table B.5 lists the parameters of the message LI _Deact i vati on_Req.

Table B.5: Message LI_Deactivation_Req

Parameter name Status Description
ProtocolVersion M Version number of the protocol
LIID M The identifier for the interception
Timestamp M Time of sending for sequencing of information and for application layer security
measures
CryptoCheckSum O Checksum for application layer security, like integrity and source authentication
DeactivateServiceList M It specifies the services for which interception shall be ceased

Table B.6 illustrates the answer of the LIF, message Ll _Deacti vati on_Ack.

Table B.6: Message LI_Deactivation_Ack

Parameter name Status Description
ProtocolVersion M Version number of the protocol
LIID M The identifier for the interception
Timestamp M Time of sending for sequencing of information and for application layer security
measures
CryptoCheckSum (0] Checksum for application layer security, like integrity and source authentication
DeactivationError 0] The kind of error if the deactivation operation failed

B.4

Interrogation of LI

Thisinformation flow allows for requesting status information about certain LI activities at the LIF. The following

fields shall be included:

. LIID;

. Relevant CID;

*  Type of requested information.

Figure B.4 demonstrates the corresponding message exchange.

LIAF LIF

LI_Interrogation_Req

A 4

LI_Interrogation_Resp

A

Figure B.4: Information flow for requesting status about an LI activity
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ersof themessage LI _| nt errogati on_Req.

Table B.7: Message LI_Interrogation_Req

Parameter name Status Description
ProtocolVersion M Version number of the protocol
LIID M The identifier for the interception
Timestamp M Time of sending for sequencing of information and for application layer security
measures
CryptoCheckSum o Checksum for application layer security, like integrity and source authentication
LlinterogateList M A list of parameters to be retrieved from the LIF

Table B.8 illustrates the an

swer of the LIF, message LI _| nt errogati on_Resp.

Table B.8: Message LI_Interrogation_Resp

Parameter name Status Description
ProtocolVersion M Version number of the protocol
LIID M The identifier for the interception
Timestamp M Time of sending for sequencing of information and for application layer security

measures

CryptoCheckSum ©) Checksum for application layer security, like integrity and source authentication
ModificationResult 0] Result of the modification operation
LiTapMediationEntry o Describes where intercepted data shall be sent to at the LIMF
DeviceCapabilities 0] Describes the interception capabilities of the LIF
LiptapStreamCapabilities (@) Describes the capabilities for the specification of IP traffic filters
Li802tapStreamCapabilities (0] Describes the capabilities for the specification of MAC traffic filters
LiTapStreamEntry o Describes the current stream that is intercepted
LiptapStreamEntry ©) Describes the current IP traffic filters
Li802tapStreamEntry (0] Describes the current MAC traffic filters
InterrogationError @) The kind of error if the interrogation operation failed

B.5 ASN.1

model of INI1 flows

LI ACTI VATI ONREQ : : = SEQUENCE
{
pr ot ocol Ver si on | NTEGER,
111D I NTEGER,
ti neStanp UTCTi ne,
crypt oCheckSum BI T STRI NG OPTI ONAL,
t ar get Addr ess Addr essType,
t ar get Nane Vi sibleString COPTI ONAL,
addi tional TargetData VisibleString OPTI ONAL,

noni t or Ser vi ceLi st
-- At

SEQUENCE OF ActivityType,
| east one el enment nmay be all Services

LI MFI Rl Addr ess Li TapMedi ati onEntry COPTI ONAL,
LI MFCCAddr ess Li TapMedi ati onEntry OPTI ONAL,
I | Par anet er Li st SEQUENCE
|'i TapMedi ati onEntry Li TapMedi ati onEntry OPTI ONAL,
|'i TapStreanEntry Li TapStreantEntry OPTI ONAL,
|'i ptapStreantEntry Li pt apStreantEntry OPTI ONAL,
|'i 802t apSt reanEnt ry Li 802t apStreantntry OPTI ONAL

} OPTI ONAL
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LI ACTI VATI ONACK : : = SEQUENCE
{

pr ot ocol Ver si on | NTEGER,

111D I NTEGER,

timeStanp UTCTi e,

crypt oCheckSum BI T STRI NG OPTI ONAL,

| i TapMedi ati onContent| D Unsi gned32 OPTI ONAL,

|'i TapSt ream ndex Unsi gned32 OPTI ONAL,

activationError Activati onError OPTI ONAL,

-- in case of success the error field is onmtted!

}
LI MODI FI CATI ONREQ : : = SEQUENCE
{
pr ot ocol Ver si on | NTEGER,
111D I NTEGER,
timeStanp UTCTi ne,
crypt oCheckSum BI T STRI NG OPTI ONAL,
I'i TapMedi ati onEntry Li TapMedi ati onEntry OPTI ONAL,
i TapStreantEntry Li TapStreanEntry OPTI ONAL,
|'i ptapStreantntry Li pt apStreantntry OPTI ONAL,
|'i 802t apStreantEntry Li 802t apStreantEntry OPTI ONAL
}
LI MODI FI CATI ONACK : : = SEQUENCE
{
pr ot ocol Ver si on | NTEGER,
111D I NTEGER,
ti neStanp UTCTi ne,
crypt oCheckSum BI T STRI NG OPTI ONAL,
|'i TapMedi ati onContent| D Unsi gned32 OPTI ONAL,
|'i TapSt r eam ndex Unsi gned32 OPTI ONAL
nodi fi cati onError Modi fi cati onError OPTI ONAL
-- in case of success the error field is omtted!
}
LI DEACTI VATI ONREQ : : = SEQUENCE
{
pr ot ocol Ver si on | NTEGER,
111D I NTEGER,
timeStanp UTCTi e,
crypt oCheckSum BI T STRI NG OPTI ONAL,
deacti vat eServi celi st SEQUENCE OF ActivityType
-- At least one elenment may be all Services
}
LI DEACTI VATI ONACK : : = SEQUENCE
{
pr ot ocol Ver si on | NTEGER,
111D I NTEGER,
timeStanp UTCTi e,
crypt oCheckSum BI T STRI NG OPTI ONAL,
deactivati onError Deact i vati onError OPTI ONAL
-- in case of success the error field is omtted!
}
LI | NTERROGATI ONREQ : : = SEQUENCE
{
pr ot ocol Ver si on | NTEGER,
111D I NTEGER,
timeStanp UTCTi e,
crypt oCheckSum BI T STRI NG OPTI ONAL,
I'l'l nterrogateli st | nt err ogat ePar anet er Li st
}
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LI I NTERROGATI ONRESP : : = SEQUENCE
{

pr ot ocol Ver si on | NTEGER,

111D I NTEGER,

timeStanp UTCTi e,

crypt oCheckSum BI T STRI NG OPTI ONAL,

I'I Medi ati onEntry LI Medi ati onEntry OPTI ONAL,

devi ceCapabilities Devi ceCapabi lities OPTI ONAL,

|'i ptapStreantCapabilities
|'i 802t apSt reantCapabi | iti es Li 802t apStreantCapabilities OPTI ONAL,
ry Li TapStreantEntry
Li pt apStreantEntry
Li 802t apStreantntry
I nt errogati onError
-- in case of success the error field is onmtted!

|'i TapSt r eanEnt

|'i ptapStreantntry
|'i 802t apSt reanEnt ry
i nterrogationError

Li pt apSt reanCapabi lities

OPTI ONAL,

OPTI ONAL,
OPTI ONAL,
OPTI ONAL

}
ActivityType ::= ENUMERATED
{
al | Servi ces,
t el ephonyVoi ceCal I,
unknown,
cabl eBr oadcast ,
appl i cati onRegi strati on,
radi usRequest
r adi usResponse,
i PAddr essRequest, -- DHCP query
dNSRequest ,
dNSResponse
}
ActivationError ::= CHO CE
{
error Nul I,
}
Modi fi cati onError = CHO CE
{
error Nul I,
}
Deact i vat i onError = CHO CE
error Nul I,
}
I nt errogati onError = CHO CE
{
error Nul |,
}
I nterrogat eParanet erLi st ::= SEQUENCE

{

|'i TapMedi ati onEntry Bool ean,

devi ceCapabi | i

ties Bool ean,

|'i ptapSt reantCapabilities Bool ean,
|'i 802t apSt r eantCapabi | i ti es Bool ean,

|'i TapSt r eanEnt

ry Bool ean,

|'i ptapStreantEntry Bool ean,
|'i 802t apSt reanEnt ry Bool ean
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Li TapMedi ati onEntry: : = SEQUENCE

|'i TapMedi ati onContent | D Unsi gned32 OPTI ONAL,
-- Asession identifier, fromthe intercept application's perspective, and a contentl|D
-- fromthe LIF/ CClF perspective; it is set by the intercepting device to avoid the risk
-- of using the same values for 2 different LIM-Entries'

| i TapMedi at i onDest Addr essType | net Addr essType,

|'i TapMedi at i onDest Addr ess | net Addr ess,

-- | P Address of the LIM- network interface to which to direct intercepted traffic.
I'i TapMedi at i onDest Port I NTEGER (0. .65535),

-- port nunber on the LIM- network interface to which to direct intercepted traffic.
|'i TapMedi ati onSrcl nterface Unsi gned32 OPTI ONAL,

-- interface on the device fromwhich to transmit intercepted data. If zero, any

-- interface may be used according to nornmal |P practice

| i TapMedi ati onDscp I NTEGER (0. .65535) OPTI ONAL,

-- Differentiated Services Code Point the intercepting device applies to the | P packets
-- encapsulating the intercepted traffic.

|'i TapMedi at i onTi meout UTCTi e,
-- time at which this entry and all related Streaminformati on should be automatically
-- renoved, and the intercept function cease. Since the initiating network nmanager

-- may be the only device able to nanage a specific intercept or know of its existence,
-- this acts as a fail-safe for the failure or renpval of the network manager. The object
-- is only effective when the value of LiMediationStatus is 'active'.

| i TapMedi ati onTransport Li TapMedi ati onTr ansport

-- The protocol used in transferring intercepted data to the Mediation Device.

}
Li TapMedi ati onTransport ::= ENUMERATED
uDP(1), -- |PCabl ecom udp format
tCP(2), -- TCP with head of |ine blocking
sCTP(3) - SCTP with head of Iine bl ocking
}
Devi ceCapabi lities ::= ENUVERATED
-- This object displays the Device capabilities with respect to certain fields in Device table.
-- This may be dependent on hardware capabilities, software capabilities.
i PVASrcl nterface(0),
-- SNWP iflndex Value may be used to select the interface (denoted by
-- LiMediationSrclinterface) on the intercepting device fromwhich to transmt intercepted
-- data to an | Pv4 address Medi ation Devi ce.
i PV6Srcl nterface(1l),
-- SNWP iflndex Value may be used to select the interface (denoted by
-- LiMediationSrclinterface) on the intercepting device fromwhich to transmt intercepted
-- data to an I pv6 address Medi ati on Devi ce.
ubP(2) ,
-- UDP may be used as transport protocol (denoted by Li MediationTransport) in transferring
-- intercepted data to the Medi ati on Devi ce.
t CP(3),
-- TCP may be used as transport protocol (denoted by LiMediationTransport) in transferring
-- intercepted data to the Medi ati on Devi ce.
sCTP(4)
-- SCTP may be used as transport protocol (denoted by LiMediationTransport) in
-- transferring intercepted data to the Mediati on Device.
}
Li TapStreantEntry ::= SEQUENCE {
Li TapMedi ati onCont ent| D Unsi gned32 OPTI ONAL,
|'i TapSt r eam ndex Unsi gned32 OPTI ONAL,
-- The index of the streamitself. It is set by the intercepting device to void the risk
-- of using the same values for 2 different interception streans
|'i TapSt reaniType ENUMERATED
-- ldentifies the type of intercept filter associated to this generic stream
iP (1),
-- The specific filter is an IP filter with same indices as that of this table.
-- The exact filter is defined in the corresponding LiptapStreanEntry
mAC (2)
-- The specific filter is a MACwith same indices as that of this table. The exact
-- filter is arowin the corresponding LI802StreankEntry.
}
}
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Li pt apSt reanCapabi l i ties ::= ENUMERATED

}

-- This object displays what types of intercept streans can be configured on this type of device.
-- This may be dependent on hardware capabilities, software capabilities.

interface(1),

-- SNWP iflndex Value nay be used to select interception of all data crossing an interface
-- or set of interfaces.

i PV4(2),

-- | Pv4 Address or prefix may be used to select traffic to be intercepted.

i PV6(3),

-- |l pv6e Address or prefix may be used to select traffic to be intercepted.

| 4Port (4),

-- TCP/UDP Ports may be used to select traffic to be intercepted.

dSCP(5),

-- DSCP (Differentiated Services Code Point) may be used to select traffic to be
-- intercepted.

Li pt apStreantEntry: : = SEQUENCE {

Li TapMedi ati onCont ent| D Unsi gned32 OPTI ONAL,
|'i TapSt r eam ndex Unsi gned32 OPTI ONAL,
|'i ptapStream nterface I nt eger 32,

-- The iflndex value of the interface over which traffic to be intercepted is received
-- or transmtted.

|'i pt apSt r eamAddr Type | net Addr essType,

-- The type of address, used in packet selection.

I'i ptapSt reanDesti nati onAddress | net Address,

-- The Destination address or prefix used in packet selection. This address will be of
-- the type specified in LiptapStreamAddr Type.

|'i ptapStreanDestinati onLength Unsi gned32,

-- The length of the Destination Prefix. A value of zero causes all addresses to match.
-- This prefix length will be consistent with the type specified in LiptapStreamAddr Type.
|'i pt apSt r eanSour ceAddr ess | net Addr ess,

-- The Source Address used in packet selection. This address will be of the type specified
-- in LiptapStreamAddr Type
I'i pt apSt reanSour ceLengt h Unsi gned32,

-- The length of the Source Prefix. A value of zero causes all addresses to match. This

-- prefix length will be consistent with the type specified in LiptapStreamAddr Type.

|'i pt apSt r eaniTosByt e | nt eger 32,

-- The value of the TOS byte, when nasked with LiptapStreaniTosByteMask, of traffic to be

-- intercepted.

|'i pt apSt r eaniTosByt eMask I nt eger 32,

-- The value of the TGS byte in an |Pv4 or |Pv6 header is ANDed with LiptapStreaniTlosByteMask
-- and conpared with LiptapStreanTosByte. |If the values are equal, the conparison is equal.
-- If the mask is zero and the TosByte value is zero, the result is to always accept.

|'i ptapStreantli ow d | nt eger 32,
-- The flow identifier in an IPv6 header. -1 indicates that the Flow Id is unused.
|'i pt apSt r eanPr ot ocol I nt eger 32,

-- The | P protocol to match against the | Pv4 protocol nunber or

-- the | Pv6 Next- Header nunber in the packet. -1 nmeans 'any |P protocol"'.

|'i ptapStreanDest L4PortM n | NTEGER (0. .65535),

-- The mininmumval ue that the |layer-4 destination port number in the packet nust have in
-- order to match. This value nust be equal to or less than the value specified for this
-- entry in LiptapStreanDestL4Port Max.

|'i pt apSt reanDest L4Port Max | NTEGER (0. .65535),

-- The maxi mum val ue that the |layer-4 destination port nunber in the packet nmust have in
-- order to match this classifier entry. This value nust be equal to or greater than the
-- value specified for this entry in LiptapStreanDestL4PortM n.

-- |f both LiptapStreanDestL4PortM n and LiptapStreanDestL4PortMax are at their default
-- values, the port nunber is effectively unused.

|'i ptapSt reanSour ceL4Port M n I NTEGER (0. .65535),

-- The mininmumval ue that the |layer-4 destination port number in the packet nust have in
-- order to match. This value nust be equal to or less than the value specified for this
-- entry in LiptapStreanSourcelL4Port Max.

-- |f both LiptapStreanSourcelL4PortM n and LiptapStreanSourcelL4Port Max are at their default
-- values, the port nunber is effectively unused."

|'i pt apSt reanSour ceL4Port Max I NTEGER (0. .65535),

-- The maxi mum val ue that the |layer-4 destination port nunber in the packet nust have in
-- order to match this classifier entry. This value nust be equal to or greater than the
-- value specified for this entry in LiptapStreanSourceL4PortM n.

-- |f both LiptapStreanSourcelL4PortM n and Li ptapStreanSourcelL4PortMax are at their default
-- values, the port nunber is effectively unused.
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Li 802t apSt reanCapabi lities ::= ENUMERATED

-- This object displays what types of intercept streanms can be configured on this type of device.
-- This may be dependent on hardware capabilities, software capabilities.

{
interface (1),
-- SNWP iflndex Value nay be used to select interception of all data crossing an interface
-- or set of interfaces.
dst MacAddr (2),
-- Destination MAC Address may be used to select traffic to be intercepted.
srcMacAddr (3),
-- Source MAC Address may be used to select traffic to be intercepted.
ethernetPid (4),
-- Ethernet Protocol Identifier may be used to select traffic to be intercepted.
dstLlcSap (5),
-- | EEE 802.2 Destination SAP may be used to select traffic to be intercepted.
srcLlcSap (6)
-- | EEE 802.2 Source SAP may be used to select traffic to be intercepted.”
}
Li 802t apStreantEntry ::= SEQUENCE
{
| i TapMedi ati onContent | D Unsi gned32 OPTI ONAL,
|'i TapSt r eam ndex Unsi gned32 OPTI ONAL,
|'i 802t apSt r eanti el ds Li 802t apSt r eantFi el ds,
-- This object displays what attributes nust be tested to identify traffic which requires
-- interception. The packet matches if all flagged fields match.
|'i 802t apSt ream nterf ace I nt eger 32,
-- The iflndex value of the interface over which traffic to be intercepted is received or
-- transmtted. The interface may be physical or virtual. If this is the only paraneter
-- specified, and it is other than -1 or 0, all traffic on the selected interface will be
-- chosen
i 802t apStreanDesti nati onAddress COCTET STRING (SIZE (6)), -- MAC Address
-- The Destination address used in packet selection.
|'i 802t apSt r eanSour ceAddr ess OCTET STRING (SIZE (6)), -- MAC Address
-- The Source Address used in packet selection.
|'i 802t apSt r eantEt her net Pi d Unsi gned32,
-- The value of the Ethernet Protocol |dentifier, which may be found on Ethernet traffic
-- or |EEE 802.2 SNAP traffic.
|'i 802t apSt r eanSour celLl cSap Unsi gned32,
-- The value of the | EEE 802.2 Source SAP.
i 802t apStreanDest i nati onLl cSap Unsi gned32,
-- The value of the |EEE 802.2 Destination SAP.
}
Li 802t apStreanfi el ds :: = ENUMERATED
interface (1),
-- indicates that traffic on the stated interface is to be intercepted
dst MacAddress (2),
-- indicates that traffic destined to a given address shoul d be intercepted
srcMacAddress (3),
-- indicates that traffic sourced froma given address should be intercepted
ethernetPid (4),
-- indicates that traffic with a stated Ethernet Protocol Identifier should be intercepted
dstLlcSap (5),
-- indicates that traffic with an certain 802.2 LLC Destination SAP should be intercepted
srcLl cSap (6),
-- indicates that traffic with an certain 802.2 LLC Source SAP shoul d be intercepted
}
I net Address ::= CHO CE
{
i net Addr ess| Pv4 OCTET STRING (S| ZE (4)),
i net Addr ess! Pv6 OCTET STRING (Sl ZE(16)),
i net Addr essl| Pv4z OCTET STRING (S| ZE(8)),
i net Addr essl Pv6z COCTET STRI NG (Sl ZE(20)),
f QDN OCTET STRING (S| ZE(1..255))
-- Fully Qualified Domain Name
}
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| net Addr essType ::= ENUMERATED
{
iPvd (1),
i Pv6 (2),
i Pvdz (3),
i Pv6z (4),
f QDN (5)
-- Fully Qualified Domain Name

}

| I nteger32 ::= | NTEGER (-2147483648..2147483647) -- neg and pos values of a 32 bit integer

| Unsi gned32 ::= | NTEGER (0. .4294967295) -- all positive values of a 32 bit integer

B.6 Implementation example for INI1 using SNMPv3
MIBs

B.6.1 Introduction to SNMP

The Simple Network Management Protocol (SNMP) is a suite of protocols that allow remote monitoring and
configuration of nodes. The elements of a node that can be managed are defined in a Management Information Base
(MIB). Theinstallation of aMIB in anode implies that the node can act on the actions it is asked to undertake.

A MIB defines the management information that is maintained in managed nodes and that is made remotely accessible
by management agents. The management protocol itself allows access to management information in essentially two
different ways:

. arequest-response interaction:
- used to retrieve or modify management information associated with the managed device.
. an unconfirmed interaction:
- an agent sends a unsolicited message, termed a trap, to a manager, and no response is returned. Thisis
used to notify a manager of an exceptional situation which has resulted in changes to management

information associated with the managed device.

The management interactions defined in the present document closely map to the former mode. The construction of a
MIB isdefined by RFC 2578 [15]. MIBs are defined using a subset of ASN.1 and in particular introduces a set of
ASN.1 macros to define objects that are managed, which themselves may contain elements defined in normal ASN.1
syntax.

NOTE: ASN.1 syntax checking tools do not recognize macros which have been deprecated in ASN. 1.

An unconfirmed interaction may be used to send an IRI-Record whenever a watched for condition arises. The filtering
profile used to establish the watched for condition is examined more in the succeeding clauses of this annex.

B.6.2 LI MIB description

The purpose of this clause is to outline the structure of aMIB used in the context of LI. The MIB described implements
the requirements established in clauses B.1 to B.4.

NOTE: TheMIB iscontained in archivets 1019092002v010201p0.zip which accompanies the present document.
The LI MIB is structured in such away that it can be extended. At the coreis ETSILI-TAP-MIB, ageneric interception
MIB, which describes interception context, and defines generic streams to intercept. This MIB can be extended and
2 such extensions are defined:

. ETSILI-IP-TAP-MIB; and

. ETSILI-802-TAP-MIB.
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These are extension to ETSILI-TAP-MIB and allow to set specialized IP filters, and layer 2 filters respectively for the
intercepted streams.

Within the MIB themselves are a number of data structures that may allow an implementation of the information flows
described in B.1to B.4.

. LiTapMediationTablein ETSILI-TAP-MIB lists the Mediation devices with which the LIF communicates:

- LiTapM ediationEntry in ETSILI-TAP-MIB alows to set-up an interception context and define its
parameters (LIMF credentials, LIF interface, transport protocol etc.); liTapMediationContentID is set
uniquely by the LIF and acts as the interception context identifier.

- LiTapStreamEntry in ETSILI-TAP-MIB is used to set-up an interception stream. LiTapStreamEntry
isindexed by liTapM ediationContent| D and therefore is correlated to the interception context.
liTapStreaml| D is set by the LIF and provides a unique identifier for the stream.

Once the contexts and streams are setup, |P or 802 filters can be defined in ETSILI-IP-TAP-MIB and
ETSILI-802-TAP-MIB respectively:

. LiptapStreamEntry is used to define a set of layer 3 and layer 4 filters;
. Li802tapStreamEntry is used to define a set of layer 2 filters.
The specific device and filtering capabilities are addressed by the following:

. LiTapM ediationCapabilities (in ETSILI-TAP-MIB) defines the LIF capabilities with respect to some fields
of LiMediationEntry, and include interfaces and transport protocols;

. LiptapStreamCapabilities and Li802tapStreamCapabilities (in the extension MIBs) display what type of
Layer 3to 4 and Layer 2 intercept streams can be configured on the LIF respectively.

B.6.3 Provisioning Intercepts through SNMPv3

This annex demonstrates an intercept provisioning mechanism of using SNMPv3. It uses | P intercept as an example of
specific type of intercept.

B.6.3.1 Creation of an MD Entry

As an example of creation of a Mediation Device entry for lawful interception the interception parameters listed below
are used:

. CCCid=1

. TTI = up to 27 February 2004 00:00:00[hh:mm:ss]

. MD IP Address=11.0.0.1

. MD UDP port = 2000

. DSCP value = af41
The parameter |iTapMediationTimeout corresponds to the Time To Live (TTI) above.
The parameter |i TapM ediationDestAddress corresponds to the MD [P address above.
The parameter |i TapM ediationDestPort corresponds to the MD UDP port above.
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B.6.3.1.1 Use of "CreateAndWait" Method.

setany -v3 10.76.37.24 userl |i TapMedi ati onStatus.1 -i 5

setany -v3 10.76.37.24 userl |i TapMedi ati onDest AddressType.1 -i 1

setany -v3 10.76.37.24 userl |i TapMedi ationTinmeout.1 -o "07 d4 2 1b 00 00 00 00"
setany -v3 10.76.37.24 userl |i TapMedi ati onTransport.1 -i 1

setany -v3 10.76.37.24 userl |i TapMedi ationSrcinterface.1 -i 0

setany -v3 10.76.37.24 userl |i TapMedi ati onDest Address.1 -0 "b 0 0 1"

setany -v3 10.76.37.24 userl |i TapMedi ati onDestPort.1 -g 2000

setany -v3 10.76.37.24 userl |i TapMedi ationStatus.1 -i 1

B.6.3.1.2 Use of "CreateAndGo" Method.
setany -v3 10.76.37.24 userl \

|'i TapMedi at i onDest AddressType. 1 -i 1\

|'i TapMedi ati onDest Address.1 -0 "b 0 0 1" \

|'i TapMedi ati onDestPort.1 -g 2000 \

|'i TapMedi ationSrclnterface.1 -i 0\

|'i TapMedi ati onTimeout.1 -0 "07 d4 2 1b 00 00 00 00" \
|'i TapMedi ationTransport.1 -i 1\

|'i TapMedi ationStatus.1 -i 4

B.6.3.2 Creation of a stream entry
A specific stream and associated specific stream are related together by having the same index -<CCCid, stream index>.

In the following examples, IP intercept is used as a specific stream to be provisioned.

B.6.3.2.1 Provision of generic stream

Create this generic stream with stream Index 2 using " CreateAndWait" Method.
setany -v3 10.76.37.24 userl |iTapStreantStatus.1.2 -i 5

setany -v3 10.76.37.24 userl |iTapStreanilype.1.2 -i 1

setany -v3 10.76.37.24 userl |iTapStream nterceptEnable.1.2 -i 2
setany -v3 10.76.37.24 userl |liTapStreantStatus.1.2 -i 1

Create this generic stream with stream Index 2 using " CreateAndGo" Method.

setany -v3 10.76.37.24 userl \

|'i TapStreaniype. 1.2 -i 1\

|'i TapStream nterceptEnable. 1.2 -i 2\
i TapStreanStatus. 1.2 -i 4

The SNMP code samples that follow establish an interception capability al 1Pv4 packets meeting following criteriaand
send it to MD with CCCid 1.

. source Machine: 60.0.0.1
. Source port range: 0- 65535
. Destination Machine: 90.0.0.1
. Destination port range: 0 - 65535

. Protocol: All Protocols
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Aninterception filter is crated using the " CreateAndWait" Method as follows:

setany -v3 10.76.37.24 userl |liptapStreanttatus.1.2 -i 5

setany -v3 10.76.37.24 userl |iptapStreamAddr Type. 1.2 -i 1

setany -v3 10.76.37.24 userl |liptapStreaminterface.1.2 -i -1

setany -v3 10.76.37.24 userl |iptapStreanDestinati onAddress.1.2 -0 "5a 0 0 1"
setany -v3 10.76.37.24 userl |iptapStreantourceAddress.1.2 -0 "3c 0 0 1"
setany -v3 10.76.37.24 userl |iptapStreanDestinationLength.1.2 -g 32

setany -v3 10.76.37.24 userl |iptapStreanBSourceLength.1.2 -g 32

setany -v3 10.76.37.24 userl |liptapStreanProtocol . 1.2 -i -1

setany -v3 10.76.37.24 userl |iptapStreanDestL4PortMn.1.2 -g O
setany -v3 10.76.37.24 userl |iptapStreanDestL4PortMax.1.2 -g 65535
setany -v3 10.76.37.24 userl |iptapStreanSourceL4PortMn.1.2 -g O
setany -v3 10.76.37.24 userl |iptapStreanBSourceL4PortMax.1.2 -g 65535

setany -v3 10.76.37.24 userl |liptapStreantStatus.1.2 -i 1

Alternatively the same intercept can be created using " CreateAndGo" Method.

setany -v3 10.76.37.24 userl \

|'i ptapSt reamAddr Type. 1.2 -i 1\

liptapStream nterface. 1.2 -i -1\

|'i ptapStreanDestinati onAddress. 1.2 -0 "5a 0 0 1" \
|'i ptapSt reanSour ceAddress. 1.2 -0 “"3c 0 0 1" \

I'i ptapStreanDestinationLength.1.2 -g 32\

|'i ptapStreanSourceLength.1.2 -g 32\

|'i ptapStreanProtocol . 1.2 -i -1\

|'i ptapStreanDestL4PortMn. 1.2 -g 0\

I'i ptapSt reanDest L4Port Max. 1.2 -g 65535 \
|'i ptapSt reanSourceL4PortMn. 1.2 -g 0\

|'i ptapSt reanSour ceL4Port Max. 1.2 -g 65535 \

|liptapStreanStatus. 1.2 -i 4

After creating the specific stream, the generic stream can be enabled by setting its interceptEnable flag to TRUE, as
follows.

setany -v3 10.76.37.24 userl |iTapStream nterceptEnable. 1.2 -i 1

B.7 Implementation example for INI1 using COPS

B.7.1 COPS gate control object for LI

The gate control object illustrated in table B.9 extends the defined one from clause 7.3.2.10 of TS 101 909-5 [3] by the
LI-lIdentifier.

Table B.9: COPS Gate Control Object for LI Parameters

Length = 24 [S-Num = 10 [S-Type =1
DF-IP-Address-for-IRI (32 bits)

DF-Port-for-IRI (16 bits) [Flags

DF-IP-Address-for-CC (32 hits)

DF-Port-for-CC (16 bits) |Reserved

LI-ldentifier (32 bits)

All parameters of the LI Gate Control Object except thefield LI - | denti fi er aredescribed in clause 7.3.2.10 of
TS 101 909-5 [3].

LI-ldentifier isincluded to correlate the intercepted content packets with the interception case. It is not required if
separate DF- Por t - f or - CCvalues are used for individual sessions. In that case the correlation is done via the port.
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B.7.2 LI Requirements for the CMTS

In case of an interception a PS shall include the COPS L1 gate control object in a Gate-Set message. Furthermore, the
flags DUP- EVENT and DUP- CONTENT flags shall be set, and the LIMF's |P address and port tuple for IRI and CC
shall befilled.

When a session is not subject to an interception the COPS LI gate control object shall not be included in a Gate-Set
message.

On the reception of a Gate-1nfo request the CMTS shall, if LI is performed on the Gate in question and if appropriate,
include the L1 gate control object in the returned Gate-1nfo-Ack message.
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Annex C (informative):
Handover of intercepted material

C.1  Overview

The general model of handover is shown in figure C.1. On receipt of an IRI, in the form of an X2Message() in the
sequence diagram of figure C.1, at the LIMF/MF it is sent to the LEMF in an HI2Message().

sd Sequence Diagram interaction Interception {1/1}
<<actor >> . . .
Target LIF :LIDF :LEMF
JargetSignal )
INRMessage()
HIiJMessage()

Figure C.1: Sequence chart of interception process

C.2  Mapping to Handover Interface

Theinterna interfaces INI1, INI2 and INI3 are mapped by a Mediation Device (MD) to the handover interfaces
described in TS 101 671 [9] or TS 102 232 [11].
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Annex D (informative):
SDL Model

The SDL model described in this annex illustrates the interception processes required in a multimedia environment. The
model does not restrict where the processes are placed but only serves to summarize their behaviour.

D.1  System model

The SDL model for analysis of LI isbased on figure 15 in clause 5.1

use Cable_signals;

use T8101909202;%

system cableLl 1(1)
1 S
ManagementChannel
[(ControlSignaIs)} IRIChannel
[(ControIAc ks)} [TargetActivity}
InterceptSignalChannel Ll LIDE
|(Risignals)|

[Ttrafﬁc, CTtraffic]
CCcChannel

InterceptContentChannel

[(ContentCommunication)]

Figure D.1: SDL System diagram for LI
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The model is composed of 2 blocks, the first isthe main LI unit and contains processes to simulate the functions of
LIAF, IRIIF and CCIF. The second block contains stub processes to receive the intercepted material. The environment
isthe |PCablecom system and is visible through three distinct channels:

. Management:

- Thisisahidirectional channel used to implement the HI1 to INI1 control information and therefore to
setup, clear down, and modify the parameters of the interception.

. Intercept Signals:
- Thisisaunidirectional channel carrying the target's signalling.

. Intercept Content:

- Thisisaunidirectional channel carrying the target's content of communication.
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D.2 LI Block definition

block LI 1(2)

ManagementChannel INI1

LIAF
(ControIAcksﬂ [(ControlSignaIs)}

[(ControIAcks)}

(ControIAcks)}

INI1_IRI

[(ControlSignaIs)}

-

InterceptSignalChannel xINI2 IRIchannel
IRIIF INI2

[(IR 1Sig nals)} [TargetActivity}

INIZ_CC

(ControISignaIs)}

InterceptContentChannel  xINI3 CCChannel

INI3

[(ContentComm un ication)} [Ttraffic, CTraffic}

N

Figure D.2: SDL block structure for LI in Packet Cable Interception

The LI block is expanded to provide three processes for each of the LIAF, CCIF and IRIIF functional elements.
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D.3  Signal definitions

The core data definitions used in the SDL model come from the ASN.1 module defined in annex A, augmented for the
purpose of the model only by stub definitions of the INI1 data from annex B.

use TSlOlQOQZOZ;%

package Cable_Signals 1(1)

signal k

Traffic(TTRAFFIC), CTtraffic(CTTRAFFIC), TargetActivity( TARGETACTIVITYMONITOR);

signal
Activate (LIACTIVATIONREQ),Modify(LIMODIFICATIONREQ), Deactivate(LIDEACTIVATIONREQ),
Interrogate(LIINTERROGATIONREQ);

signal
Activate Ack(LIACTIVATIONACK),ModifyAck(LIMODIFICATIONACK),
DeactivateAck(LIDEACTIVATIONACK), InterrogateResp(LINTERROGATIONRESP);

signallist ControlSignals = Activate, Deactivate, Modify, Interrogate;
signallist ControlAcks = ActivateAck, DeactivateAck, ModifyAck, InterrogateResp;

signallist ContentCommunication = a,b,c,d;
signallist IRISignals = e f,g,h;

signal a,b,c,d,e,f,g,h;

NOTE: The ASN.1 module TS 101 909 202 is used.

Figure D.3: Signal definitions for L1 in Packet Cable Interception

D.4 Process models

There are 3 processes defined as described in clause 5:
. LIAF

- The administration function is modelled to show the main control links sufficient to emulate starting,
stopping and extension of the interception.

NOTE: Asthe behaviour of the LIAF, and of signalsin INI1 are only provided for information this entity is not
modelled.

. IRIF:

- The IRI interception function is modelled to show the essential interpretation of signals, and the setting
of datain the IRI record with encapsulation of the signal to the IRI.
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. CCIF:

- The CCIF function is modelled to show the encapsulation of interpreted content to the internal handover
point.

D.4.1 IRIIF process model

NOTE: Asthebehaviour of the LIAF, and of signalsin INI1 are only provided for information the interaction of
LIAF with IRIIF is not modelled.

process IRIIF 1(1)

; C )
This process shows onl

the active interception
phase
*

ad IRI_ACTIVE
Cl
iriRecord TARGETACTIVITYMON ITOR%

ProcessSignal()

TargetActi\&(iriR ecord)
IRI_ACTIVE

Figure D.4: Simplified IRIIF process model
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D.4.2 CCIF process model

NOTE: Asthebehaviour of the LIAF, and of signalsin INI1 are only provided for information the interaction of
LIAF with CCIF is not modelled.

process CCIF 1(1)

dcl
Target Boolean,
CCount Integer;

%CIF_ACTIVE

-

ProcessTraffig

T

ue] [false]

—

Ttraffic() CTtraffic()

%CIF_ACTIVE %CIF_ACTIVE

Figure D.5: Simplified CCIF process model
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Annex E (informative):
Signalling message classification

This clause maps signalling messages of various protocols to the corresponding messages of an IRI transaction. The
definition of transaction signals as stated in clause 6 are the basis for the classification.

The analysed signalling protocols provide a centralized service according to clause 5.2.1 in a network implementing the
general architecture as stated in clause 4.1.2 where the SCE is part of the IPCablecom system. In adifferent scenario the
NWO would not have any control over the SCE. Hence, the NWO would not be able to hand over any LI related
application signalling information.

NOTE 1: This mapping isonly one possible solution and does not claim completeness. Since the same signalling
message may depending on the service serve different purposes during a communication session it may
appear in more than one category.

NOTE 2: It isassumed that signalling messages that do not have any impact on the actual communication session
(media) are to be classified as "ReportSignals”.

E1 SIP

Theinterception of SIP servicesis also described in TS 33.107 [B13] and in TS 33.108 [B14]. Where the services
offered by IPCablecom are as described in TS 33.107 and TS 33.108 the interception guidance given there may be

applied.

SIP [B4] is the protocol standardized in the IETF to initiate Sessions. It uses the Session Description Protocol (SDP)
[B5] for the description of the session's parameters including used codec optional security methods.

NOTE: For the purpose of LI proxies need to be in the signalling path of the endpoints during the entire period of
the communication session. The header-field proxies must insert into INVITE messagesis
"Record-Route".

E.1.1 Analysed services
The following services have been analysed for this purpose:
. Basic cdll;
. Call transfer.
Furthermore, all SIP methods registered at the IANA have been analysed.

E.1.2 Signal classification

The following methods belong to the class "BeginSignals':
. INVITE:

The following signals belong to the class "EndSignals':
. BYE:

. 4XX Failure messages.
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The following signals belong to the class " ContinueSignals":
. 2XX responses
- asresponse to INVITE method;
- as response to UPDATE method (RFC 3311) [B10].
. INVITE
- After the reception of aredirection or failure message in response to an INVITE-BeginSignal:
" 302 Moved Temporarily;
. 407 Proxy Authorization required.

NOTE: If the new communication setup to the contact in the response shall trigger a new IRI transaction those
message would belong to the category "EndSignals'.

The following messages belong to the class "ReportSignals':
«  INFO (RFC 2976) [BS]:
- e.g. for mid-call information.
«  MESSAGE (RFC 3488) [B11].
«  NOTIFY (3265) [B9].
«  REGISTER (RFC 3261) [B4]>
+ 2000K:

- for the granting of a subscription subsequent to the reception of a SUBSCRIBE message
(RFC 3265) [B9]

- for the responses to capability requests with the OPTION method (RFC 3261) [B4]
. 202 Accepted:
- for the confirmation in response to a REFER method (RFC 3515) [B12].

E2 MGCP

The Media Gateway Control Protocol (MGCP) (RFC 2326) [B6] is used in the decomposed media gateway architecture
to control media gateways, entities transforming media streams. For the session descriptions MGCP uses SDP.

E.2.1 Analysed services

The following services have been analysed for this purpose:

. Basic call.

E.2.2 Signal classification

The following methods belong to the class "BeginSignals':
. NTFY:

- The "off-hook" of one party initiates acall.
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The following signals belong to the class "EndSignals':
. NTFY:
- The "on-hook" of aparty concludes the call.
The following signals belong to the class " ContinueSignals':
. NTFY:
- The "off-hook" of the second party concludes the call establishment.
+ 2000K:
- isused if the confirmation of the MDCX command is used to signal call establishment.
The following signals belong to the class "ReportSignals':
. NTFY:
- DTMF signas are also delivered by NTFY messages.

In MGCP all user side events are notified with the signalling message "Notify". Hence, al IRI signals are prepared after
having received a Notify message. The context of the message (time of appearance, content) decides the action to be
taken.

E.3 H.323

ITU-T Recommendation H.323 [B1] is an umbrella standard standardized in the ITU-T using the standards
ITU-T Recommendation H.225.0 [B2] for signalling and ITU-T Recommendation H.245 [B3] for session parameter
negotiation.

E.3.1 Analysed services

The following services have been analysed for this purpose:
. Basic cdl;
. Cal transfer;
. Call forwarding unconditional;

. Call forwarding on busy;

. Call forwarding on no reply.

E.3.2 Signal classification

The following signals belong to the class "BeginSignals':
*  ARQ
. Setup.

Depending on the used functionality (e.g. PregrantedARQ) both signals may be used for this purpose.
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The following signals belong to the class "EndSignals':
-  DRQ:
- DRQ isused in case of call transfer when the first call isreleased.
. ReleaseCompl ete.
The following signals belong to the class " ContinueSignals':
. Connect.
. OpenLogica Channel (OLC):
- if FastStart is not used, the received OL C provides the media description of the other party.
The following signals belong to the class "ReportSignals':
. Facility:

- DTMF signals are conveyed in facility messages.

E4 RTSP

Real Time Streaming Protocol (RTSP) according to RFC 2326 [B7] establishes and controls either asingle or several
time-synchronized streams of continuous media. SDP is one of the means to describe sessionsin RTSP.

E.4.1 Signal classification

The following methods belong to the class "BeginSignals':
. Setup.

The following signals belong to the class "EndSignals':
. Teardown.

The following signals belong to the class " ContinueSignals':

. Play;

. Record;
. Pause;

. Redirect.

The following signals belong to the class "ReportSignals':
. Options;

. Describe.
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