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Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETS| Secretariat. Latest updates are available on the ETSI Web
server (http://webapp.etsi.org/| PR/home.asp).

Pursuant to the ETSI IPR Palicy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Electronic Signatures and
Infrastructures (ES).

Introduction

Electronic commerce is emerging as the future way of doing business between companies across local, wide area and
global networks. Trust in this way of doing businessis essentia for the success and continued devel opment of
electronic commerce. It istherefore important that companies using this electronic means of doing business have
suitable security controls and mechanismsin place to protect their transactions and to ensure trust and confidence with
their business partners. In this respect the electronic signature is an important security component that can be used to
protect information and provide trust in electronic business.

The European Directive on a community framework for Electronic Signatures (also denoted as "the Directive" or the
"European Directive" in the rest of the present document) defines an electronic signature as: "datain electronic form
which is attached to or logically associated with other electronic data and which serves as a method of authentication™.

The present document is intended to cover electronic signatures for various types of transactions, including business
transactions (e.g. purchase requisition, contract, and invoice applications). Thus the present document can be used for
any transaction between an individual and a company, between two companies, between an individual and a
governmenta body, etc. The present document is independent of ny environment. It can be applied to any environment
e.g. smart cards, GSM SIM cards, special programs for electronic signatures, etc.

The ETSI standard TS 101 733 [1] defines formats for advanced electronic signatures that remain valid over long
periods, are compliant with the European Directive and incorporate additional useful information in common use cases
(like indication of the commitment got by the signature production). Currently, it uses Abstract Syntax Notation 1
(ASN.1) and is based on the structure defined in RFC 3369 [2] (in the present document the signatures aligned with this
RFC will be denoted as CM S signatures).

TS101 733 [1]:

. Defines new ASN.1 types able to contain information for qualifying the CM S signatures so that they fulfil the
aforementioned requirements.

. Specifies how this qualifying information must be incorporated to the CM S signatures.
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Currently, the IETF W3C XML-Signature Working Group has developed a syntax for XML signatures:
"XML-Signature Core Syntax and Processing” [3] (denoted as XMLDSIG in the present document). This syntax
provides a basic functionality for digitally signing several data objects at the same time. It also provides basic means to
incorporate any kind of needed qualifying information.

The present document:

. specifies XML schema ( [5]) definitions for new XML types that can be used to generate properties that
further qualify XMLDSIG signatures with information able to fulfil a number of common requirements such
asthe long term validity of the signature by usage of time-stamps, etc.

. defines mechanisms for incorporating the aforementioned qualifying information;

. specifies formats for XML advanced electronic signatures that, by using the specified new XML types, remain
valid over long periods and incorporate additional useful information in common use cases. These signatures
will be built on XMLDSIG by addition of these properties as specified in [3], using theds: OCbj ect XML
element defined there (here, as for the rest of the document, ds has been used as the prefix denoting the
namespace defined in [3]. Itsvalue is defined in clause 4);

. defines a set of conformance requirements to claim endorsement to the present document.

The present document specifies two main types of properties. signed properties and unsigned properties. The first ones
are additional data objects that are also secured by the signature produced by the signer on theds: Si gnedl nf o
element, which impliesthat the signer gets these data objects, computes a hash for al of them and generates the
corresponding ds: Ref er ence element. The unsigned properties are data objects added by the signer, by the verifier
or by other parties after the production of the signature. They are not secured by the signatureinthe ds: Si gnat ur e
element (the one computed by the signer); however they can be actually signed by other parties (time-stamps,
countersignatures, certificates and CRLs are also signed data objects).

The XML advanced electronic signatures defined in the present document will be built by incorporating to the XML
signatures as defined in [3] XMLDSIG one new ds: Obj ect XML element containing the additional qualifying
information.

Editorial conventions

Asit has been anticipated in the former clause, throughout the rest of the document the term XMLDSIG will refer to
XML signatures with basic functionality, i.e. to XML signatures that do not incorporate the qualifying information on
the signature, the signer or the signed data object(s) specified in the present document.

Throughout the rest of the document the terms "qualifying information", "properties’ or "qualifying properties will be
used to refer to the information added to the XMLDSIG to get an XML advanced el ectronic signature as specified in the
European Directive and with long term validity.

For the present document the key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in the present document are to be
interpreted as described in RFC 2119 [10].
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1 Scope

The present document defines XML formats for advanced el ectronic signatures that remain valid over long periods, are
compliant the European Directive and incorporate additional useful information in common uses cases. This includes
evidence asto its validity even if the signer or verifying party later attempts to deny (repudiates) the validity of the
signature.

The present document is based on the use of public key cryptography to produce digital signatures, supported by public
key certificates.

The present document uses a signature policy, implicitly or explicitly referenced by the signer, as one possible basis for
establishing the validity of an electronic signature.

The present document uses time-stamps or trusted records (e.g. time-marks) to prove the validity of a signature long
after the normal lifetime of critical elements of an electronic signature and to support non-repudiation. It also specifies
the optiona use of additional time-stamps to provide very long-term protection against key compromise or weakened
algorithms.

The present document then, specifies the use of the corresponding trusted service providers (e.g. time-stamping
authorities), and the data that needs to be archived (e.g. cross certificates and revocation lists). An advanced electronic
signature aligned with the present document can, in consegquence, be used for arbitration in case of a dispute between
the signer and verifier, which may occur at some later time, even years later.

The present document builds on the standards for Electronic Signatures defined in:
. IETF W3C: "XML-Signature Syntax and Processing" [3];
. TS 101 733: "Electronic Signature Formats® [1];

. ITU-T Recommendation X.509: "Information technology - Open Systems Interconnection - The Directory:
Authentication framework" [6];

. TS 101 861: "Time stamping profile" [7].
NOTE: Seeclause 2 for afull set of references.

The present document, being built on the framework defined in [3] makes use of the terms defined there. Some of the
definitionsin [3] are repeated in the present document for the sake of completeness.

The present document:

« showsataxonomy of the qualifying information (properties) that have to be present in an electronic signature to
remain valid over long periods, to satisfy common use cases requirements, and to be compliant with the European
Directive;

e gpecifies XML schema definitions for new elements able to carry or to refer to the aforementioned properties;

o gpecifies two ways for incorporating the qualifying information to XMLDSIG, namely either by direct
incorporation of the qualifying information or using references to such information. Both ways make use of
mechanisms defined in XMLDSIG.

Clause 2 in the present document contains references to relevant documents and standards.

Clause 4 gives an overview of the various types of advanced electronic signatures defined in the present document.
Clause 5 contains the namespace specification for the XML schema definitions appearing in the present document.
Clause 6 describes how the qualifying information is added to XMLDSIG.

Clause 7 contains the details (including schema definitions) of the elements where the qualifying information is
included.

Clause 8 specifies conformance requirements for claiming endorsement to the present document.
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Annex A contains definitions for relevant concepts used throughout the present document.

Annex B, which isinformative, defines extended formats of advanced electronic signatures that include validation data
and time-stamps for archival.

Annex C contains the whole set of schema definitions for the elements defined in the present document.
Annex D contains the non normative DTD corresponding to the aforementioned schema.

Annex E shows examples of how to incorporate qualifying information leading to the XML Advanced Electronic
Signatures.

Annex F contains bibliography.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

« References are either specific (identified by date of publication and/or edition number or version number) or
non-specific.

¢ For a specific reference, subsequent revisions do not apply.
» For anon-specific reference, the latest version applies.

Referenced documents which are not found to be publicly available in the expected |ocation might be found at
http://docbox.etsi.org/Reference.

[1] ETSI TS 101 733: "Electronic Signatures and Infrastructures (ESI); Electronic Signature Formats'.

2] IETF RFC 3369 (obsoletes RFC 2630): " Cryptographic Message Syntax (CMS)".

[3] W3C/IETF Recommendation (February 2002): "XML-Signature Syntax and Processing".

[4] W3C Recommendation: "XML Schema Part 1. Structures’.

[5] W3C Recommendation: "XML Schema Part 2: Datatypes'.

[6] ITU-T Recommendation X.509: "Information technology - Open Systems Interconnection - The
Directory: Public-key and attribute certificate frameworks'.

[7] ETSI TS 101 861: "Time stamping profile".

[8] W3C: "Extensible Markup Language (XML) 1.0".

[9] IETF RFC 2560: "X.509 Internet Public Key Infrastructure Online Certificate Status Protocol -
OCSP'.

[10] IETF RFC 2119: "Key words for use in RFCs to Indicate Requirement Levels'.

[11] IETF RFC 3161: "Internet X.509 Public Key Infrastructure Time Stamp Protocol (TSP)".

[12] ETSI TR 102 038: "TC Security - Electronic Signatures and Infrastructures (ESI); XML format for

signature policies'.

3 Abbreviations

For the purposes of the present document, the following abbreviations apply:
ASN1 Abstract Syntax Notation 1
CA Certification Authority
CARL Certification Authority Revocation List
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CMS Cryptographic Message Syntax

CRL Certificate Revocation List

DTD Document Type Definition

HTTP Hyper Text Transfer Protocol

OCSsP Online Certificate Status Protocol

OID Object IDentifier

PKC Public Key Certificate

SP Signature Policy

TSA Time-Stamping Authorities

TSP Trusted Service Providers

TSU Time Stamping Unit

URI Uniform Resource Identifier

URN Uniform Resource Name

XAdES XML Advanced Electronic Signature

XAdJES-A XML Advanced Electronic Signature with archiving validation data
XAdES-BES  XAdESBasic Electronic Signature

XAdES-C XAdES with Complete validation data
XAdES-EPES XAdES Explicit Policy based Electronic Signature
XAdES-T XAdES with Time-Stamp

XAJES-X XML Advanced Electronic Signature with eXtended validation data
XML extensible Markup Language

XML-DIGSIG Xml digita signatures
XMLDSIG XML-Signature Syntax and Processing
XSLT Extensible Stylesheet Language (XSL) Transformations

4 Overview

4.1 Major Parties

The following are the major partiesinvolved in a business transaction supported by electronic signatures as defined in
the present document:

. the Signer;

. the Verifier;

e Trusted Service Providers (TSP);
. the Arbitrator.

The Signer isthe entity that creates the electronic signature. When the signer digitally signs over data object(s)
(see definition) using the prescribed format, this represents a commitment on behalf of the signing entity to the data
object(s) being signed.

The Verifier isthe entity that verifies the electronic signature. It may be a single entity or multiple entities.

The Trusted Service Providers (TSPs) are one or more entities that help to build trust relationships between the signer
and verifier. They support the signer and verifier by means of supporting servicesincluding user certificates,
cross-certificates, time-stamping tokens, CRLs, ARLs, OCSP responses. The following TSPs are used to support the
functions defined in the present document:

. Certification Authorities;

. Registration Authorities;

. Repository Authorities (e.g. a directory);
. Time-Stamping Authorities;

. Time-Marking Authorities;
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. Signature Policy Issuers;
. Attribute Authorities.
Certification Authorities (CA) provide users with public key certificates.
Registration Authorities allow the identification and registration of entities before a CA generates certificates.

Repository Authorities publish CRLs issued by CAs, signature policies issued by signature policy issuers and
optionally public key certificates.

Time-Stamping Authorities (TSA) attest that some data object was formed before a given trusted time.
Time-M arking Authorities record that some data was formed before a given trusted time.

Signature Policy | ssuer s define the technical and procedural requirements for electronic signature creation and
validation, in order to meet a particular business need.

Attributes Authorities provide users with attributes linked to public key certificates.

An Arbitrator isan entity that arbitratesin disputes between a signer and a verifier.

4.2 Signatures policies

The present document includes the concept of signature policies that can be used to establish technical consistency
when validating electronic signatures. When a comprehensive signature policy used by the verifier is either explicitly
indicated by the signer or implied by the data being signed, then a consistent result can be obtained when validating an
electronic signature. When the signature policy being used by the verifier is neither indicated by the signer nor can be
derived from other data, or the signature policy isincomplete then verifiers, including arbitrators, may obtain different
results when validating an electronic signature. Therefore, comprehensive signature policies that ensure consistency of
signature validation are recommended from both the signers and verifiers point of view.

Specification of the contents of signature policies is outside the scope of the current document. Further information on
signature policiesis provided in TR 102 038 [12].

4.3 Signature properties and signature forms

The present document defines a set of signature propertiesthat MAY be combined to obtain electronic signature forms
providing satisfaction of different requirements. Below follows a short overview of the properties:

. Si gnat ur ePol i cyl denti fi er. Thisproperty contains information being an unambiguous way for
identifying the signatur e policy under which the el ectronic signature has been produced. This will ensure that
the verifier will be able to use the same signature policy during the verification process. A signature policy is
useful to clarify the precise role and commitments that the signer intends to assume with respect to the signed
data object, and to avoid claims by the verifier that a different signature policy wasimplied by the signer.
Details on this property can be found in clause 7.2.3.

. Validation data properties. The present document defines a number of XML types able to contain both
validation data (certificate chains, CRLs, OCSP responses, etc) and references to them (identifiers of
certificates, CRLs, OCSP responses, etc). Properties of these types allow the incorporation in a signature of all
the material that has been used in its validation. They can be jointly used with time-stamp properties to provide
long term validity. Below follows the list of properties:

- Conpl et eCerti fi cat eRef s. It contains references to the CA certificates used to validate the
signature. Details on this property can be found in clause 7.4.1.

- Conpl et eRevocat i onRef s. It contains references to the full set of revocation information used for
the verification of the electronic signature. Details on this property can be found in clause 7.4.2.

- AttributeCertficateRefs.Itcontainsreferencesto the full set of Attribute Authorities
certificates that have been used to validate the attribute certificate. Details on this property can be found
in clause 7.4.3.
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- Attri but eRevocati onRef s. It contains references to the full set the references of Attribute
Certificate Revocation List and/or OCSP responses that have been used in the validation of the attribute
certificate(s) present in the signature. Details on this property can be found in clause 7.4.4.

- CertificateVal ues. It containsthe values of certificates used to validate the signature. Details on
this property can be found in clause 7.6.1.

- Revocat i onVal ues. It containsthe full set of revocation information used for the verification of the
electronic signature. Details on this property can be found in clause 7.6.2.

Ti me-stamp properties. The present document definesa XML type (Ti neSt anpType) for alowing the
inclusion of atime-stampsina XMLDSIG signature. Ti meSt anpType isdefined in clause 7.1.4. The
present document uses Ti meSt anpType for defining several time-stamp properties, each one containing a
time-stamp that covers different parts of the signature (common elements defined in XMLDSIG, validation
data, qualifying properties, etc). Below follows the list:

- Si gnat ur eTi meSt anp. ltstime-stamp coversthe digital signature value element. Details on this
property can be found in clause 7.3.

- Al | Dat aCbj ect sTi meSt anp. Itstime-stamp covers al the signed data objects. Details on this
property can be found in clause 7.2.9.

- I ndi vi dual Dat aObj ect sTi neSt anp. Itstime-stamp covers selected signed data objects. Details
on this property can be found in clause 7.2.10

- Si gAndRef sTi meSt anp. Itstime-stamp covers the signature and references to validation data.
Details on this property can be found in clause 7.5.1.

- Ref sOnl yTi meSt anp. Itstime-stamp covers only references to validation data. Details on this
property can be found in clause 7.5.2.

- Ar chi veTi meSt anp. Itstime-stamp covers signature and other properties required for providing
long-term validity. Details on this property can be found in clause 7.7.

Other properties. The present document defines a number of additional propertiesthat can be useful in awide
range of environments, namely:

- Si gni ngCertifi cat e. Thisproperty contains an unambiguous referenceto the signer's
certificate, formed by itsidentifier and the digest value of the certificate. Its usage is particularly
important when a signer holds a number of different certificates containing the same public key, to avoid
claims by averifier that the signature implies another certificate with different semantics. Thisisaso
important when the signer holds different certificates containing different public keysin order to provide
the verifier with the correct signature verification data. Finally, it is aso important in case the issuing key
of the CA providing the certificate would be compromised. Details on this property can be found in
clause 7.2.2.

- Si gni ngTi nme. This property contains the time at which the signer claims to have performed the
signing process. Details on this property can be found in clause 7.2.1.

- Dat aCbj ect For mat . This property identifies the format of a signed data object (when electronic
signatures are not exchanged in arestricted context) to enable the verifier to be presented or useit (text,
sound or video) in exactly the same way as intended by the signer. Details on this property can be found
inclause 7.2.5.

- Conmi t ment Typel ndi cat i on. This property identifies the commitment undertaken by the signer in
signing (@) signed data object(s) in the context of the selected signature policy (when an explicit
commitment is being used). Thiswill be required where a Signature Policy specifies more than asingle
commitment type, each of which might have different legal interpretations of the intent of the signature
(e.0. proof of origin, proof of receipt, proof of creation, etc.). Details on this property can be found in
clause 7.2.6.

- Si gnat ur ePr oduct i onPl ace. This property contains the indication of the purported place where
the signer claims to have produced the signature. Details on this property can be found in clause 7.2.7.
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- Si gner Rol e. This property contains claimed or certified roles assumed by the signer in creating the
signature. Details on this property can be found in clause 7.2.8.

- Count er Si gnat ur e. This property contains signature(s) produced on the signature. Details on this
property can be found in clause 7.2.4.

The aforementioned properties are defined in the normative part of the present document. They can be combined to
generate different electronic signature forms. Some of them are defined in clause 4.3 of its normative part. Additional
extended forms are defined in the informative annex B. Clause 8 specifies conformance requirements for claiming
endorsement to the present technical specification.

4.4 Electronic signature forms

The current clause specifies three forms of XML advanced electronic signatures, namely the Basic Electronic
Signature (XAdES-BES), the Explicit Policy based Electronic Signature (XAdES-EPES), and the Electronic
Signature with Complete Validation Data (XAdES-C). Conformance to the present document mandates the signer to
create one of these formats.

The informative annex B defines extended forms of XAdES. Conformance to the present document does not mandate
the signer to create none of the forms defined in annex B.

4.4.1 Basic electronic signature (XAdES-BES)

A Basic Electronic Signature (XAdES-BES) in accordance with the present document will build onaXMLDSIG by
incorporating qualifying properties defined in the present specification. They will be added to XMLDSIG within one
ds: Obj ect acting asthe bag for the whole set of qualifying properties, or by using the mechanism defined in clause
6.3.2 that allows further distribution of the properties.

Some properties defined for building up this form will be covered by the signer's signature (signed qualifying
information grouped within one new element, Si gnedPr operti es, seeclause 6.2.1). Other ones will be not covered
by the signer's signature.

In a XAdES-BES the signature value SHALL be computed in the usual way of XMLDSIG over the data object(s) to be
signed and on the whole set of signed propertieswhen present (Si gnedPr operti es element).

For thisform it is mandatory to protect the signing certificate with the signature, in one of the two following ways:
. Either incorporating the Si gni ngCerti fi cat e signed property, or

. Not incorporating the Si gni ngCer ti f i cat e but incorporating the signing certificate within the
ds: Keyl nf o element and signing it.

A XAdJES-BES signature MUST, in conseguence, contain at least one of the following elements with the specified
contents:

. The Si gni ngCerti fi cat e signed property. This property MUST contain the reference and the digest
value of the signing certificate. It MAY contain references and digests values of other certificates (that MAY
form a chain up to the point of trust).

. Theds: Keyl nf o element. If Si gni ngCerti fi cat e ispresent inthe signature, no restrictions apply to
thiselement. If Si gni ngCerti fi cat e element isnot present in the signature, then the following
restrictions apply:

- theds: Keyl nf o element MUST include ads: X509Dat a containing the signing certificate;

- theds: Keyl nf o element also MAY contain other certificates forming a chain that MAY reach the
point of trust;

- theds: Si gnedl nf o element MUST contain ads: Ref er ence element referencing ds: Keyl nf o,
s0 that the last one isincluded in the signature value computation. In this way, the signing certificateis
secured by the signature.
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By incorporating one of these elements, XAJES-BES prevents the simple substitution of the signer's certificate
(seeclause 7.2.2).

A XAdJES-BES signature MAY also contain the following properties:
. the Si gni nTi me signed property;
. the Dat aCObj ect For mat signed property;
. the Commi t ment Typel ndi cat i on signed;
. the Si gner Rol e signed property;
. the Si gnat ur ePr oduct i onPl ace signed property;

. oneor morel ndi vi dual Dat aObj ect sTi meSt anp or Al | Dat aObj ect Ti meSt anp signed
properties;

. one or more Count er Si gnat ur e unsigned properties.

Below follows the structure of the XAJES-BES built by direct incor poration of the qualifying information in the
corresponding new XML elementsto the XMLDSIG (see clause 6.3.1 for further details). In the example "?" denotes
Zero or one occurrence; "+" denotes one or more occurrences; and "*" denotes zero or more occurrences.

The XML schema definition in clause 5 defines the prefix "ds" for al the XML elements already defined in
XMLDSIG, and states that the default namespace is the one defined for the present document. In consequence, in the
example of this clause, the elements aready defined in XMLDSIG appear with the prefix "ds", whereas the new XML
elements defined in the present document appear without prefix.

XMLDSI G
I
<ds: Signhature ID?> - - - - - - - -+ - - - -+
<ds: Si gnedl nf o>
<ds: Canoni cal i zati onMet hod/ >
<ds: Si gnat ur eMet hod/ >
(<ds: Ref erence URI? >
(<ds: Transformns>) ?
<ds: Di gest Met hod>
<ds: Di gest Val ue>
</ ds: Ref er ence>) +
</ ds: Si gnedl nf 0>
<ds: Si gnat ur eVal ue>
(<ds: Keylnfo>)?- - - - - - - - - +

<ds: bj ect >
<Qual i fyi ngProperties>

<Si gnedPr operti es>

<Si gnedSi gnat ur eProperti es>
('Si gni ngTi nme) ?
(SigningCertificate)?
(Si gnat ur eProducti onPl ace) ?
(Si gnerRol e) ?

</ Si gnedSi gnat ur ePr operti es>

<Si gnedDat aObj ect Properti es>

(Dat albj ect For mat ) *

(Commi t ment Typel ndi cati on) *

(Al | Dat aCbj ect sTi neSt anp) *

(I ndi vi dual Dat aCbj ect sTi neSt anp) *
</ Si gnedDat aCbj ect Properti es>

</ Si gnedPr operti es>

<Unsi gnedPr operti es>
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<Unsi gnedSi gnat ur ePr operti es>
(Count er Si gnat ure) *
</ Unsi gnedSi gnat ur ePr operti es>
</ Unsi gnedPr operties>
</ Qual i fyi ngProperties>

</ ds: Ohj ect >

</ds: Signature>- - - - - - - - - - - - - - - +

I
XAdES- BES

Other XMLDSIG ds: Obj ect elements with different contents MAY be added within the structure shown above to
satisfy requirements other than the ones expressed in the present document. This also applies to the rest of the examples
of structures of XAdES forms shown in this clause.

The signer's conformance requirements of a XAdES-BES are defined in clause 8.1.

NOTE: The XAdES-BESisthe minimum format for an electronic signature to be generated by the signer. On its
own, it does not provide enough information for it to be verified in the longer term. For example,
revocation information issued by the relevant certificate status information issuer needs to be available for
long term validation (see clause 4.3.3).

The XAdES-BES satisfiesthe legal requirements for electronic signatures as defined in the European Directive on
electronic signatures. It provides basic authentication and integrity protection.

The semantics of the signed data of a XAdJES-BES or its context may implicitly indicate a signature policy to the
verifier.

4.4.2 Explicit policy electronic signatures (XAJES-EPES)

An Explicit Policy based Electronic Signatur e (XAdES-EPES) form in accordance with the present document,
extends the definition of an electronic signature to conform to the identified signature policy. A XAdES-EPES builds up
on aXMLDSIG or XAdES-BES forms by incorporating a signed property (Si gnat ur ePol i cyl denti fi er)
indicating that a signature policy that is mandatory to use to validate the signature and specifies explicitly the signature
policy that shall be used. This signed attribute is protected by the signer's signature. The signature may also have other
signed properties required to conform to the mandated signature policy.

Clause 7.2.3 provides the details on the specification of Si gnat ur ePol i cyl denti fi er property. Specification of
the contents of signature policiesis outside the scope of the current document.

Further information on signature policiesis provided in TR 102 038 [12].

The structure of the XAdES-EPES built on XAdJES-BES by direct incor poration of the qualifying information to a
XAdES-BES form, isillustrated below:

XMLDSI G
I
<ds: Signature ID?>- - - - - - - - -4+- - - - -+
<ds: Si gnedl nf 0>
<ds: Canoni cal i zat i onMet hod/ >
<ds: Si gnat ur eMet hod/ >
(<ds: Reference URI ? >
(<ds: Transformns>) ?
<ds: Di gest Met hod>
<ds: Di gest Val ue>
</ ds: Ref er ence>) +
</ ds: Si gnedl nf 0>
<ds: Si gnat ur eVal ue>
(<ds: Keylnfo>)?- - - - - - - - - +

<ds: Obj ect >
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<Qual i fyi ngProperties>
<Si gnedPr operti es>

<Si gnedsSi gnat ur ePr operti es>
('Si gni ngTi nme) ?
(SigningCertificate)?
(Si gnaturePolicyldentifier)
(Si gnat ur eProducti onPl ace) ?
(Si gnerRol e) ?
</ Si gnedSi gnat ur eProperti es>
<Si gnedDat aCbj ect Properti es>
(Dat atbj ect Format ) *
( Conmi t nent Typel ndi cati on) *
(Al | Dat aCbj ect sTi neSt anp) *
(I ndi vi dual Dat aCbj ect sTi neSt anp) *
</ Si gnedDat aCbj ect Properti es>

</ Si gnedPr operti es>
<Unsi gnedPr operti es>
<Unsi gnedSi gnat ur ePr operti es>
(Count er Si gnat ure) *
</ Unsi gnedSi gnat ur ePr operti es>
</ Unsi gnedPr operti es>
</ Qual i fyi ngProperties>
</ ds: Ohj ect >

</ds: Signature>- - - - - - - - - - - - - - - +

I
XAdES- PES

The signer's conformance requirements of XAJES-EPES are defined in clause 8.2.

4.4.3 Electronic signature formats with validation data

Validation of an electronic signature in accordance with the present document requires additional data needed to
validate the electronic signature. This additional datais called validation data; and includes:

. Public Key Certificates (PKCs);

. revocation status information for each PKC,;

. trusted time-stamps applied to the digital signature or atime-mark that shall be available in an audit log;
. when appropriate, the details of a signature policy to be used to verify the electronic signature.

The validation data may be collected by the signer and/or the verifier. When the signature policy identifier is present, it
shall meet the requirements of the signature policy. Validation dataincludes CA certificates as well as revocation status
information in the form of Certificate Revocation Lists (CRLS) or certificate status information (OCSP) provided by an
on-line service. Validation data a so includes evidence that the signature was created before a particular point in time
this may be either atime-stamp token or time-mark.

The present document defines properties able to contain validation data. Clauses below summarize some sighature
formats that incorporate them and their most relevant characteristics.
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4431 Electronic signature with time (XAdES-T)

XML Advanced Electronic Signature with Time (XAdES-T) isasignature for which there exists a trusted time
associated to the signature. The trusted time may be provided by two different means:

. the Si gnat ur eTi meSt anp as an unsigned property added to the electronic signature;
. atime mark of the ES provided by atrusted service provider.

A time-mark provided by a Trusted Service would have similar effect to the Si gnat ur eTi meSt anp property but in
this case no property is added to the electronic signature as it is the responsibility of the TSP to provide evidence of a
time mark when required to do so. The management of time marks is outside the scope of the current document.

Trusted time provides the initial steps towards providing long term validity.

Below follows the structure of a XAdES-T form built on a XAJES-BES or a XAJES-EPES, by direct incorporation of a
time-stamp token within the Si gnat ur eTi meSt anp element. A XAdES-T form based on time-marks MAY exist
without such an element.

XMLDI SG
I
<ds:Signature ID?>- - - - - - - - 4+ - - - +- - - +
<ds: Si gnedl nf o>
<ds: Canoni cal i zat i onMet hod/ >
<ds: Si gnat ur eMet hod/ >
(<ds: Ref erence URI? >
(<ds: Transformns>) ?
<ds: Di gest Met hod>
<ds: Di gest Val ue>
</ ds: Ref er ence>) +
</ ds: Si gnedl nf 0>
<ds: Si gnat ur eVal ue>
(<ds: Keylnfo>)? - - - - - - - - +

<ds: bj ect >
<Qual i fyi ngProperti es>

<Si gnedPr operti es>

<Si gnedSi gnat ur eProperti es>
('Si gni ngTi nme) ?
(SigningCertificate)?
(Si gnaturePolicyldentifier)?
( Si gnat ur eProducti onPl ace) ?
(Si gnerRol e) ?

</ Si gnedSi gnat ur eProperti es>

<Si gnedDat aObj ect Properti es>

(Dat atbj ect For mat ) *

( Conmi t nent Typel ndi cati on) *

(Al | Dat aCbj ect sTi neSt anp) *

(I ndi vi dual Dat aCbj ect sTi meSt anp) *
</ Si gnedDat aCbj ect Properti es>

</ Si gnedPr operti es>

<Unsi gnedProperti es>

<Unsi gnedsSi gnat ur ePr operti es>

(CounterSignature)*- - - - - - - +
('Si gnat ur eTi meSt anp) +
</ Unsi gnedSi gnat ur eProperti es> - -+

</ Unsi gnedPr operti es>

</ Qual i fyi ngProperties>

</ ds: Obj ect >
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|
</ds:Signature> - - - - - - - - - - - - - 4+ - -+
| |
XAdES- BES( - EPES) |
XAJES- T

4.4.3.2 Electronic signature with complete validation data references (XAdES-C)

XML Advanced Electronic Signature with Complete validation data references (XAdES-C) in accordance with the
present document adds to the XAdES-T the Conpl et eCer ti fi cat eRef s and Conpl et eRevocat i onRef s
unsigned properties as defined by the present document. If attribute certificates appear in the signature, then XAJES-C
alsoincorporatesthe At t ri but eCerti fi cat eRef s andtheAttri but eRevocat i onRef s elements.

Compl eteCertificateRefs element contains a sequence of references to the full set of CA certificates that have been used
to validate the electronic signature up to (but not including) the signing certificate.

CompleteRevocationRefs element contains a full set of references to the revocation data that have been used in the
validation of the signer and CA certificates.

AttributeCertificateRefsandAttri buteRevocati onRefs elementscontainreferencesto the full set of
Attribute Authorities certificates and references to the full set of revocation datathat have been used in the validation of
the attribute certificates present in the signature, respectively.

Storing the references allows the values of the certification path, the CRLs or OCSPs responses, Attribute Authorities
certificates and Attribute Certificate Revocation List and/or OCSP responses, to be stored elsewhere, reducing the size
of astored electronic signature format.

Below follows the structure for XAdES-C built on a XAdES-T that incorporatesthe Si gnat ur eTi meSt anp signed
property. A XAdES-C form based on time-marks MAY exist without such element.

XMLDI SG
I
<ds: Signature ID?>- - - - - - - - 4= - - - - - 4-+-+
<ds: Si gnedl nf 0>
<ds: Canoni cal i zat i onMet hod/ >
<ds: Si gnat ur eMet hod/ >
(<ds: Reference URI ? >
(<ds: Transfornme>) ?
<ds: Di gest Met hod>
<ds: Di gest Val ue>
</ ds: Ref er ence>) +
</ ds: Si gnedl nf o>
<ds: Si gnat ur eVal ue>
(<ds: Keylnfo>)? - - - - - - - - +

<ds: Obj ect >
<Qual i fyi ngProperties>
<Si gnedPr operti es>

<Si gnedsSi gnat ur ePr operti es>
('Si gni ngTi ne) ?
(SigningCertificate)?
(SignaturePolicyldentifier)?
(Si gnat ureProducti onPl ace) ?
(Si gnerRol e) ?

</ Si gnedSi gnat ur eProperti es>

<Si gnedDat aCbj ect Properti es>

(Dat atbj ect Format ) *

(Conmi t nent Typel ndi cati on) *

(Al | Dat atbj ect sTi neSt anp) *

(I ndi vi dual Dat aCbj ect sTi neSt anp) *
</ Si gnedDat aCbj ect Properti es>
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</ Si gnedPr operti es>

<Unsi gnedProperti es>

(Counter Signature)*- - - - - - - - -
(Si gnatureTi mreStamp) +- - - - - - - -
(Compl et eCertificateRefs)

( Conpl et eRevocat i onRef s)
(AttributeCertificateRefs)?

(Attri but eRevocati onRefs) ?

||
||
|
<Unsi gnedSi gnat ur ePr operti es> | |
+ |
-+

</ Unsi gnedSi gnat ur eProperties> - - - +-+
</ Unsi gnedPr operties> I
Qual i fyi ngProperti es> I
: bj ect > I
i gnature>- - - |+++
XAdES- BES( - EPE|S)
XAJES- T
XAdES- C

Asaminimum, the signer will provide the XAdJES-BES or when indicating that the signature conforms to
an explicit signing policy the XAdES-EPES.

To reduce the risk of repudiating signature creation, the trusted time indication needsto be as close as
possible to the time the signature was created. The signer or a TSP could provide the XAdES-T, if not the
verifier should create the XAdES-T on first receipt of an electronic signature because the XAJES-T
provides independent evidence of the existence of the signature prior to the trusted time indication.

The XAdES-T trusted time indications MUST be created before a certificate has been revoked or expired.

The signer and TSP MAY provide the XAdES-C to minimize thisrisk and when the signer does not
provide the XAdES-C, the verifier should create the X AJES-C when the required component of
revocation and validation data become available. This may require a grace period.

A grace period permits certificate revocation information to propagate through the revocation processes.
This period could extend from the time an authorized entity requests certificate revocation, to when
relying parties may be expected to have accessed the revocation information (for example, by contractual
requirements placed on relying parties). In order to make sure that the certificate was not revoked at the
time the signature was time-marked or time-stamped, verifiers should wait until the end of the grace
period Anillustration of a grace period is provided figure 1.
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Grace period

Grace period

. . Certification Build
Signature First path ES-C
creation time revocation  construction Secon_d
status and verification revocation
checking status
checking

Time-stamp or
time-mark over
signature

Figure 1: lllustration of a Grace Period

The verifier's conformance requirements are defined in clause 8.3 for time stamped ES-C and clause 8.4 for time
marked XAdES-C signatures.

4.5 Validation process

The Validation Process validates an electronic signature, the output status of the validation process can be:
. invalid;
. incompl ete validation;
e valid.

An Invalid response indicates that either the signature format is incorrect or that the digital signature value fails
verification (e.g. the integrity check on the digital signature value fails or any of the certificates on which the digital
signature verification depends is known to be invalid or revoked).

An Incomplete Validation response indicates that the format and digital signature verifications have not failed but
there isinsufficient information to determine if the electronic signature is valid. For example; al the required
certificates are not available or the grace period is not completed. In the case of Incomplete Validation, the electronic
signature may be checked again at some later time when additional validation information becomes available. Also, in
the case of incomplete validation, additional information may be made available to the application or user, thus
allowing the application or user to decide what to do with partialy correct electronic signatures.

A Valid response indicates that the signature has passed verification and it complies with the signature validation
policy.

4.6 Arbitration

XAdES-C form may be used for arbitration should there be a dispute between the signer and verifier, provided that:

. the arbitrator knows where to retrieve the signer's certificate (if not already present), al the cross-certificates
and the required CRLsS, ACRLs or OCSP responses referenced in the XAdES-C;

. when time-stamping in the XAdES-T is being used, the certificate from the TSU that has issued the
time-stamp token in the ES-T format is still within its validity period;

. when time-stamping in the XAdES-T is being used, the certificate from the TSU that has issued the
time-stamp token in the XAdES-T format is not revoked at the time of arbitration;

. when time-marking in the XAdES-T is being used, areliable audit trail from the Time-Marking Authority is
available for examination regarding the time;
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. none of the private keys corresponding to the certificates used to verify the signature chain have ever been
compromised;

. the cryptography used at the time the XAJES-C was built has not been broken at the time the arbitration is
performed.

If the signature policy can be explicit or implicitly identified then an arbitrator is able to determine the rules required to
validate the electronic signature.

5 XML namespace for the present document

The XML namespace URI that MUST be used by implementations of the present document:

http://uri.etsi.org/01903/v1.2.1#

The following namespace declarations apply for the XML Schema definitions throughout the present document:

<?xm version="1.0"?7>
<schena

xm ns: xsd="http://ww. w3. org/ 2001/ XM_Schena"

xm ns="http://uri.etsi.org/01903/v1l. 2. 1#"

t ar get Namespace="http://uri.etsi.org/01903/v1. 2. 1#"

xm ns: ds="http://ww.w3. org/ 2000/ 09/ xni dsi g#"

el ement For mDef aul t =" qual i fi ed"
>
<xsd: i mport nanespace="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
schemaLocati on="htt p://ww. w3. or g/ TR/ 2002/ REC- xmi dsi g- cor e- 20020212/ xm dsi g-
core-schema. xsd"/ >

6 Syntax overview

This clause introduces the syntax for adding qualifying information to an XML signature.
Clause 6.1 lists a set of technical criteria that has been taken into account for this syntax proposal.

Clause 6.2 specifiesan XML element that acts as a container for the qualifying information. Additionally it describes
the connection between the XML signature and this container element.

Clause 6.3 shows two ways of incorporating such qualifying information to XMLDSIG.

6.1 Technical criteria

The following considerations have been taken into account for the syntax specification for qualifying information on
XML signatures:

. The present document specifies how to add qualifying information to an XML signature such that it satisfies
both the requirements for an Advanced Electronic Signature according to the European Directive On
Electronic Signatures and for remaining valid over long period of time. TS 101 733 [1] identifies all the
reguired information to be added in order to satisfy those requirements. Additionally it defines appropriate data
structures for those qualifying properties using ASN.1, that fit for CMS[2] style electronic signatures. Theaim
of the present document is to specify similar XML qualifying properties that carry such qualifying information
and are used to amend XMLDSIG.

. The new XML qualifying properties should not be the result of a stubborn translation process from ASN.1 to
XML. This would mean neglecting syntactic differences between CMS[2] and XMLDSIG such as the
possible number of signers and multiple signed data objects covered by a single signature, as well asignoring
powerful features of the XML environment such as linking information by using Uniform Resource |dentifiers
(URI).
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. XML Schema [5] has been chosen as the normative language for defining the new XML structuresin the
present document rather than the DTD vocabulary defined in XML 1.0 [8], since it is namespace aware, alows
reuse of existing structures and allows a stricter definition of the allowed contents.

. XML structures that have been defined in related XML standards such as XML Schema 5] and
XML-Signature Syntax and Processing [3] have been reused where appropriate.

6.2 The Qual i fyi ngProperties element

TheQual i fyi ngProperti es element acts as a container element for all the qualifying information that should be
added to an XML signature. The element has the following structure:

<xsd: el ement name="Qual i fyi ngProperties" type="QualifyingPropertiesType"/>
<xsd: conpl exType nanme="Qual i fyi ngProperti esType">
<xsd: sequence>
<xsd: el ement name="Si gnedProperties" type="Si gnedPropertiesType"
m nOccur s="0"/ >
<xsd: el emrent name="Unsi gnedProperti es”
t ype="Unsi gnedPr operti esType"
m nOccur s="0"/ >
</ xsd: sequence>
<xsd: attri bute nane="Target" type="xsd:anyURI" use="required"/>
<xsd:attribute name="1d" type="xsd:|D' use="optional"/>
</ xsd: conpl exType>

The qualifying properties are split into properties that are cryptographically bound to (i.e. signed by) the XML signature
(Si gnedPr operti es), and properties that are not cryptographically bound to the XML signature

(Unsi gnedProperties). TheSi gnedPr operti es MUST be covered by ads: Ref er ence element of the
XML signature. Alignment with the present document mandates that one Si gnedPr operti es element MUST exist.

The mandatory Tar get attribute MUST refer to the | d attribute of the corresponding ds: Si gnat ur e.

Theoptional | d attribute can be used to make areference to the Qual i f yi ngPr operti es container.

6.2.1  The Si gnedProperti es element

The Si gnedPr operti es element contains a number of properties that are collectively signed by the XMLDSIG
signature.

Alignment with the present document mandates that an element Si gnedSi gnat ur ePr operti es MUST appear.

Below follows the schema definition for Si gnedPr opert i es element:
<xsd: el ement name="Si gnedProperties" type="Si gnedPropertiesType" />

<xsd: conpl exType nane="Si gnedPr operti esType">
<xsd: sequence>
<xsd: el enment name="Si gnedSi gnat ur eProperti es"
t ype="Si gnedSi gnat ur ePr operti esType"/>
<xsd: el emrent name="Si gnedDat aCbj ect Properti es”
t ype="Si gnedDat aCbj ect Properti esType" m nCccurs="0"/>
</ xsd: sequence>
<xsd:attribute name="1d" type="xsd:|ID' use="optional"/>
</ xsd: conpl exType>

The Si gnedPr operti es eement MUST contain properties that qualify the XMLDSIG signature itself or the signer.
They are included as content of the Si gnedSi gnat ur ePr operti es element.

The Si gnedPr operti es element MAY also contain properties that qualify some of the signed data objects. These
properties appear as content of the Si gnedDat aCbj ect Pr operti es element.
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The optional | d attribute can be used to make areference to the Si gnedPr operti es element.

6.2.2  The Unsi gnedPr operti es element

The Unsi gnedPr operti es element contains a number of properties that are not signed by the XMLDSIG
signature.

<xsd: el ement name="Unsi gnedProperties" type="Unsi gnedPropertiesType" />

<xsd: conpl exType name="Unsi gnedPr operti esType">
<xsd: sequence>
<xsd: el emrent nanme="Unsi gnedSi gnat ur eProperti es"
t ype="Unsi gnedSi gnat ur eProperti esType" m nCccurs="0"/>
<xsd: el enment name="Unsi gnedDat aQbj ect Properti es"
t ype="Unsi gnedDat aChj ect Properti esType" m nCccurs="0"/>
</ xsd: sequence>
<xsd: attri bute nanme="1d" type="xsd:| D' use="optional"/>
</ xsd: conpl exType>

The Unsi gnedPr operti es element MAY contain properties that qualify XML signature itself or the signer. They
are included as content of the Unsi gnedSi gnat ur ePr operti es element.

The Unsi gnedPr operti es element MAY also contain properties that qualify some of the signed data objects.
These properties appear as content of the Unsi gnedDat aCObj ect Properti es element.

The optional | d attribute can be used to make a reference to the Unsi gnedPr operti es element.

6.2.3 The Si gnedSi gnat ur eProperti es element

This element contains properties that qualify the XML signature that has been specified with the Tar get attribute of
theQual i fyi ngProperti es container element.

<xsd: el emrent name="Si ghedSi gnat ur eProperti es"
t ype="Si gnedSi gnat ur eProperti esType" />

<xsd: conpl exType name="Si gnedSi gnat ur eProperti esType">
<xsd: sequence>
<xsd: el ement nane="Si gni ngTi ne" type="xsd: dat eTi nme"
m nCccurs="0"/>
<xsd: el ement name="Si gni ngCertificate" type="CertlDLi st Type"
m nOccur s="0"/ >
<xsd: el emrent name="Si gnat urePol i cyl denti fer”
t ype="Si gnat urePol i cyl denti fi er Type" m nCccurs="0"/>
<xsd: el emrent nanme="Si gnat ur ePr oducti onPl ace"
t ype="Si gnat ur ePr oduct i onPl aceType"
m nCccurs="0"/>
<xsd: el ement nanme="Si gnher Rol e" type="Si gner Rol eType"
m nCccurs="0"/>
</ xsd: sequence>
<xsd:attribute name="1d" type="xsd:|D"' use="optional"/>
</ xsd: conpl exType>

The optional | d attribute can be used to make a reference to the Unsi gnedPr operti es element.

The qualifying property Si gni ngTi ne isdescribed in detail in clause7.2.1, Si gni ngCertificatein
clause 7.2.2, Si gnat ur ePol i cyl denti fi er inclause 7.2.3, Si gnat ur ePr oduct i onPl ace inclause 7.2.7,
and Si gner Rol e inclause 7.2.8.

ETSI



23 ETSI TS 101 903 V1.2.1 (2004-03)

6.2.4  The Si gnedDat a(hj ect Properti es element

This element contains properties that qualify some of the signed data objects.

<xsd: el emrent nanme="Si gnedDat aCbj ect Properti es"
type="Si gnedDat aCbj ect Properti esType"/ >

<xsd: conpl exType name="Si gnedDat aCbj ect Properti esType" >
<xsd: sequence>
<xsd: el enment name="Dat aCbj ect Format" type="Dat aCbj ect For mat Type"
m nOccur s="0" maxCccur s="unbounded"/ >
<xsd: el erent name="Comm t ment Typel ndi cati on”
t ype="Commi t nent Typel ndi cati onType" m nQOccurs="0"
maxQOccur s="unbounded"/ >
<xsd: el emrent name="Al | Dat aCbj ect sTi meSt anp" type="Ti meSt anpType"
m nCccur s="0" maxCccur s="unbounded"/ >
<xsd: el emrent name="1| ndi vi dual Dat aCbj ect sTi neSt anp"
type="Ti neSt anpType"
m nCccur s="0" maxCccur s="unbounded"/ >
</ xsd: sequence>
<xsd:attribute name="1d" type="xsd:|ID' use="optional"/>
</ xsd: conpl exType>

Theoptional | d attribute can be used to make areference to the Unsi gnedPr operti es element.

The qualifying property Al | Dat aCObj ect sTi meSt anp isdescribed in detail in clause 7.2.9,
I ndi vi dual Dat aObj ect sTi meSt anp in clause 7.2.10, Dat aCbj ect For mat in clause 7.2.5, and
Conmi t ment Typel ndi cat i on inclause7.2.6.

All these properties qualify the signed data object after al the required transforms have been made.

6.2.5 The Unsi gnedSi gnat ur ePr operti es element

This element contains properties that qualify the XML signature that has been specified with the Tar get attribute of
theQual i fyi ngProperti es container element. The content of this element is not covered by the XML signature.

<xsd: el emrent name="Unsi gnedSi gnat ur eProperti es"
t ype="Unsi gnedSi gnat ur ePr operti esType"/ >

<xsd: conpl exType name="Unsi gnedSi gnat ur eProperti esType">
<xsd: sequence>
<xsd: el emrent nanme="Count er Si gnat ure" type="Count er Si ghat ur eType"
m nCccur s="0" maxCccur s="unbounded"/ >
<xsd: el ement name="Si gnat ureTi meSt anp" type="Ti meSt anpType"
m nOccur s="0" maxCccur s="unbounded"/ >
<xsd: el ement name="Conpl eteCertificateRefs"
type="Conpl et eCertificat eRef sType" m nCccurs="0"/>
<xsd: el emrent nanme="Conpl et eRevocat i onRef s"
t ype="Conpl et eRevocati onRef sType" m nCccurs="0"/>
<xsd: el ement name="Attri buteCertificateRefs"
type="Conpl et eCertifi cat eRef sType" m nCccurs="0"/>
<xsd: el ement name="Attri but eRevocati onRefs"
t ype="Conpl et eRevocat i onRef sType" m nCccurs="0"/>
<xsd: choi ce>
<xsd: el emrent name="Si gAndRef sTi meSt anp" type="Ti meSt anpType"
m nCccur s="0" maxCccur s="unbounded"/ >
<xsd: el emrent nanme="RefsOnl yTi neSt anp" type="Ti neSt anpType"
m nCccur s="0" maxCccur s="unbounded"/ >
</ xsd: choi ce>
<xsd: el ement name="CertificateVal ues" type="CertificateVal uesType"
m nCccurs="0"/>
<xsd: el ement name="Revocati onVal ues" type="Revocati onVal uesType"
m nOccur s="0"/ >
<xsd: el emrent name="Archi veTi neSt anp” type="Ti neSt anpType"
m nCccur s="0" maxCccur s="unbounded"/ >
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</ xsd: sequence>
<xsd:attri bute nanme="1d" type="xsd:| D' use="optional"/>
</ xsd: conpl exType>

The optional | d attribute can be used to make areference to the Unsi gnedPr operti es element.

The qualifying property Count er Si gnat ur e isdescribed in detail in clause 7.2.4, Si gnat ur eTi neSt anp in
clause 7.3, Conpl et eCerti fi cat eRef s inclause 7.4.1, Conpl et eRevocat i onRef s in clause 7.4.2,
AttributeCertificateRefsinclause7.4.3, Attri but eRevocati onRefs inclause7.4.4,

Si gAndRef sTi meSt anp inclause 7.5.1, Ref sOnl yTi meSt anp inclause 7.5.2, Cer ti fi cat eVal ues in
clause 7.6.1, Revocat i onVal ues inclause 7.6.2, and Ar chi veTi neSt anp in clause 7.7.1.

6.2.6  The Unsi gnedDat aCbj ect Properti es element

This element contains properties that qualify some of the signed data objects. The signature generated by the signer
does not cover the content of this element.

<xsd: el emrent nane="Unsi gnedDat aCbj ect Properti es"
t ype="Unsi gnedDat aCbj ect Properti esType" />

<xsd: conpl exType nanme="Unsi gnedDat aCbj ect Properti esType" >
<xsd: sequence>
<xsd: el emrent nanme="Unsi gnedDat aCbj ect Property" type="AnyType"
m nOccur s="0" maxCccur s="unbounded"/ >
</ xsd: sequence>
<xsd:attribute name="1d" type="xsd:|D' use="optional"/>
</ xsd: conpl exType>

The optional | d attribute can be used to make a reference to the Unsi gnedPr operti es element.

TS 101 733 [1] does not specify the usage of any unsigned property qualifying the signed data object. The present
document, however, incorporates this element for the shake of completeness and to cope with potential future needs for
inclusion of such kind of properties. The schema definition leaves open the definition of the contents of thistype. The
type AnyTypeisdefined in clause 7.1.1.

6.3 Incorporating qualifying properties into an XML signature

The present document utilizesthe ds: Cbj ect auxiliary element from XMLDSIG [3]. It MUST be used to incorporate
the qualifying propertiesinto the XMLDSIG signature. In principle, two different means are provided for this
incorporation:

. direct incorporation meansthat aQual i f yi ngPr operti es elementisput asachild of theds: Obj ect ;

. indirect incorporation meansthat aQual i f yi ngPr operti esRef er ence element is put as achild of the
ds: Obj ect . Thiselement containsinformation about aQual i f yi ngPr operti es element that is stored
in place different from the signature (see clause 6.3.2).

However, the following restrictions apply for using ds: Cbj ect , Qual i f yi ngProperti es and
Qual i fyi ngProperti esRef erence:

. al instances of the Qual i fyi ngProperti es andtheQual i fyi ngProperti esRef erence element
MUST occur withinasingleds: Obj ect element;

. at most one instance of the Qual i f yi ngPr operti es element MAY occur within thissingleds: Ohj ect
element;
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. all signed properties MUST occur within a single QualifyingProperties element. This element can either be a
child of theds: Obj ect element (direct incorporation), or it can be referenced by a
Qual i fyi ngPropertiesRef erence element. See clause 6.3.1 for information how to sign properties,

. zero or more instances of the Qual i fyi ngProperti esRef er ence element MAY occur within the
singleds: Cbj ect element.

No restrictions apply to the relative position of theds: Cbj ect containing the Qual i f yi ngProperti es or
Qual i fyi ngProperti esRef er ence with respect to othersds: Obj ect elements present within
ds: Si gnat ure.

It is out of the scope of the present document to specify the mechanisms required to guarantee the correct storage of the
distributed Qual i f yi ngProperti es elements (i.e. that the properties are stored by the entity that has to store them
and that they are not undetectable modified).

6.3.1 Signing properties

As has already been stated, al the properties that should be protected by the signature have to be collected in asingle
instance of the Qual i f yi ngPr operti es element. Actually these properties are children of the
Si gnedPr operti es child of thiselement.

In order to protect the properties with the signature, ads: Ref er ence element MUST be added to the XMLDSIG
signature. Thisds: Ref er ence element MUST be composed in such away that it usesthe Si gnedPr operti es
element mentioned above as the input for computing its corresponding digest.

Additionally, the present document MANDATES the use of the Ty pe attribute of this particular ds: Ref er ence
element, with its value set to:

http://uri.etsi.org/01903/vl. 2. 1#Si gnedProperties

Thisvalue indicates that the data used for hash computation isa Si gnedPr opert i es element and therefore helps a
verifying application to detect the signed properties of a signature conforming to the present document.

If theQual i fyi ngProperti es eement containing the Si gnedPr operti es element isstored in aplace
different from the signature (indirect incorporation), the result of processing the URI and transformsin this

ds: Ref er ence element MUST be the same as the result of processing the URI and transformsin the

Qual i fyi ngProperti esRef er ence element pointing to the aforementioned Qual i f yi ngProperti es
element.

6.3.2 The Qual i fyi ngProperti esRef erence element

This element contains information about aQual i f yi ngPr operti es element that is stored in place different from
the signature, for instance in another XML document.

<xsd: el ement name="Qual i fyi ngProperti esRef erence"
type="Qual i fyi ngProperti esRef erenceType"/ >

<xsd: conpl exType nane="Qual i fyi ngProperti esReferenceType">
<xsd: sequence>
<xsd: el ement ref="ds: Transforns" m nCccurs="0"/>
</ xsd: sequence>
<xsd:attribute name="URI" type="xsd:anyURl " use="required"/>
<xsd:attribute name="1d" type="xsd:|D"' use="optional"/>
</ xsd: conpl exType>

The mandatory URI attribute provides an identifier for the location of the Qual i f yi ngPr operti es element. This
could be for instance a URL to aweb site where the information can be retrieved, or a name that the participating
applications can use to identify a particular Qual i f yi ngProperti es element.
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The optional ds: Tr ansf or ms element can be used to specify a chain of transformations that has to be applied to the
datareferenced by the URI attribute in order to get the actual representation of the Qual i fyi ngPr operti es
element. The processing model for the chain of transformationsis as defined in clause 4.3.3.2 of XMLDSIG [3].

The optional | d attribute can be used to make areferenceto the Qual i f yi ngPr operti esRef er ence element.

7 Qualifying properties syntax

This clause describesin detail al qualifying properties which have been introduced in clause 5. It provides arationale
for each property as well asits XML Schema definition together with explanatory textual information.

Clause 7.1 summarizes a set of auxiliary structures that will be needed later on, while the remaining clauses corresponds
to acertain qualifying property.

Clause 7.2 describes in detail the qualifying properties that can appear in XAdES-BES and XAdES-EPES €lectronic
signatures forms as described in clause 4.

Clause 7.3 describesin detail the Si gnat ur eTi neSt anp.

Clause 7.4 describes in detail properties that contain references to validation data.

Clause 7.5 describes in detail properties that can contain time-stamps covering references to validation data.
Clause 7.6 describes in detail properties that can contain validation data values.

Clause 7.7 describesin detail the Ar chi val Ti meSt anp.

7.1 Auxiliary syntax

The following three auxiliary XML structures are utilized in several casesin the subsequent clauses.

7.1.1 The AnyType data type

The Any Type Schema data type has a content model that allows a sequence of arbitrary XML elements that (mixed
with text) is of unrestricted length. It also allows for text content only. Additionally, an element of this data type can
bear an unrestricted number of arbitrary attributes. It is used throughout the remaining parts of this clause wherever the
content of an XML element has been | eft open.

<xsd: conpl exType nanme="AnyType" mni xed="true">
<xsd: sequence m nCccurs="0" nmaxCccur s="unbounded" >
<xsd: any nanespace="##any" processContents="|ax"/>
</ xsd: sequence>
<xsd: anyAttri bute nanespace="##any"/>
</ xsd: conpl exType>

7.1.2 The Cbj ect I denti fi er Type data type

The Obj ectldentifierType datatypecanbeused toidentify aparticular data object.

It allows the specification of an unique and permanent identifier of an object. In addition, atextual description of the
nature of the data object, and a number of references to documents where additional information about the nature of the
data object can be found.

<xsd: conpl exType nane="bj ect |l dentifierType">
<xsd: sequence>
<xsd: el emrent name="ldentifier" type="IdentifierType"/>
<xsd: el ement name="Description" type="xsd:string”" m nCccurs="0"/>
<xsd: el ement name="Docunent at i onRef er ences"
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t ype="Docunent at i onRef er encesType" m nCccurs="0"/>
</ xsd: sequence>
</ xsd: conpl exType>

The I dentifier element containsapermanent identifier. Once assigned the identifier can never be re-assigned
again. It supports both the mechanism that is used to identify objectsin ASN.1 and the mechanism that is usually used
to identify objectsin an XML environment:

. inan XML environment objects are typically identified by means of an Uniform Resource Identifier, URI. In
this case, the content of | dent i fi er consistsof theidentifying URI, and the optional Qual i fi er attribute
is not specified;

. in ASN.1 an Object I Dentifier (OID) is used to identify an object. To support an OID, the content of Identifier
consists of an OID, either encoded as Uniform Resource Name (URN) or as Uniform Resource
Identifier (URI). Theoptional Qual i fi er attribute can be used to provide a hint about the applied
encoding (values O DASURN or O DAsSURI ).

Should an OID and an URI exist identifying the same object, the present document encourages the use of the URI as
explained in the first bullet above.

<xsd: conpl exType nane="I|dentifierType">
<xsd: si npl eCont ent >
<xsd: ext ensi on base="xsd: anyURl ">
<xsd:attribute name="Qualifier" type="QualifierType"
use="optional "/ >
</ xsd: ext ensi on>
</ xsd: si npl eCont ent >
</ xsd: conpl exType>
<xsd: si npl eType nane="Qual ifierType">
<xsd:restriction base="xsd:string">
<xsd: enuneration val ue="0 DAsSURI "/ >
<xsd: enunerati on val ue="0O DASURN'/ >
</xsd:restriction>
</ xsd: si npl eType>

Theoptional Descri pti on element contains aninformal text describing the object identifier.

Theoptional Docurrent at i onRef er ences element consists of an arbitrary number of references pointing to
further explanatory documentation of the object identifier.

<xsd: conpl exType name="Docunent ati onRef erencesType">
<xsd: sequence maxQccur s="unbounded" >
<xsd: el ement nane="Docunent at i onRef er ence" type="xsd: anyURl "/ >
</ xsd: sequence>
</ xsd: conpl exType>

7.1.3 The Encapsul at edPKI Dat aType data type

The Encapsul at edPKI Dat aType isused toincorporate apiece of PKI datainto an XML structure whereas the
PKI datais encoded using an ASN.1 encoding mechanism. Examples of such PKI data that are widely used at the time
being include X.509 certificates and revocation lists, OCSP responses, attribute certificates and time-stamps.

<xsd: conpl exType name="Encapsul at edPKI Dat aType" >
<xsd: si npl eCont ent >
<xsd: ext ensi on base="xsd: base64Bi nary" >
<xsd:attribute name="1d" type="xsd:|D"' use="optional"/>
<xsd: attri bute name="Encodi ng" type="xsd:anyURI"
use="optional "/ >
</ xsd: ext ensi on>
</ xsd: si npl eCont ent >
</ xsd: conpl exType>

The content of this data type is the piece of PKI data, base64 encoded as defined in [3].
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The Encodi ng attribute is an URI identifying the encoding used in the original PK1 data. So far, the two following
URIs have been identified:

http://uri.etsi.org/01903/v1.2.1#DER for denoting that the original PK| data were ASN.1 data encoded in DER.

http://uri.etsi.org/01903/v1.2.1#BER for denoting that the original PK| data were ASN.1 data encoded in BER.

http://uri.etsi.org/01903/v1.2.1#CER for denoting that the original PKI datawere ASN.1 data encoded in CER.

http://uri.etsi.org/01903/v1.2.1#PER for denoting that the original PK| data were ASN.1 data encoded in PER.

http://uri.etsi.org/01903/v1.2.1#XER for denoting that the original PKI| data were ASN.1 dataencoded in XER.

If the Encodi ng attribute is not present, then it is assumed that the PKI datais ASN.1 data encoded in DER.

Theoptional | D attribute can be used to make a reference to an element of this data type.

7.1.4 The Ti neSt anpType data type

Time-Stamps shall be used with XML Advanced Electronic Signatures in a number of use cases. The present document
proposes a number of different properties able to contain time-stamp tokens. Each time-stamp token included in these
properties will cover a specific set of elements and properties of an electronic signature and will satisfy, in this way,
different requirements:

. One property that contains atime-stamp over the Si gnat ur eVal ue element to protect against repudiation
in case of a key compromise.

. Two properties contain time-stamp tokens provided for protection against fraudulence in case of a CA key
compromise:

- atime-stamp only over al certificate and revocation information references,

atime-stamp computed over the signature value, the signature time-stamp and the certificate and
revocation information references.

. To provide for long term validity of an XML signature, a time-stamp can be applied over a signature including
validation data values. One property is defined for this purpose. More than one instance of this property can be
added as time goes on to the archived electronic signature.

. Additionally, properties that contain time-stamp tokens proving that some or al the data objects to be signed
have been created before some time, can also be added as signed properties to the XAdES.

A time-stamp is obtained by sending the digest value of the given data to the Time-Stamp Authority (TSA). The
returned time-stamp is a signed data that contains the digest value, the identity of the TSA, and the time of stamping.
This proves that the given data existed before the time of stamping.

Time-Stamps specified in the present document will be generated on selected parts of the X AdES signature element.
Below follows the schema definition for the data type used for al the time-stamps mentioned above:

<xsd: conpl exType nanme="Ti neSt anpType" >
<xsd: sequence>
<xsd: el ement name="1ncl ude" type="Incl udeType"
maxQOccur s="unbounded"/ >
<xsd: el ement ref="ds: Canoni cal i zati onMet hod" m nCccurs="0"/>

<xsd: choi ce>
<xsd: el emrent nanme="Encapsul at edTi meSt anp"
t ype="Encapsul at edPKI Dat aType"/ >
<xsd: el emrent name="XM.Ti neSt anp" type="AnyType"/>
</ xsd: choi ce>
</ xsd: sequence>
<xsd:attribute name="1d" type="xsd:|D' use="optional"/>
</ xsd: conpl exType>

<xsd: conpl exType name="Incl udeType" >
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<xsd:attribute name="URI" type="xsd:anyURl " use="required"/>
<xsd: attri bute nanme="referencedData" type="xsd: bool ean"
use="optional "/ >
</ xsd: conpl exType>

The sequence of | ncl ude elementsis used to produce the input for the computation of the digest value that is sent to
the TSA and is present in the time-stamp token.

The URI attribute references the elements that are time-stamped. In time-stamps that cover ds: Ref er ence elements,
the attribute r ef er encedDat a MAY be present. If present with valuesetto "t r ue" , the time-stamp is computed on
the result of processing the corresponding ds: Ref er ence element according to the XMLDSIG processing model. If
the attribute is not present or is present with value" f al se" , the time-stamp is computed on the ds: Ref er ence
element itself.

When present, the optional ds: Canoni cal i zat i onMet hod element will indicate the canonicalization method
used for canonicalizing XML contents resulting after dereferencing (and processing when required) the data objects.
When not present, the standard canonicalization method as specified by XMLDSIG MUST be used.

The actual input to the digest computation is obtained as follows. Each | ncl ude element MUTS be processed as
detailed below:

1) Retrievethe datareferenced in the URI attribute.

2) If theretrieved dataisads: Ref er ence element and ther ef er encedDat a attributeissetto "t r ue"
value, take the result of processing the retrieved ds: Ref er ence element according to the reference
processing model of the XMLDSIG; otherwise take the ds: Ref er ence element itself.

3) If theresulting dataisa XML nodeset, canonicalizeit. If ds: Canoni cal i zat i on is present, the algorithm
indicated by this element is used. If not, the standard canonicalization method specified by XMLDSIG is used.

4)  Concatenate the resulting octets to those ones that come from processing previous | ncl ude elements present
in the property.

The concatenated octets are the actual input to the digest computation. The time-stamp generated by the TSA can be
either an ASN.1 data object (as defined in [11], use Encapsul at edTi meSt anp), or it can be encoded as XML
(use XMLTi me St anp). Since at the time being there is no standard for an XML time-stamp, we provide a placehol der
for future use.

7.2 Properties for XAdES-BES and XAdES-EPES forms

This clause describes in detail the qualifying properties that can appear in XAdES-BES and XAdES-EPEST forms as
described in clause 4.

7.2.1  The Si gni ngTi e element

The signing time property specifies the time at which the signer (purportedly) performed the signing process.

The XML Schema recommendation [5] defines an XML type xsd: dat eTi ne that allows for the inclusion of the
required information. Thisisthe type selected for the Si gni ngTi ne element.

Thisisasigned property that qualifies the whole signature.
At most one Si gni ngTi e element MAY be present in the signature.
Below follows the Schema definition for this element:

<xsd: el ement nane="Si gni ngTi ne" type="xsd: dat eTi me"/>
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7.2.2 The SigningCertificate element

In many real life environments users will be able to get from different CAs or even from the same CA, different
certificates containing the same public key for different names. The prime advantage is that a user can use the same
private key for different purposes. Multiple use of the private key is an advantage when a smart card is used to protect
the private key, since the storage of a smart card is aways limited. When several CAs are involved, each different
certificate may contain a different identity, e.g. asanational or as an employee from a company. Thus when a private
key is used for various purposes, the certificate is needed to clarify the context in which the private key was used when
generating the signature. Where there is the possibility of multiple use of private keysit is necessary for the signer to
indicate to the verifier the precise certificate to be used.

Many current schemes simply add the certificate after the signed data and thus are subject to various substitution
attacks. An example of a substitution attack isa"bad" CA that would issue a certificate to someone with the public key
of someone else. If the certificate from the signer was simply appended to the signature and thus not protected by the
signature, any one could substitute one certificate by another and the message would appear to be signed by some one
else. In order to counter thiskind of attack, the identifier of the certificate has to be protected by the digital signature
from the signer.

The Si gni ngCertifi cat e property isdesigned to prevent the simple substitution of the certificate. This property
contains references to certificates and digest values computed on them.

The certificate used to verify the signature SHALL be identified in the sequence; the signature policy MAY mandate
other certificates be present, that MAY include all the certificates up to the point of trust.

Thisisasigned property that qualifies the signature.
At most Si gni ngCertificate element MAY be present in the signature.

Below follows the Schema definition:
<xsd: el ement name="Si gni ngCertificate" type="CertlDLi st Type"/>

<xsd: conpl exType name="Cert | DLi st Type">
<xsd: sequence>
<xsd: el ement name="Cert" type="Certl| DType"
maxQOccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: conpl exType nane="Cert| DType" >
<xsd: sequence>
<xsd: el emrent name="Cert Di gest" type="Di gest Al gAndVal ueType"/ >
<xsd: el enment name="I|ssuerSerial" type="ds: X509I| ssuer Seri al Type"/ >
</ xsd: sequence>
<xsd:attribute name="URlI" type="xsd:anyURl " use="optional"/>
</ xsd: conpl exType>

<xsd: conpl exType name="Di gest Al gAndVal ueType" >
<xsd: sequence>
<xsd: el ement ref="ds: Di gest Met hod"/ >
<xsd: el ement ref="ds: D gest Val ue"/>
</ xsd: sequence>
</ xsd: conpl exType>

The Si gni ngCerti fi cat e element contains the aforementioned sequence of certificate identifiers and digests
computed on the certificates (Cer t elements).

Theelement | ssuer Seri al containsthe identifier of one of the certificates referenced in the sequence. Should the
ds: X5091 ssuer Seri al element appear in the signature to denote the same certificate, its value MUST be
consistent with the corresponding | ssuer Seri al element.

ETSI



31 ETSI TS 101 903 V1.2.1 (2004-03)

The element Cer t Di gest contains the digest of one of the certificates referenced in the sequence. It contains two
elements: ds: Di gest Met hod indicates the digest algorithm and ds: Di gest Val ue contains the value of the
digest.

The optional URI attribute serves to indicate where the referenced certificate can be found.

7.2.3 The SignaturePolicyldentifier element

The signature policy isa set of rulesfor the creation and validation of an electronic signature, under which the signature
can be determined to be valid. A given legal/contractual context MAY recognize a particular signature policy as
meeting its requirements.

The signature policy needsto be available in human readable form so that it can be assessed to meet the requirements of
the legal and contractual context in which it is being applied.

To facilitate the automatic processing of an electronic signature the parts of the signature policy which specify the
electronic rules for the creation and validation of the electronic signature also need to be in a computer processable
form.

If no signature policy isidentified then the signature may be assumed to have been generated/verified without any
policy constraints, and hence may be given no specific legal or contractual significance through the context of a
signature policy.

The present document specifies two unambiguous ways for identifying the signature policy that a signature follows:

. The electronic signature can contain an explicit and unambiguous identifier of a Signature Policy together with
ahash value of the signature policy, so it can be verified that the policy selected by the signer is the one being
used by the verifier. An explicit signature policy has a globally unique reference, which, in this way, is bound
to an electronic signature by the signer as part of the signature calculation. In these cases, for a given explicit
signature policy there shall be one definitive form that has a unique binary encoded value. Finally, a signature
policy identified in thisway MAY be qualified by additional information.

. Alternatively, the electronic signature can avoid the inclusion of the aforementioned identifier and hash value.
Thiswill be possible when the signature policy can be unambiguously derived from the semantics of the type
of data object(s) being signed, and some other information, e.g. national laws or private contractual
agreements, that mention that a given signature policy MUST be used for this type of data content. In such
cases, the signature will contain a specific empty element indicating that this implied way to identify the
signature policy is used instead the identifier and hash value.

The signature policy identifier isa signed property qualifying the signature.

At most one Si gnat ur ePol i cyl denti fi er element MAY be present in the signature.
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Below follows the Schema definition for this type:

<xsd: el ement name="Si gnat urePol i cyl dentifier"
type="Si gnat urePol i cyl dentifier Type"/>

<xsd: conpl exType nane="Si gnat urePol i cyl dentifierType">
<xsd: choi ce>
<xsd: el emrent name="Si ghat urePol i cyl d* type="Si gnat urePolicyl dType"/>
<xsd: el ement name="Si gnat urePol i cyl nplied"/>
</ xsd: choi ce>
</ xsd: conpl exType>

<xsd: conpl exType name="Si ghat ur ePol i cyl dType" >
<xsd: sequence>
<xsd: el ement name="Si gPol i cyl d" type="CbjectldentifierType"/>
<xsd: el ement ref="ds: Transforms" m nCccurs="0"/>
<xsd: el emrent name="Si gPol i cyHash" type="Di gest Al gAndVal ueType"/ >
<xsd: el ement name="Si gPol i cyQualifiers"
type="Si gPol i cyQual i fiersLi st Type" m nCccurs="0"/>
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: conpl exType name="Si gPol i cyQual i fi ersLi st Type">
<xsd: sequence>
<xsd: el ement nanme="Si gPol i cyQualifier" type="AnyType"
maxQOccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>

The Si gnat ur ePol i cyl d element will appear when the signature policy isidentified using the first alternative. The
Si gPol i cyl d element contains an identifier that uniquely identifies a specific version of the signature policy. The

Si gPol i cyHash element contains the identifier of the hash algorithm and the hash value of the signature policy. The
Si gPol i cyQual i fi er element can contain additional information qualifying the signature policy identifier. The
optional ds: Tr ansf or ns element can contain the transformations performed on the signature policy document
before computing its hash. The processing model for these transformationsis described in [3].

Alternatively, the Si gnat ur ePol i cyl npl i ed element will appear when the second alternative is used. This empty
element indicates that the data object(s) being signed and other external dataimply the signature policy.

7.23.1 Signature Policy qualifiers
Two qualifiers for the signature policy have been identified so far:
. aURL where a copy of the Signature Policy (SP) MAY be obtained;

. auser notice that should be displayed when the signature is verified.
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Below follows the Schema definition for these two elements:

<xsd: el ement name="SPURI " type="xsd: anyURI "/ >
<xsd: el ement nanme="SPUser Noti ce" type="SPUser NoticeType"/>

<xsd: conpl exType nane="SPUser Noti ceType" >
<xsd: sequence>
<xsd: el ement nane="Noti ceRef" type="Noti ceReferenceType"
m nCccurs="0"/>
<xsd: el ement nanme="ExplicitText" type="xsd:string"
m nCccurs="0"/>
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: conpl exType nane="Noti ceRef erenceType" >
<xsd: sequence>
<xsd: el emrent name="Organi zati on" type="xsd:string"/>
<xsd: el ement name="Noti ceNurmbers" type="IntegerListType"/>
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: conpl exType nanme="I| nt egerLi st Type">
<xsd: sequence>
<xsd: el ement name="int" type="xsd:integer" m nOccurs="0"
maxQOccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>

The SPUser Not i ce element isintended for being displayed whenever the signature is validated. The

Explicit Text element containsthe text of the notice to be displayed. Other notices could come from the
organization issuing the signature policy. The Not i ceRef element names an organization and identifies by numbers
(Not i ceNunber s element) a group of textual statements prepared by that organization, so that the application could
get the explicit notices from a noticesfile.

7.2.4 The Count er Si ghat ur e element

Some electronic signatures may only be valid if they bear more than one signature. Thisis the case generally when a
contract is signed between two parties. The ordering of the signatures may or may not be important, i.e. one may or may
not need to be applied before the other.

Several forms of multiple and counter signatures need to be supported, which fall into two basic categories:
. independent signatures;
. embedded signatures.

Independent signatures are parallel signatures where the ordering of the signaturesis not important. Therefore an
independent signature will not appear as a CounterSignature property of another independent one.

Embedded signatures are applied one after the other and are used where the order the signatures are applied is
important. Multiple embedded signatures are supported using the Count er Si gnat ur e unsigned property. Each
countersignature is carried in one Count er si gnat ur e element added to the Si gnat ur e element to which the
countersignature is applied.

Inaqualified Si gnat ur e the contents of the Count er Si gnat ur e element are one or more signatures
(i.e.ds: Si gnat ur e elements) of the Si gnat ur eVal ue inthe qualified Si gnat ur e.

A countersignature can itself be qualified by aCount er Si gnat ur e property. Thusit is possible to construct
arbitrarily long series of countersignatures.

Thisisaunsigned property that qualifies the signature.
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Below follows the Schema definition for this element:
<xsd: el ement name="Count er Si gnat ure" type="Counter Si gnat ureType" />

<xsd: conpl exType name="Count er Si gnat ur eType" >
<xsd: sequence>
<xsd: el ement ref="ds: Sighature"/>
</ xsd: sequence>
</ xsd: conpl exType>

Figure 2 shows a countersigned Si gnat ur e:
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Figure 2: Use of CounterSignature element

7.2.5 The Dat aCbj ect For mat element

When presenting signed data to a human user it may be important that there is no ambiguity as to the presentation of the
signed data object to the relying party. In order for the appropriate representation (text, sound or video) to be selected
by the relying party a content hint MAY be indicated by the signer. If arelying party system does not use the format
specified to present the data object to the relying party, the electronic signature may not be valid. Such a behaviour may
have been established by the signature policy, for instance.

The Dat aCbj ect For mat element provides information that describes the format of the signed data object. This
element SHOULD be present when the signed datais to be presented to human users on verification if the presentation
format is not implicit within the data that has been signed. Thisis a signed property that qualifies one specific signed
data object. In consequence, an XML electronic signature aligned with the present document MAY contain more than
one Dat aObj ect For mat elements, each one qualifying one signed data object.

ETSI



35 ETSI TS 101 903 V1.2.1 (2004-03)

Below follows the schema definition for this element:
<xsd: el enment name="Dat aCbj ect Format" type="Dat aCbj ect For mat Type"/ >
<xsd: conpl exType name="Dat aCbj ect For mat Type" >
<xsd: sequence>
<xsd: el ement name="Descri ption" type="xsd:string" m nCccurs="0"/>
<xsd: el emrent name="bj ectldentifier" type="CbjectldentifierType"
m nCccurs="0"/>
<xsd: el emrent name="M neType" type="xsd:string" m nCccurs="0"/>
<xsd: el emrent name="Encodi ng" type="xsd:anyURI " m nCccurs="0"/>
</ xsd: sequence>
<xsd: attribute nane="hj ect Ref erence" type="xsd: anyURl "
use="requi red"/>
</ xsd: conpl exType>

The mandatory Cbj ect Ref er ence attribute MUST reference the ds: Ref er ence element of theds: Si gnat ur e
corresponding with the data object qualified by this property.

This element can convey:
. textual information related to the signed data object in element Descri pti on;
. an identifier indicating the type of the signed data object in element Cbj ect | denti fi er;
. an indication of the MIME type of the signed data object in element M neTy pe;
. an indication of the encoding format of the signed data object in element Encodi ng.
At least one element of Descri pti on, Obj ectldentifier andM meType MUST be present within the

property.

7.2.6  The Comm t nent Typel ndi cati on element
The commitment type can be indicated in the electronic signature either:

. explicitly using a commitment type indication in the electronic signature;

. implicitly or explicitly from the semantics of the signed data object.

If the indicated commitment type is explicit by means of a commitment type indication in the electronic signature,
acceptance of averified signature implies acceptance of the semantics of that commitment type. The semantics of
explicit commitment types indications shall be specified either as part of the signature policy or MAY be registered for
generic use across multiple policies.

If asignature includes a commitment type indication other than one of those recognized under the signature policy the
signature shall be treated asinvalid.

How commitment is indicated using the semantics of the data object being signed is outside the scope of the present
document.

The commitment type MAY be:

. defined as part of the signature policy, in which case the commitment type has precise semantics that is
defined as part of the signature policy;

. aregistered type, in which case the commitment type has precise semantics defined by registration, under the
rules of the registration authority. Such aregistration authority may be atrading association or alegidative
authority.
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The definition of a commitment type includes:
. the object identifier for the commitment;
. a sequence of qualifiers.

The qualifiers can provide more information about the commitment, it could provide, for example, information about
the context be it contractual/legal/application specific.

If an electronic signature does not contain a recognized commitment type then the semantics of the electronic signature
is dependent on the data object being signed and the context in which it is being used.

Thisisasigned property that qualifies signed data object(s). In consequence, an XML electronic signature aligned with
the present document MAY contain more than one Commi t ment Typel ndi cat i on elements.

Below follows the schema definition for this e ement:

<xsd: el emrent nanme="Conmm t nent Typel ndi cati on"
t ype="Conmm t ment Typel ndi cati onType"/ >

<xsd: conpl exType name="Conmmi t nent Typel ndi cati onType" >
<xsd: sequence>
<xsd: el enment name="Comm t nent Typel d"
type="Cbj ectl denti fierType"/>
<xsd: choi ce>
<xsd: el enment name="bj ect Ref erence" type="xsd: anyURI"
m nOccur s="0" maxCccur s="unbounded"/ >
< xsd: el ement nanme="Al | Si gnedDat aCbj ect s"/ >
</ xsd: choi ce>
<xsd: el emrent nanme="Conmm t nent TypeQual i fiers"
type="Conm t ment TypeQual i fi ersLi st Type" m nCccurs="0"/>
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: conpl exType nane="Conm t ment TypeQual i fi ersLi st Type" >
<xsd: sequence>
<xsd: el emrent name="Commi t ment TypeQualifier"
type="AnyType" m nCccurs="0" maxCOccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>

The Commi t ment Typel d dement univocaly identifies the type of commitment made by the signer. A number of
commitments have been already identified in TS 101 733 [1], namely:

. Proof of origin indicates that the signer recognizes to have created, approved and sent the signed data object.
The URI for this commitment is http://uri.etsi.org/01903/v1.2.1#Proof Of Origin.

. Proof of receipt indicates that signer recognizes to have received the content of the signed data object. The
URI for this commitment is http://uri.etsi.org/01903/v1.2.1#Proof Of Receipt.

. Proof of delivery indicates that the TSP providing that indication has delivered a signed data object in alocal
store accessible to the recipient of the signed data object. The URI for this commitment is
http://uri.etsi.org/01903/v1.2.1#Proof Of Delivery.

. Proof of sender indicates that the entity providing that indication has sent the signed data object (but not
necessarily created it). The URI for this commitment is http://uri.etsi.org/01903/v1.2.1#Proof Of Sender.

. Proof of approval indicates that the signer has approved the content of the signed data object. The URI for
this commitment is http://uri.etsi.org/01903/v1.2.1#Proof Of Approval.

. Proof of creation indicates that the signer has created the signed data object (but not necessarily approved, nor
sent it). The URI for this commitment is http://uri.etsi.org/01903/v1.2.1#Proof Of Creation.

One Obj ect Ref er ence element refersto one ds: Ref er ence element of theds: Si gnedl nf o corresponding
with one data object qualified by this property. If some but not all the signed data objects share the same commitment,
one Obj ect Ref er ence element MUST appear for each one of them. However, if al the signed data objects share

the same commitment, the Al | Si gnedDat aObj ect s empty element MUST be present.
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The Conmi t nent TypeQual i fi er s element provides means to include additional qualifying information on the
commitment made by the signer.

7.2.7 The Si gnat ur eProducti onPl ace element

In some transactions the purported place where the signer was at the time of signature creation MAY need to be
indicated. In order to provide thisinformation a new property MAY be included in the signature.

This property specifies an address associated with the signer at a particular geographical (e.g. city) location.
Thisisasigned property that qualifies the signer.

An XML electronic signature aligned with the present document MAY contain at most one
Si gnat ur ePr oducti onPl ace element.

Below follows the schema definition for this e ement:

<xsd: el emrent nanme="Si gnhat ur ePr oducti onPl ace"
t ype="Si gnhat ur eProduct i onPl aceType"/ >

<xsd: conpl exType name="Si ghat ur ePr oducti onPl aceType" >
<xsd: sequence>
<xsd: el emrent name="City" type="xsd:string" m nCccurs="0"/>
<xsd: el ement nane="StateO Provi nce" type="xsd:string"
m nCccurs="0"/>
<xsd: el ement name="Post al Code" type="xsd:string" m nCccurs="0"/>
<xsd: el emrent nanme="CountryNane" type="xsd:string" m nCccurs="0"/>
</ xsd: sequence>
</ xsd: conpl exType>

7.2.8 The Si gner Rol e element

While the name of the signer isimportant, the position of the signer within a company or an organization can be even
more important. Some contracts may only be valid if signed by a user in a particular role, e.g. a Sales Director. In many
cases who the sales Director redlly is, is not that important but being sure that the signer is empowered by his company
to be the Sales Director is fundamental .

The present document defines two different ways for providing this feature:
. using a claimed role name;
. using an attribute certificate containing a certified role.

Thesigner MAY state his own role without any certificate to corroborate this claim. In which case the claimed role can
be added to the signature as a signed qualifying property.

Unlike public key certificates that bind an identifier to a public key, Attribute Certificates bind the identifier of a
certificate to some attributes of its owner, like arole. The Attribute Authority will be most of the time under the control
of an organization or acompany that is best placed to know which attributes are relevant for which individual. The
Attribute Authority MAY use or point to public key certificates issued by any CA, provided that the appropriate trust
may be placed in that CA. Attribute Certificates MAY have various periods of validity. That period may be quite short,
e.g. one day. While thisrequires that a new Attribute Certificate is obtained every day, valid for that day, this can be
advantageous since revocation of such certificates may not be needed. When signing, the signer will have to specify
which Attribute Certificate it selects.

Thisisasigned property that qualifies the signer.

An XML electronic signature aligned with the present document MAY contain at most one Si gner Rol e element.

ETSI



38 ETSI TS 101 903 V1.2.1 (2004-03)

Below follows the Schema definition for this element:
<xsd: el enment name="Si gner Rol e" type="Si gner Rol eType"/ >

<xsd: conpl exType name="Si gher Rol eType" >
<xsd: sequence>
<xsd: el emrent nanme="C ai nedRol es" type="d ai nedRol esLi st Type"
m nCccurs="0"/>
<xsd: el ement name="CertifiedRol es" type="CertifiedRol esLi st Type"
m nOccur s="0"/ >
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: conpl exType name="C ai medRol esLi st Type" >
<xsd: sequence>
<xsd: el emrent nanme="C ai nredRol e" type="AnyType"
maxQOccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: conpl exType nane="Certifi edRol esLi st Type">
<xsd: sequence>
<xsd: el emrent name="Certifi edRol e" type="Encapsul at edPKI Dat aType"
maxQOccur s="unbounded"/ >

</ xsd: sequence>
</ xsd: conpl exType>

This property contains a sequence of roles that the signer can play (element Si gner Rol e). At least one of the two
elements Cl ai medRol es or Certifi edRol es MUST be present.

The d ai medRol es element contains a sequence of roles claimed by the signer but not certified. Additional contents
types MAY be defined on a domain application basis and be part of this element. The namespaces given to the
corresponding XML schemas will allow their unambiguous identification in the case these roles use XML.

TheCertifi edRol es element contains one or more wrapped DER-encoded attribute certificates for the signer.

7.2.9 The Al | Dat aCbj ect sTi neSt anp element

The Al | Dat aCbj ect sTi meSt anp element contains the time-stamp computed before the signature production, over
the sequence formed by ALL theds: Ref er ence elements within theds: Si gnedI nf o referencing whatever the
signer wants to sign except the Si gnedPr operti es element.

The application MUST compose the | ncl ude elementsto refer to all the ds: Ref er ence elements except the one
referencing the Si gnedPr operti es element. Their corresponding r ef er encedDat a attribute MUST be present
andsetto"true".

The Al | Dat aCbj ect sTi neSt anp element isasigned property.
Several instances of this property from different TSAs can occur within the same X AdES.
Below follows the schema definition for this element:

<xsd: el emrent name="Al | Dat aCbj ect sTi neSt anmp” type="Ti meSt anpType"/ >

7.2.10 The I ndi vi dual Dat aCbj ect sTi neSt anp element

Thel ndi vi dual Dat aCbj ect sTi meSt anp element contains the time-stamp computed before the signature
production, over a sequence formed by SOME ds: Ref er ence elementswithintheds: Si gnedl nf 0. Note that this
sequence cannot contain ads: Ref er ence computed onthe Si gnedPr operti es element.

The application MUST compose the | ncl ude elementsto refer to thoseds: Ref er ence elementsthat are to be
time-stamped. Their corresponding r ef er encedDat a attribute MUST be present and setto "t r ue”.
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Thel ndi vi dual Dat aObj ect sTi meSt anp element isasigned property that qualifies the signed data object(s).
Several instances of this property can occur within the same XAdES.
Below follows the schema definition for this element:

<xsd: el emrent name="1ndi vi dual Dat aCbj ect sTi meSt anp" type="Ti meSt anpType"/>

7.3 The Si gnat ur eTi neSt anp element

Animportant property for long standing signatures is that a signature, having been found once to be valid, shall
continue to be so months or years later.

A signer, verifier or both MAY be required to provide on request, proof that a digital signature was created or verified
during the validity period of the al the certificates that make up the certificate path. In this case, the signer, verifier or
both will also be required to provide proof that all the user and CA certificates used were not revoked when the
signature was created or verified.

It would be quite unacceptable, to consider a signature asinvalid even if the keys or certificates were later
compromised. Thusthereis aneed to be able to demonstrate that the signature key was valid around the time that the
signature was created to provide long term evidence of the validity of a signature.

Time-stamping by a Time-Stamping Authority (TSA) can provide such evidence. A time-stamp is obtained by sending
the hash value of the given datato the TSA. The returned time-stamp is a signed data object that contains the hash
value, the identity of the TSA, and the time of stamping. This proves that the given data existed before the time of
stamping.

Time-stamping an electronic signature before the revocation of the signer's private key and before the end of the
validity of the certificate, provides evidence that the signature has been created while the certificate was valid and
before it was revoked.

If arecipient wantsto hold avalid electronic signature he will have to ensure that he has obtained a valid time-stamp for
it, before that key (and any key involved in the validation) is revoked. The sooner the time-stamp is obtained after the
signing time, the better.

It isimportant to note that signatures MAY be generated "off-line" and time-stamped at a later time by anyone, for
example by the signer or any recipient interested in the value of the signature. The time-stamp can thus be provided by
the signer together with the signed data object, or obtained by the recipient following receipt of the signed data object.

The validation mandated by the signature policy can specify a maximum acceptable time difference which is allowed
between the time indicated in the Si gni ngTi ne element and the time indicated by the Si gnat ur eTi neSt anp
element. If this delay is exceeded then the electronic signature shall be considered asinvalid.

The Si gnat ur eTi meSt anp encapsul ates the time-stamp over the ds: Si gnat ur eVal ue element.

The Si gnat ur eTi neSt anp element is an unsigned property qualifying the signature. A XAdES-T form MAY
contain several Si gnat ur eTi meSanp elements, obtained from different TSAs.

Below follows the schema definition for this e ement:

<xsd: el ement nane="Si gnat ur eTi neSt anmp" type="Ti meSt anpType"/ >

The application MUST compose one | ncl ude element with an URI referencing theds: Si gnat ur eVal ue
element. Theinput for the time-stamp hasis, in consequence, theds: Si gnat ur eVal ue element.

ETSI



40 ETSI TS 101 903 V1.2.1 (2004-03)

7.4 Properties for references to validation data

The following sub-clauses describe in detail qualifying properties that can contain references to certificates and
revocation val ues that have been used in the validation of the electronic signature.

When dealing with long term electronic signatures, all the data used in the verification (namely, certificate path and
revocation information) of such signatures MUST be stored and conveniently time-stamped as has been stated in
clause 4 for arbitration purposes. Similar considerations apply to attribute certificates if they appear within the
signature.

In some environments, it can be convenient to add these data to the electronic signature (as unsigned properties) for
archival purposes (see electronic signature form for archival in clause B.3.3).

Alternatively, other systems can consider convenient, for the purpose of arbitration, to archive them elsewhere. In such
cases each electronic signature MUST incorporate references to all these data within the signature, reducing accordingly
the size of the stored electronic signature. This format builds up taking XAdES-T signature by incorporating additional
datarequired for validation:

. the sequence of referencesto the full set of CA certificates that have been used to validate the electronic
signature up to (but not including ) the signer's certificate;

. afull set of references to the revocation data that have been used in the validation of the signer and CA
certificates.

741 The Conpl eteCertificat eRefs element

This clause defines the XML element able to carry the aforementioned references to the certificates: the
Conpl eteCertificat eRef s element.

Thisisan unsigned property that qualifies the signature.

An XML electronic signature aligned with the present document MAY contain at most one
Conpl eteCertificateRefs eement.

Below follows the schema definition for this e ement:

<xsd: el ement name="Conpl eteCertificateRefs"
t ype="Conpl et eCertificat eRef sType"/ >

<xsd: conpl exType nanme="Conpl eteCertificateRefsType">
<xsd: sequence>
<xsd: el ement nanme="Cert Refs" type="Certl|DLi st Type" />
</ xsd: sequence>
<xsd: attri bute nanme="1d" type="xsd:| D' use="optional"/>
</ xsd: conpl exType>

The Cer t Ref s element contains a sequence of Cert elements aready defined in clause 7.2.2, incorporating the
digest of each certificate and the issuer and serial number identifier.

7.4.2 The Conpl et eRevocat i onRef s element

Asit was stated in the previous clause, the addition, to an electronic signature, of the full set of referencesto the
revocation data that have been used in the validation of the signer and CAs certificates, provide meansto retrieve the
actual revocation data archived elsewhere in case of dispute and, in this way, to illustrate that the verifier has taken due
diligence of the available revocation information.

Currently two major types of revocation data are managed in most of the systems, namely CRL s and responses of on-
line certificate status servers, obtained through protocols designed for these purposes, like OCSP protocol.

This clause defines the Conpl et eRevocat i onRef s element that will carry the full set of revocation information
used for the verification of the electronic signature.

Thisisan unsigned property that qualifies the signature.
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An XML electronic signature aligned with the present document MAY contain at most one
Conpl et eRevocat i onRef s element.

Below follows the Schema definition for this element:

<xsd: el emrent name=" Conpl et eRevocat i onRef s"
t ype="Conpl et eRevocat i onRef sType"/ >

<xsd: conpl exType nanme="Conpl et eRevocat i onRef sType" >
<xsd: sequence>
<xsd: el enment name="CRLRefs" type="CRLRefsType" m nCccurs="0"/>
<xsd: el ement name=" OCSPRefs" type="0CSPRef sType" m nCccurs="0"/>
<xsd: el ement name="Q her Ref s" type="Q her Cert St at usRef sType"
m nCccurs="0"/>
</ xsd: sequence>
<xsd:attribute name="1d" type="xsd:|D' use="optional"/>
</ xsd: conpl exType>

<xsd: conpl exType nanme="CRLRef sType" >
<xsd: sequence>
<xsd: el emrent nanme="CRLRef" type="CRLRef Type"
maxQOccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: conpl exType nane=" CRLRef Type" >
<xsd: sequence>
<xsd: el emrent nanme="Di gest Al gAndVal ue"
t ype="Di gest Al gAndVal ueType"/ >
<xsd: el ement nanme="CRLIdentifier" type="CRLIdentifierType"
m nOccur s="0"/ >
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: conpl exType nane="CRLI dentifierType">
<xsd: sequence>
<xsd: el ement nane="I|ssuer" type="xsd:string"/>
<xsd: el enment name="1ssueTi ne" type="xsd: dateTi ne" />
<xsd: el emrent name="Nunber" type="xsd:integer" m nCccurs="0"/>
</ xsd: sequence>
<xsd:attribute name="URI" type="xsd:anyURI" use="optional "/>
</ xsd: conpl exType>

<xsd: conpl exType nane=" OCSPRef sType" >
<xsd: sequence>
<xsd: el emrent nanme=" OCSPRef" type="0OCSPRef Type"
maxQOccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: conpl exType nanme=" OCSPRef Type" >
<xsd: sequence>
<xsd: el ement name="OCSPl dentifier" type="OCSPldentifierType"/>
<xsd: el emrent nanme="Di gest Al gAndVal ue"
t ype="Di gest Al gAndVal ueType"
m nCccurs="0"/>
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: conpl exType nanme="OCSPI denti fi er Type" >
<xsd: sequence>
<xsd: el enment name="Responder| D' type="xsd:string"/>
<xsd: el ement name="ProducedAt" type="xsd: dateTi ne"/>
</ xsd: sequence>
<xsd:attribute name="URI" type="xsd:anyURI" use="optional "/>
</ xsd: conpl exType>

<xsd: conpl exType nane="CQ her Cert St at usRef sType" >
<xsd: sequence>
<xsd: el ement name="Q her Ref" type="AnyType"
maxQOccur s="unbounded"/ >
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</ xsd: sequence>
</ xsd: conpl exType>

The Conpl et eRevocat i onRef s element can contain:
. sequences of referencesto CRLs (CRLRef s element);
. sequences of referencesto OCSPResponse dataas defined in [9] (OCSPRef s element);
. other references to aternative forms of revocation data (Ot her Ref s element).
Each element in a CRLRef s sequence (Cr | Ref element) identifies one CRL. Thisidentification is made by means of:
. the digest of the entire DER encoded CRL (Di gest Al gAndVal ue element);

. aset of data(CRLI dent i fi er element) including theissuer (I ssuer element), the time when the CRL
wasissued (I ssueTi me element) and optionally the number of the CRL (Nurber element). The
| denti fi er element can be dropped if the CRL could be inferred from other information. ItsURI attribute
could serve to indicate where the identified CRL is archived.

Each element in a OCSPRef s sequence (CcspRef element) identifies one OCSP response. This identification is made
by means of:

. aset of data (OCSPI dent i fi er element) including the name of the server that has produced the referenced
response (Responder | D element) and the time indication in the " ProducedAt" field of the referenced
response (Pr oducedAt element). The optional URI attribute could serve to indicate where the OCSP
response identified is archived,;

. the digest computed on the DER encoded OCSPResponse asdefined in[9] (Di gest Al gAndVal ue
element) response, since it MAY be needed to differentiate between two OCSP responses by the same server
with their "ProducedAt" fields within the same second.

Alternative forms of validation data can be included in this property making use of the & her Ref s element, a
sequence whose items (Ot her Ref elements) can contain any kind of information.

7.4.3 The Attri buteCertificat eRefs element

Thisclause definesthe Attri buteCertifi cat eRefs element that will carry the references to the full set of
Attribute Authorities certificates that have been used to validate the attribute certificate.

This property MAY be used only when a user attribute certificate is present in the signature within the signature. It isan
unsigned property that qualifies the signature.

An XML electronic signature aligned with the present document MAY contain at most one
AttributeCertificateRefs eement.

Below follows the schema definition for this e ement:

<xsd: el enent nanme="Attri buteCertificateRefs"
type="Conpl eteCertificateRefsType"/>

744 The Attri but eRevocati onRef s element
This property MAY be used only when a user attribute certificate is present in the signature within the signature.

Thisclause definesthe At t ri but eRevocat i onRef s element able to carry the references to the full set of Attribute
Certificate Revocation List and/or OCSP responses that have been used in the validation of the attribute certificate(s)
present in the signature. Thisis an unsigned property that qualifies the signature.

An XML electronic signature aligned with the present document MAY contain at most one
Attri but eRevocati onRef s element.
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Below follows the schema definition for this e ement:

<xsd: el enent nane="Attri but eRevocati onRef s"
t ype="Conpl et eRevocat i onRef sType"/ >

7.5 Time-stamps on references to validation data

This clause discusses the suitability of time-stamping the references to validation data defined in clause 7.4.

Electronic signatures incorporating time-stamps on validation data references are needed when there is a requirement to
safeguard against the possibility of a CA key in the certificate chain ever being compromised. A verifier MAY be
required to provide on request, proof that the certification path and the revocation information used a the time of the
signature were valid, even in the case where one of the issuing keys or OCSP responder keysislater compromised.

The current document defines two ways of using time-stamps to protect against this compromise:

. Time-stamp the sequence formed by the digital signature (ds: Si gnat ur e element), the
Si gnat ur eTi meSt anp element when present in the XAdES-T form, the certification path references, the
Attribute Authorities certificate references and the revocation status references (for both the certificatesin the
certification path and in the list of Attribute Authorities certificate), when an OCSP response is used to get the
status of the certificate from the signer.

. Time-stamp only the references when CRLs are used to get the status of the certificate from the signer and the
status of the attribute certificates present in the signature.

The signer, verifier or both MAY obtain the time-stamp.

7.5.1 The Si gAndRef sTi neSt anp element

When an OCSP response is used, it is necessary to time-stamp in particular that response in the case the key from the
responder would be compromised. Since the information contained in the OCSP response is user specific and time
specific, an individua time-stamp is needed for every signature received. Instead of placing the time-stamp only over
the certification path references and the revocation information references, which include the OCSP response, the
time-stamp is placed on the digital signature (ds: Si gnhat ur e element), the signature time-stamp(s) present in the
XAdES-T form, the certification path references and the revocation status references. For the same cryptographic price,
thiswill provide an integrity mechanism over the electronic signature. Any modification can be immediately detected. It
should be noticed that other means of protecting/detecting the integrity of the electronic signature exist and could be
used.

The Si gAndRef sTi meSt anp element is an unsigned property qualifying the signature. Clause B.3.1 proposes a
XAdES form that can incorporate one or more Si gAndRef sTi neSt anp elements.

Below follows the schema definition for this e ement:

<xsd: el ement nane="Si gAndRef sTi meSt anp" type="Ti neSt anpType"/ >

The application MUST compose the following sequence of | ncl ude elements:

. onel ncl ude element whose URI attribute referencesthe ds: Si gnat ur eVal ue element of the qualified
XMLDSIG signature;

. onel ncl ude element per each present Si gnat ur eTi neSt anp. The URI attribute in each | ncl ude
element will reference one Si gnat ur eTi meSt anp element;

. onel ncl ude element whose URI attribute referencesthe Conpl et eCer ti fi cat eRef s property
element;

. onel ncl ude element whose URI attribute references the Conpl et eRevocat i onRef s property element;
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. one element whose URI attribute referencesthe At t ri but eCerti fi cat eRef s element if this property is
present;

. one element whose URI attribute referencesthe At t r i but eRevocat i onRef s element if this property is
present.

That is, theinput for the timestamp hash computation is a sequence of the following XML elements:

(ds: Si gnat ureVal ue, SignatureTi meStanp+, ConpleteCertificateRefs,
Conpl et eRevocati onRefs, AttributeCertificateRefs?, AttributeRevocati onRefs?).

7.5.2 The Ref sOnl yTi neSt anp element

Time-Stamping each ES with Complete Validation Data as defined above may not be efficient, particularly when the
same set of CA certificates and CRL information is used to validate many signatures.

Time-Stamping CA certificates will stop any attacker from issuing bogus CA certificates that could be claimed to exist
before the CA key was compromised. Any bogus time-stamped CA certificates will show that the certificate was
created after the legitimate CA key was compromised. |n the same way, time-stamping CA CRLs, will stop any attacker
from issuing bogus CA CRLs which could be claimed to exist before the CA key was compromised.

Time-Stamping of commonly used certificates and CRLs can be done centrally, e.g. inside a company or by a service
provider. This method reduces the amount of data the verifier has to time-stamp, for example it could reduce to just one
time-stamp per day (i.e. in the case were al the signers use the same CA and the CRL applies for the whole day). The
information that needs to be time-stamped is not the actual certificates and CRLs but the unambiguous references to
those certificates and CRLSs.

The hash sent to the TSA will be computed then over the concatenation of Conpl et eCerti fi cat eRef s and
Conpl et eRevocat i onRef s elements.

The Ref sOnl yTi meSt anp element isan unsigned property qualifying the signature
Clause B.3.1 proposes a XAdES form that can incorporate one or more Ref sOnl yTi meSt anp elements.
Below follows the schema definition for this element:

<xsd: el ement nane="RefsOnl yTi meSt amp" type="Ti neSt anpType"/>

The application MUST compose the following sequence of | ncl ude elements:

. onel ncl ude element whose URI attribute referencesthe Conpl et eCer ti fi cat eRef s property
element;

. onel ncl ude element whose URI attribute references the Conpl et eRevocat i onRef s property element;

. one element whose URI attribute referencesthe At t ri but eCerti fi cat eRef s element if this property is
present;

. one element whose URI attribute referencesthe At t r i but eRevocat i onRef s element if this property is
present.

That is, the input for the timestamp hash computation is a sequence of the following XML elements:

(Conpl eteCertificateRefs, ConpleteRevocati onRefs, AttributeCertificateRefs?,
Attri but eRevocati onRef s?))

7.6 Properties for validation data values

This clause describes in detail those properties that allow the incorporation of validation data values to the electronic
signature. Clause B.3.2 proposes a XAdES form for adding these values to the electronic signature.
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7.6.1 TheCertificateVal ues Property element

A verifier will have to prove that the certification path was valid, at the time of the validation of the signature, up to a
trust point according to the naming constraints and the certificate policy constraints from an optionally specified
signature validation policy. It will be necessary to capture al the certificates from the certification path, starting with
those from the signer and ending up with those of the certificate from one trusted root.

When dealing with long term electronic signatures, al the data used in the verification (including the certificate path)
MUST be conveniently archived. In principle, the Certi fi cat eVal ues element containsthe full set of certificates
that have been used to validate the electronic signature, including the signer's certificate. However, it is not necessary to
include one of those certificatesinto this property, if the certificate is already present intheds: Keyl nf o element of
thesignature. TheCer ti fi cat eVal ues element MAY also include the certification information for any TSUs that
have provided the time-stamp tokens if these certificates are not already included in the time-stamp tokens as part of the
TSUs signatures.

In fact, both the signer certificate and al certificates referenced in the Conpl et eCer ti fi cat eRef s property
(when present) element MUST be present either inthe ds: Keyl nf o element of the signature or in the

Certificat eVal ues property element. In addition, all the certificates referenced in AttributeCertificateRefs when
present, MUST also bepresentintheCerti fi cat eVal ues element.

TheCertifi cat eVal ues isan unsigned property and qualifiesthe XML signature.

An XML electronic signature aligned with the present document MAY contain at mostoneCer ti fi cat eVal ues
element.

<xsd: el emrent name="CertificateVal ues" type="CertificateVal uesType"/>

<xsd: conpl exType nane="CertificateVal uesType">
<xsd: choi ce m nCccurs="0" maxQccur s="unbounded" >
<xsd: el emrent name="Encapsul at edX509Certi ficate"
t ype="Encapsul at edPKI Dat aType"/ >
<xsd: el ement name="QtherCertificate" type="AnyType"/>
</ xsd: choi ce>
<xsd: attri bute nanme="1d" type="xsd:| D" use="optional"/>
</ xsd: conpl exType>

The Encapsul at edX509Certi fi cat e element isable to contain the base64 encoding of a DER-encoded X.509
certificate. The Gt her Cer ti fi cat e element isa placeholder for potential future new formats of certificates.

7.6.2 The Revocat i onVal ues property element

One way of dealing with long term electronic signatures (for instance for arbitration purposes), isto store and
conveniently time-stamp all the revocation data used in the verification of such signatures.

Currently two major types of revocation data are managed in most of the systems, namely CRL s and responses of
on-line certificate status servers, obtained through protocols designed for these purposes, like OCSP protocol.

When using CRLs to get revocation information, a verifier will have to make sure that he or she gets at the time of the
first verification the appropriate certificate revocation information from the signer's CA. This should be done as soon as
possible, after the grace period (section 4.4.3.2 — Note 5), to minimize the time delay between the generation and
verification of the signature. Thisinvolves checking that the signer certificate serial number is not included in the CRL.
The signer, the verifier or any other third party may obtain either this CRL. If obtained by the signer, then it shall be
conveyed to the verifier. Additional CRLs for the CA certificates in the certificate path MUST also be checked by the
verifier. It MAY be convenient to archive these CRLs within an archived electronic signature for ease of subsequent
verification or arbitration.

When using OCSP to get revocation information, a verifier will have to make sure that she or he gets at the time of the
first verification an OCSP response that contains the status "valid". This should be done as soon as possible after the
generation of the signature, after the grace period (section 4.4.3.2 — Note 5). The signer, the verifier or any other third
party MAY fetch this OCSP response. Since OCSP responses are transient and thus are not archived by any TSP
including CA, it isthe responsibility of every verifier to make sure that it is stored in a safe place
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The Revocat i onVal ues property element is used to hold the values of the revocation information which are to be
shipped with the electronic signature. This property MAY a so include the revocation data for any TSUs that have
provided the time-stamp tokens if this information are not already included in the time-stamp token as part of the TSUs
signatures.

Thisisaunsigned property that qualifies the signature.

An XML electronic signature aligned with the present document MAY contain at most one Revocat i onVal ues
element.

Below follows the Schema definition for this element:
<xsd: el ement nanme="Revocati onVal ues" type="RevocationVal uesType"/>

<xsd: conpl exType nane="Revocati onVal uesType" >
<xsd: sequence>
<xsd: el emrent name="CRLVal ues" type="CRLVal uesType"
m nCccurs="0"/>
<xsd: el ement nanme="OCSPVal ues" type="C0CSPVal uesType"
m nOccur s="0"/ >
<xsd: el ement name="Q her Val ues" type="Q her Cert St at usVal uesType"
m nOccur s="0"/ >
</ xsd: sequence>
<xsd: attri bute nanme="1d" type="xsd:| D' use="optional"/>
</ xsd: conpl exType>

Revocation information can include Certificate Revocation Lists (CRLVal ues) or responses from an online certificate
status server (OCSPVal ues). Additionally a placeholder for other revocation information (Ot her Val ues) is
provided for future use.

<xsd: conpl exType nane="CRLVal uesType" >
<xsd: sequence>
<xsd: el emrent nanme="Encapsul at edCRLVal ue"
t ype="Encapsul at edPKI Dat aType"
maxQOccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>

Certificate Revocation Lists (CRLVal ues) consist of a sequence of at least one Certificate Revocation List. Each
EncapsulatedCRLVaue will contain the base64 encoding of a DER-encoded X.509 CRL.

<xsd: conpl exType name="OCSPVal uesType" >
<xsd: sequence>
<xsd: el ement nane="Encapsul at edOCSPVal ue"
t ype="Encapsul at edPKI Dat aType" naxCccurs="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>

OCSP Responses (OCSPVal ues) consist of a sequence of at least one OCSP Response. The

Encapsul at edOCSPVal ue element contains the base64 encoding of a DER-encoded OCSPResponse as defined
in[9].

<xsd: conpl exType name="Q her Cert St at usVal uesType" >
<xsd: sequence>
<xsd: el ement nane="Q her Val ue" type="AnyType"
maxQOccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>

The O her Val ues element provides a placeholder for other revocation information that can be used in the future. The
bj ectl dentifi er elementisused to specify the type of revocation information that is contained by the
subsequent Val ue element.
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7.7 The Ar chi veTi neSt anp element

Advances in computing increase the probability of being able to break algorithms and compromise keys. Thereis
therefore arequirement to be able to protect electronic signatures against this possibility.

Over aperiod of time weaknesses may occur in the cryptographic agorithms used to create an electronic signature
(e.g. dueto the time available for cryptoanalysis, or improvementsin cryptoanalytical techniques). Before such
weaknesses become likely, a verifier should take extra measures to maintain the validity of the electronic signature.
Several techniques could be used to achieve this goal depending on the nature of the weakened cryptography. In order
to simplify matters, a single technique, called Archive validation data, covering all the casesis being presented in the
present document.

Archive validation data consists of the complete validation data and the compl ete certificate and revocation data,
time-stamped together with the electronic signature. The Archive validation datais necessary if the hash function and
the crypto algorithms that were used to create the signature are no longer secure. Also, if it cannot be assumed that the
hash function used by the Time-Stamping Authority is secure, then nested time-stamps of Archived Electronic
Signature are required.

The potential for Trusted Service Provider (TSP) key compromise should be significantly lower than for user keys,
because TSP(s) are expected to use stronger cryptography and better key protection. It can be expected that new
algorithms (or old ones with greater key lengths) will be used. In such a case, a sequence of time-stamps will protect
against forgery. Each time-stamp needs to be affixed before either the compromise of the signing key or of the cracking
of the algorithms used by the TSA. TSAs (Time-Stamping Authorities) should have long keys (e.g. which at the time of
drafting the present document was 2 048 bits for the signing RSA algorithm) and/or a"good" or different algorithm.

Nested time-stamps will a so protect the verifier against key compromise or cracking the algorithm on the old electronic
signatures.

The process will need to be performed and iterated before the cryptographic algorithms used for generating the previous
time-stamp are no longer secure. Archive validation dataMAY thus bear multiple embedded time-stamps.

The hash sent to the TSA (messagel mprint) will be computed the sequence formed as explained below.

The Ar chi veTi neSt anp element is an unsigned property qualifying the signature. Below follows the schema
definition for this element:

<xsd: el ement nane="Archi veTi neSt anp" type="Ti meSt anpType"/ >

The application MUST compose the following sequence of | ncl ude elements:

. onel ncl ude element per each ds: Ref er ence present withintheds: Si gnedl nf o element. The URI
attribute in each | ncl ude element will reference one of these ds: Ref er ence elements. Their
corresponding r ef er encedDat a attribute MUST be present and setto "t rue” ;

. onel ncl ude element whose URI attribute referencesthe ds: Si gnedl nf o element;
. onel ncl ude element whose URI attribute referencesthe ds: Si gnat ur eVal ue element;
. onel ncl ude element whose URI attribute referencesthe ds: Keyl nf o element if this element is present;

. onel ncl ude element whose URI attribute references the Si gnat ur eTi neSt anp element if this element
iS present;

. onel ncl ude element per each Count er Si gnat ur e property, when present. The URI attribute of each
I ncl ude element references one Count er Si gnat ur e element;

. onel ncl ude element whose URI attribute referencesthe Conpl et eCer ti fi cat eRef s element if this
element is present;

. onel ncl ude element whose URI attribute references the Conpl et eRevocat i onRef s element if this
element is present;
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. onel ncl ude element whose URI attribute referencesthe At t ri but eCerti fi cat eRef s element if this
element is present;

. onel ncl ude element whose URI attribute referencesthe At t ri but eRevocat i onRef s element if this
element is present;

. onel ncl ude element whose URI attribute referencesthe Certi fi cat eVal ues element. This property
MUST be added if it is not already present;

. onel ncl ude element whose URI attribute referencesthe Revocat i onVal ues element. This property
MUST be added if it is not already present;

. onel ncl ude element per each Si gAndRef sTi neSt anp element if these elements are present. The URI
attributein each 1 ncl ude element will reference one Si gAndRef sTi neSt anp element;

. onel ncl ude element per each Ref sOnl yTi neSt anp element if these elements are present. The URI
attribute in each | ncl ude element will reference one Ref sOnl yTi meSt anp element;

. onel ncl ude element per each already present XAdESAr chi veTi mest anp element. The URI attributein
each | ncl ude element will reference one XAdESAr chi veTi nest anp element;

. onel ncl ude element per each present ds: Obj ect element in the signature that is not referenced by any
ds: Ref er ence withinds: Si gnedl nf o. The URI attributeineach | ncl ude element will reference one
ds: Obj ect element.

8 Conformance requirements

The present document defines conformance requirements for the generation of XAJES-BES and XAdES-EPES. At
least one of these two forms must be implemented.

The present document defines conformance requirements for the verification of XAJES-BES and XAdES-EPES. At
least one of the two forms must be implemented.

The present document only defines conformance requirements up to an XAdES electronic signature with complete
validation data (XAdES-C). This means that none of the extended and archive forms of Electronic Signature, specified
in annex B, need to be implemented to get conformance to the present document.

On verification the inclusion of optional signed and unsigned properties must be supported only to the extended that the
signature is verifiable. The semantics of optional properties may be unsupported, unless specified otherwise by a
signature policy.

8.1 Basic Electronic Signature (XAdES-BES)

A system supporting XAJES-BES signers according to the present document shall, at a minimum, support generation of
a XML electronic signature consisting of the following components:

. Theds: Si gnat ur e element as specified in [3].
. At least one of the following:

- the Si gni ngCerti fi cat e signed property (as defined in clause 7.2.2) incorporated to the signature
as defined in clause 6.3;

theds: Keyl nf o element whose contents satisfy the restrictions specified in clause 4.3.1.
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8.2 Explicit policy based Electronic Signature (XAdES-EPES)

A system supporting policy based signers according to the present document shall, at a minimum, support generation of
XAdES-BES, plus:

. The Si gnat ur ePol i cyl denti fi er signed property (as defined in clause 7.2.3).

8.3 Verification using time-stamping

A system supporting verifiers according to the present document with time-stamping facilities shall, at a minimum,
support:

. Verification of the mandated components of a XAJES-BES electronic signature, as defined in clause 8.1.
. Si gnat ur eTi meSt anp unsigned property, as defined in clause 7.3.
. Conpl eteCertifi cat eRef er ences unsigned property as defined in clause 7.4.1.
. Conpl et eRevocat i onRef er ences unsigned property, as defined in clause 7.4.2.
. Public Key Certificates, as defined in ITU-T Recommendation X.509 [6] (see clause 8.1).
. Either of:
- Certificate Revocation Lists. as defined in ITU-T Recommendation X.509 [6] (see clause 8.2); or

- On-line Certificate Status Protocol, as defined in RFC 2560 [9] (see clause 8.3).

8.4 Verification using secure records

A system supporting verifiers according to the present document shall, at a minimum, support:
. Verification of the mandated components of a XAJES-BES, as defined in clause 8.1.
. Conpl eteCertifi cat eRef er ences unsigned property as defined in clause 7.4.1.
. Conpl et eRevocat i onRef er ences unsigned property, as defined in clause 7.4.2.

. A record must be maintained and cannot be undetectable modified, of the electronic signature and the time
when the signature was first validated using the referenced certificates and revocation information.

. Public Key Certificates, as defined in ITU-T Recommendation X.509 [6] (see clause 8.1).
. Either of:
- Certificate Revocation Lists. as defined in ITU-T Recommendation X.509 [6] (see clause 8.2); or

- On-line Certificate Status Protocol, as defined in RFC 2560 [9] (see clause 8.3).
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Annex A (informative):
Definitions

Data Object (Content/Document) (source W3C/IETF Recommendation February 2002: " XM L-Signature Syntax
and Processing")

The actual binary/octet data being operated on (transformed, digested or signed) by an application, frequently an HTTP
entity. Note that the proper noun Object designates a specific XML element. Occasionally we refer to a data object as a
document or as a resource's content. The term element content is used to describe the data between XML start and end
tags. Theterm XML document is used to describe data objects which conform to the XML specification.

Signature (source W3C/IETF Recommendation February 2002: " XM L-Signature Syntax and Processing")

Formally speaking, a value generated from the application of a private key to a message via a cryptographic algorithm
such that it has the properties of signer authentication and message authentication (integrity). (However, we sometimes
use the term signature generically such that it encompasses A uthenticationCode val ues as well, but we are careful to
make the distinction when the property of AuthenticationSigner isrelevant to the exposition.) A signature may be
(non-exclusively) described as detached, enveloping or envel oped.

Transform (source W3C/IETF Recommendation February 2002: " XM L-Signature Syntax and Processing”)

The processing of a data from its source to its derived form. Typical transformsinclude XML Canonicalization, X Path
and XSLT.

Attribute Certificate (source I TU-T Recommendation X.509 [6]:" DATA NETWORKSAND OPEN SYSTEM
COMMUNICATIONS.DIRECTORY")

A set of attributes of a user together with some other information, rendered unforgeable by the digital signature created
using the private key of the certification authority which issued it.
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Annex B (informative):
Extended electronic signature forms

The XAdES forms specified in clause 4.3 can be extended by addition of certain unsigned properties that are defined in
the present document. These properties are applicable for very long term verification, and for preventing some disaster
situations which have been identified in the normative part of the present document. The clauses below give an
overview of the various forms of extended signature formats in the present document.

B.1  Extended signatures with time forms (XAdES-X)

Extended signatures with time indication forms (XAdES-X) in accordance with the present document build on
signatures containing Conpl et eCer ti fi cat eRef s and Conpl et eRevocat i onRef s properties, by adding one
or more time-stamps unsigned properties.

Depending of what is time-stamped, there are two different types of XAdES-X signatures, namely, XAdES-X type 1
and XAdES-X type 2. Time-stampsin both types cover, among other elements, Conpl et eCerti fi cat eRef s and
Conpl et eRevocat i onRef s properties. Time-stamps provide an integrity and trusted time protection over
everything that is time-stamped. They protect the referenced certificates, CRLs and OCSP responses in case of alater
compromise of a CA key, CRL key or OCSP issuer key.

XAdES-X type 1 isbuilt by adding one or more Si gAndRef sTi neSt anp properties each containing one time-stamp
obtained from different TSAs. These time-stamps are computed on the Si gnat ur eVal ue element,

Si gnat ur eTi meSt anp if present, Conpl et eCerti fi cat eRef s and Conpl et eRevocat i onRef s
properties.

XAdES-X type 2 is built by adding one or more Ref sOnl yTi meSt anp properties each contai ning one time-stamp
obtained from different TSAs. These time-stamps are computed on the Conpl et eCerti fi cat eRef s and
Conpl et eRevocat i onRef s properties.

Below follows the most complete XAdES-X structure, which builds on a XAJES-C signature:

XMLDI SG
I
<ds:Signature ID?>- - - - - - - - 4- - - - - - 4-+-+-+
<ds: Si gnedl nf 0>
<ds: Canoni cal i zat i onMet hod/ >
<ds: Si gnat ur eMet hod/ >
(<ds: Reference URI ? >
(<ds: Transforns>) ?
<ds: Di gest Met hod>
<ds: Di gest Val ue>
</ ds: Ref erence>) +
</ ds: Si gnedl nf 0>
<ds: Si gnat ur eVal ue>
(<ds: Keylnfo>)? - - - - - - - - +

<ds: Obj ect >
<Qual i fyi ngProperti es>
<Si gnedPr operti es>
<Si gnedsSi gnat ur ePr operti es>
(Si gni ngTi nme) ?
(SigningCertificate)?
(SignaturePolicyldentifier)?
(Si gnat ur eProducti onPl ace) ?

(Si gnerRol e) ?
</ Si gnedSi gnat ur eProperti es>

<Si gnedDat aChj ect Properti es>
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(Dat atbj ect Format ) *

(Commi t ment Typel ndi cati on) *

(Al | Dat aCbj ect sTi neSt anp) *

(I ndi vi dual Dat aCbj ect sTi neSt anp) *
</ Si gnedDat aCbj ect Properti esSi gned>

</ Si gnedPr operti es>

<Unsi gnedPr operti es>

<Unsi gnedSi gnat ur ePr operti es>
(Counter Signature)*- - - - - - - - - +
(SignatureTi meStanp) *- - - - - - - +
(Compl et eCertificat eRef s)
( Conpl et eRevocat i onRef s)
(AttributeCertificateRefs)?
(Attri but eRevocati onRefs)? - - - - - - - +
((Si gAndRef sTi neSt anp) * |
(Ref sOnl yTi meSt anp) *)

</ Unsi gnedSi gnat ur eProperti es> - - - -+-+-+
</ Unsi gnedProperti es> I
</ Qual i fyi ngProperties> I
</ ds: Obj ect > I
</ds:Signature>- - - - - - - - - - - - - - - - +-+-+-+
XAdE|S
XAJES- T
XAdES- C
XAdES- X

B.2 Extended long electronic signatures with time
(XAJES-X-L)

Extended long el ectronic signatures with time (XAdES-X-L) formsin accordance with the present document build up
on XAdES-X types 1 or 2 by addingthe Cer ti fi cat eVal ues and Revocat i onVal ues unsigned properties
aforementioned.

The structure for the most complete XAJES-X-L, built on the most complete XAdES-X signature, is shown below:

XMLDI SG
I
<ds: Signhature ID?>- - - - - - - - 4- - - - - +-4-+-+-+
<ds: Si gnedl nf o>
<ds: Canoni cal i zat i onMet hod/ >
<ds: Si gnat ur eMet hod/ >
(<ds: Ref erence URI? >
(<ds: Transformns>) ?
<ds: Di gest Met hod>
<ds: Di gest Val ue>
</ ds: Ref er ence>) +
</ ds: Si gnedl nf o>
<ds: Si gnat ur eVal ue>
(<ds: Keylnfo>)? - - - - - - - -+

<ds: bj ect >
<Qual i fyi ngProperti es>

<Si gnedPr operti es>
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<Si gnedSi gnat ur eProperties>
(Si gni ngTi nme) ?
(SigningCertificate)?
(SignaturePolicyldentifier)?
(Si gnat ur eProducti onPl ace) ?
(Si gner Rol e) ?

</ Si gnedSi gnat ur eProperti es>

<Si gnedDat aObj ect Properti es>

(Dat albj ect Format ) *

(Commi t ment Typel ndi cati on) *

(Al | Dat aCbj ect sTi neSt anp) *

(I ndi vi dual Dat aCbj ect sTi neSt anp) *
</ Si gnedDat aCbj ect Properti esSi gned>

</ Si gnedPr operti es>

<Unsi gnedPr operti es>

<Unsi gnedSi gnat ur ePr operti es>
(Counter Signature)*- - - - - - - - +
(SignatureTi meStanp) *- - S
(Compl et eCertificat eRef s)
( Conpl et eRevocat i onRef s)
(AttributeCertificateRefs)?
(Attri but eRevocati onRefs)? - - - - - - +
((Si gAndRef sTi neSt anp) * |
(Ref sOnl yTi neSt anp) *)- - - - - - - - - - +
(CertificatesVal ues)
(Revocat i onVal ues)

</ Unsi gnedSi gnat ur eProperti es> - - -+-+-+-+
</ Unsi gnedProperti es> I
</ Qual i fyi ngProperties> I
</ ds: Ohj ect > I
</ds:Signature>- - - - - - - - - - - - - - - H-d-d-t-t
XAdES
XAJES- T
XAdES- C
XAdES- X
XAdES- X- L

B.3  Archival electronic signatures (XAdES-A)

Archival signatures in accordance with the present document MUST incorporate Cer ti fi cat eVal ues,
Revocat i onVal ues and one or more Ar chi veTi meSt anp unsigned properties. They MAY contain other
properties. Each Ar chi veTi neSt anp element contains a time-stamp token covering among other elements, those
ones that contain validation data (see clause 7.7). These forms are used for archival of signatures. Successive
time-stamps protect the whole material against vulnerable hashing algorithms or the breaking of the cryptographic
material or algorithms.
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Below follows the structure of a XAdES-A built on a XAJES-X-L, as an example of the most complete archival form:

XMLDI SG
I
<ds: Signature ID?> - - - - - - - 4= - - - - H-At-A-+-+-+
<ds: Si gnedl nf o>
<ds: Canoni cal i zati onMet hod/ >
<ds: Si gnat ur eMet hod/ >
(<ds: Reference (URI=)? >
(<ds: Transformns>) ?
<ds: Di gest Met hod>
<ds: Di gest Val ue>
</ ds: Ref er ence>) +
</ ds: Si gnedl nf 0>
<ds: Si gnat ur eVal ue>
(<ds: Keylnfo>)? - - - - - - - - +
<ds: Cbj ect >

<Qual i fyi ngProperti es>

<Si gnedPr operti es>

<Si gnedSi gnat ur ePr operti es>
(Si gni ngTi nme) ?
(SigningCertificate)?
(SignaturePolicyldentifier)?
(Si gnat ur eProducti onPl ace) ?
(Si gner Rol e) ?

</ Si gnedSi gnat ur ePr operti es>

<Si gnedDat aObj ect Properti es>

(Dat albj ect For mat ) *

(Commi t ment Typel ndi cati on) *

(Al | Dat aCbj ect sTi neSt anp) *

(I ndi vi dual Dat aCbj ect sTi neSt anp) *
</ Si gnedDat aCbj ect Properti esSi gned>

</ Si gnedPr operti es>

<Unsi gnedPr operti es>

<Unsi gnedSi gnat ur ePr operti es>
(CounterSignature)*- - - - - - - - +
(Si gnatureTi meSt anmp) *- - - - - - -+
( Compl eteCert|f|cateRefs)7
( Conpl et eRevocati onRef s) ?
(AttributeCertificateRefs)?
(Attri but eRevocati onRefs)? - - - - - - +
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((Si gAndRef sTi meSt anp) *

(RefsOnl yTi mneStanp) *)? - - - -

(CertificatesVal ues)
(Revocationval ues)- - - - - -
(Archi veTi neSt anp) +
</ Unsi gnedSi gnat ur ePr operti es>-
</ Unsi gnedPr operties>
</ Qual i fyi ngProperties>

</ ds: Ohj ect >

</ds:Signature> - - - - - - - - - - - -
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Annex C (normative):
Schema definitions

<?xm version="1.0" encodi ng="UTF-8"?>

<xsd: schema t ar get Nanespace="http://uri.etsi.org/01903/v1l. 2. 1#"

xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schema"

xm ns="http://uri.etsi.org/01903/v1l. 2. 1#"

xm ns: ds="http://ww. w3. org/ 2000/ 09/ xm dsi g#" el ement For nDef aul t ="qual i fi ed">

<xsd: i nmport nanmespace="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
schemalLocati on="http://ww. w3. or g/ TR/ 2002/ REC- xnl dsi g- cor e- 20020212/ xm dsi g-
cor e- schema. xsd" >

<l-- Start auxiliary types definitions: AnyType, bjectldentifierType,
Encapsul at edPKI Dat aType and Ti nest anpType- - >

<l-- Start AnyType -->

<xsd: el emrent name="Any" type="AnyType"/>
<xsd: conpl exType nane="AnyType" m xed="true">
<xsd: sequence m nCccurs="0" maxCccur s="unbounded">
<xsd: any namespace="##any" processContents="1ax"/>
</ xsd: sequence>
<xsd: anyAttri but e nanespace="##any"/ >
</ xsd: conpl exType>

<l-- End AnyType -->
<l-- Start ObjectldentifierType-->

<xsd: el emrent name="Cbj ectldentifier" type="ChjectldentifierType"/>
<xsd: conpl exType nane="Obj ect |l dentifierType">
<xsd: sequence>
<xsd: el emrent name="ldentifier" type="IdentifierType"/>
<xsd: el ement name="Description" type="xsd:string”" m nCccurs="0"/>
<xsd: el ement nane="Docunent at i onRef er ences"
t ype="Docunent at i onRef er encesType" m nCccurs="0"/>
</ xsd: sequence>
</ xsd: conpl exType>
<xsd: conpl exType name="IdentifierType">
<xsd: si npl eCont ent >
<xsd: ext ensi on base="xsd: anyURl ">
<xsd:attribute name="Qualifier" type="QualifierType"
use="optional "/ >
</ xsd: ext ensi on>
</ xsd: si npl eCont ent >
</ xsd: conpl exType>
<xsd: si npl eType name="Qual i fier Type">
<xsd:restriction base="xsd:string">
<xsd: enunerati on val ue="0 DAsSURI "/ >
<xsd: enuner ati on val ue="0O DASURN'/ >
</xsd:restriction>
</ xsd: si npl eType>
<xsd: conpl exType nanme="Documnent ati onRef erencesType" >
<xsd: sequence maxCccur s="unbounded" >
<xsd: el enment name="Docunent ati onRef erence" type="xsd: anyURl "/ >
</ xsd: sequence>
</ xsd: conpl exType>

<l-- End ObjectldentifierType-->

<l-- Start Encapsul at edPKI Dat aType- - >
<xsd: el emrent name="Encapsul at edPKI Dat a" type="Encapsul at edPKI Dat aType"/ >
<xsd: conpl exType nane="Encapsul at edPKI Dat aType" >

<xsd: si npl eCont ent >
<xsd: ext ensi on base="xsd: base64Bi nary" >
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<xsd:attribute name="1d" type="xsd:|D' use="optional"/>
</ xsd: ext ensi on>
</ xsd: si npl eCont ent >
</ xsd: conpl exType>

<l -- End Encapsul at edPKI Dat aType -->
<l-- Start TineStanpType -->

<xsd: el emrent name="Ti neSt anp" type="Ti neSt anpType"/>
<xsd: conpl exType nane="Ti neSt anpType" >
<xsd: sequence>
<xsd: el emrent nanme="Incl ude" type="Incl udeType" nmaxCccurs="unbounded"/>
<xsd: el ement ref="ds: Canoni cal i zati onMet hod" m nCccurs="0"/>
<xsd: choi ce>
<xsd: el emrent nanme="Encapsul at edTi neSt anp"
t ype="Encapsul at edPKI Dat aType"/ >
<xsd: el emrent name="XM.Ti neSt anp" type="AnyType"/>
</ xsd: choi ce>
</ xsd: sequence>
<xsd:attribute name="1d" type="xsd:|D"' use="optional"/>
</ xsd: conpl exType>

<xsd: conpl exType nanme="I| ncl udeType" >

<xsd:attribute name="URI" type="xsd:anyURl " use="required"/>

<xsd: attri bute nanme="referencedData" type="xsd: bool ean" use="optional "/>
</ xsd: conpl exType>

<l-- End TinmeStanpType -->
<l-- End auxiliary types definitions-->
<l-- Start container types -->
<l-- Start QualifyingProperties -->
<xsd: el ement name="Qual i fyi ngProperties" type="QualifyingPropertiesType"/>

<xsd: conpl exType nanme="Qual i fyi ngProperti esType">
<xsd: sequence>
<xsd: el ement name="Si gnedProperties" type="Si gnedPropertiesType"
m nOccur s="0"/ >
<xsd: el ement name="Unsi gnedProperties" type="Unsi gnedProperti esType"
m nCccurs="0"/>
</ xsd: sequence>
<xsd: attribute name="Target" type="xsd:anyURlI" use="required"/>
<xsd: attri bute nanme="1d" type="xsd:| D" use="optional"/>
</ xsd: conpl exType>

<l-- End QualifyingProperties -->

<

-- Start SignedProperties-->
<xsd: el ement nanme="Si gnedProperties" type="Si gnedProperti esType"/>

<xsd: conpl exType nane="Si gnedProperti esType" >
<xsd: sequence>
<xsd: el emrent name="Si gnedSi gnat ur eProperti es"
t ype="Si gnedSi gnat ur eProperti esType"/ >
<xsd: el emrent nanme="Si gnedDat aCbj ect Properti es"
t ype="Si gnedDat aCbj ect Properti esType" m nCccurs="0"/>
</ xsd: sequence>
<xsd:attribute name="1d" type="xsd:|D"' use="optional"/>
</ xsd: conpl exType>

<I-- End SignedProperties-->
<l-- Start UnsignedProperties-->

<xsd: el emrent nanme="Unsi gnedProperties" type="Unsi gnedPropertiesType" />
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<xsd: conpl exType nanme="Unsi gnedPr operti esType" >
<xsd: sequence>
<xsd: el ement nanme="Unsi gnedSi gnat ur eProperti es"
t ype="Unsi gnedSi gnat ur eProperti esType" m nCccurs="0"/>
<xsd: el enment name="Unsi gnedDat aQbj ect Properti es"
t ype="Unsi gnedDat aCbhj ect Properti esType" m nCccurs="0"/>
</ xsd: sequence>
<xsd:attri bute name="1d" type="xsd:| D' use="optional"/>
</ xsd: conpl exType>

<l -- End Unsi gnedProperties-->
<l-- Start SignedSi gnatureProperties-->

<xsd: el emrent nanme="Si gnedSi gnat ur eProperti es"
t ype="Si gnedSi gnat ur eProperti esType" />

<xsd: conpl exType nane="Si gnedSi gnat ur eProperti esType">
<xsd: sequence>
<xsd: el ement name="Si gni ngTi ne" type="xsd: dateTi me" m nOccurs="0"/>
<xsd: el ement nanme="Si gni ngCertificate" type="CertlDLi st Type"
m nOccur s="0"/ >
<xsd: el ement name="Si gnat urePol i cyl dentifier"
type="Si gnat urePol i cyl dentifierType" m nCccurs="0"/>
<xsd: el ement nane="Si gnat ur ePr oducti onPl ace"
t ype="Si gnat ur ePr oduct i onPl aceType"
m nOccur s="0"/ >
<xsd: el emrent nanme="Si gnher Rol e" type="Si gner Rol eType" m nCccurs="0"/>
</ xsd: sequence>
</ xsd: conpl exType>

<l-- End SignedSi gnat ureProperties-->

<l-- Start SignedDat aCbjectProperties-->

<xsd: el emrent nanme="Si gnedDat aCbj ect Properti es"
t ype="Si gnedDat aCbj ect Properti esType"/ >

<xsd: conpl exType nanme="Si gnedDat aCbj ect Properti esType" >
<xsd: sequence>
<xsd: el emrent nanme="Dat aCbj ect Format" t ype="Dat aCbj ect For mat Type"
m nCccur s="0" maxCccur s="unbounded"/ >
<xsd: el ement name="Comm t nent Typel ndi cati on"
t ype="Conmi t ment Typel ndi cati onType" m nCccurs="0"
maxQOccur s="unbounded"/ >
<xsd: el ement name="Al | Dat aCbj ect sTi neSt anp” type="Ti neSt anpType"
m nCccur s="0" maxCccur s="unbounded"/ >
<xsd: el emrent nanme="1ndi vi dual Dat aCbj ect sTi neSt anp" type="Ti neSt anpType"
m nCccur s="0" maxCccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>

<l-- End Si gnedDat aCbhj ect Properties-->

<l-- Start Unsi gnedSi gnat ureProperties-->

<xsd: el enment name="Unsi gnedSi gnat ur ePr operti es"
t ype="Unsi gnedSi gnat ur eProperti esType"/ >

<xsd: conpl exType nane="Unsi gnedSi gnat ur eProperti esType">
<xsd: sequence>

<xsd: el emrent nanme="Count er Si gnat ure" type="Count er Si ghat ur eType"
m nCccur s="0" maxCccur s="unbounded"/ >

<xsd: el emrent nanme="Si ghat ur eTi neSt anp" type="Ti neSt anpType"
m nOccur s="0" maxCccur s="unbounded"/ >

<xsd: el ement name="Conpl et eCertificat eRefs"
type="Conpl et eCertifi cat eRef sType" m nCccurs="0"/>

<xsd: el emrent nanme="Conpl et eRevocat i onRef s"
t ype="Conpl et eRevocati onRef sType" m nCccurs="0"/>
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<xsd: el ement name="Attri buteCertificateRefs"
type="Conpl et eCertificat eRef sType" m nCccurs="0"/>
<xsd: el ement name="Attri but eRevocati onRefs"
t ype="Conpl et eRevocat i onRef sType" m nCccurs="0"/>
<xsd: choi ce>
<xsd: el emrent nanme="Si gAndRef sTi meSt anp" type="Ti neSt anpType"
m nCccur s="0" maxCccur s="unbounded"/ >
<xsd: el ement name="RefsOnl yTi meSt anp” type="Ti neSt anpType"
m nCccur s="0" maxCccur s="unbounded"/ >
</ xsd: choi ce>
<xsd: el emrent name="Certifi cateVal ues"
type="CertificateVal uesType" m nCccurs="0"/>
<xsd: el emrent nanme="Revocati onVal ues" type="Revocati onVal uesType"
m nCccurs="0"/>
<xsd: el ement name="Archi veTi neSt anp" type="Ti neSt anpType"
m nCccur s="0" maxCccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>

<l -- End Unsi gnedSi gnat ureProperties-->

<l-- Start Unsi gnedDat aCbj ect Properties-->

<xsd: el enment name="Unsi gnedDat aQbj ect Properti es"
t ype="Unsi gnedDat aCbj ect Properti esType" />

<xsd: conpl exType nane="Unsi gnedDat aCbj ect Properti esType" >
<xsd: sequence>
<xsd: el emrent nanme="Unsi gnedDat aCbj ect Property" type="AnyType"
m nCccur s="0" maxCccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>

<l-- End Unsi gnedDat aCbj ect Properties-->
<l-- Start QualifyingPropertiesReference-->

<xsd: el ement name="Qual i fyi ngProperti esRef erence"
type="Qual i fyi ngProperti esReferenceType"/>

<xsd: conpl exType name="Qual i fyi ngProperti esRef erenceType">
<xsd: sequence>
<xsd: el ement ref="ds: Transforns" m nCccurs="0"/>
</ xsd: sequence>
<xsd:attribute name="URI" type="xsd:anyURI" use="required"/>
<xsd:attribute name="1d" type="xsd:|D"' use="optional"/>
</ xsd: conpl exType>

<I-- End QualifyingPropertiesReference-->
<l-- End container types -->
<l-- Start SigningTinme elenment -->

<xsd: el emrent nanme="Si gni ngTi nme" type="xsd: dat eTi ne"/ >
<l-- End SigningTinme el emrent -->

<l-- Start SigningCertificate -->
<xsd: el ement name="Si gni ngCertificate" type="CertlDLi st Type"/>
<xsd: conpl exType name="Cert | DLi st Type">
<xsd: sequence>
<xsd: el ement name="Cert" type="Certl| Dlype" nmaxQOccurs="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>
<xsd: conpl exType nane="Cert| DType" >
<xsd: sequence>
<xsd: el ement name="Cert Di gest" type="Di gest Al gAndVal ueType"/ >
<xsd: el ement name="1ssuer Serial" type="ds: X509| ssuer Seri al Type"/ >
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</ xsd: sequence>
<xsd:attribute name="URI" type="xsd: anyURI" use="optional "/>
</ xsd: conpl exType>
<xsd: conpl exType name="Di gest Al gAndVal ueType" >
<xsd: sequence>
<xsd: el ement ref="ds: Di gest Met hod"/ >
<xsd: el ement ref="ds: Di gest Val ue"/>
</ xsd: sequence>
</ xsd: conpl exType>

<l-- End SigningCertificate -->
<l-- Start SignaturePolicyldentifier -->

<xsd: el emrent name="Si gnhat urePol i cyl dentifier"
type="Si gnat urePol i cyl dentifier Type"/>
<xsd: conpl exType nane="Si gnat urePol i cyl dentifierType">
<xsd: choi ce>
<xsd: el ement name="Si gnhat urePol i cyl d" type="Si ghat urePolicyl dType"/>
<xsd: el enment name="Si gnat urePol i cyl nplied"/>
</ xsd: choi ce>
</ xsd: conpl exType>
<xsd: conpl exType nane="Si gnat urePol i cyl dType" >
<xsd: sequence>
<xsd: el ement nanme="Si gPol i cyl d* type="ObjectldentifierType"/>
<xsd: el ement ref="ds: Transfornms” m nCccurs="0"/>
<xsd: el ement name="Si gPol i cyHash" type="Di gest Al gAndVal ueType"/ >
<xsd: el ement nanme="Si gPol i cyQual i fiers"
type="Si gPol i cyQual i fi ersLi st Type" m nCccurs="0"/>
</ xsd: sequence>
</ xsd: conpl exType>
<xsd: conpl exType nane="Si gPol i cyQual i fiersLi st Type">
<xsd: sequence>
<xsd: el ement nanme="Si gPol i cyQualifier" type="AnyType"
maxQOccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>
<xsd: el ement name="SPURI " type="xsd:anyURI "/ >
<xsd: el ement nanme="SPUser Noti ce" type="SPUser NoticeType"/>
<xsd: conpl exType nanme="SPUser Noti ceType" >
<xsd: sequence>
<xsd: el ement nanme="Noti ceRef" type="Noti ceReferenceType"
m nOccur s="0"/ >
<xsd: el ement name="ExplicitText" type="xsd:string" m nCccurs="0"/>
</ xsd: sequence>
</ xsd: conpl exType>
<xsd: conpl exType nane="Noti ceRef erenceType" >
<xsd: sequence>
<xsd: el ement nane="COrgani zati on" type="xsd:string"/>
<xsd: el ement name="Noti ceNurmbers" type="IntegerlListType"/>
</ xsd: sequence>
</ xsd: conpl exType>
<xsd: conpl exType nane="I nt eger Li st Type" >
<xsd: sequence>
<xsd: el emrent name="int" type="xsd:integer" m nCccurs="0"
maxQOccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>

<l-- End SignaturePolicyldentifier -->

<l-- Start CounterSignature -->
<xsd: el emrent nanme="Count er Si gnat ure" type="Count er Si gnat ur eType"/ >
<xsd: conpl exType nane=" Count er Si gnat ur eType" >
<xsd: sequence>
<xsd: el ement ref="ds: Sighature"/>
</ xsd: sequence>
</ xsd: conpl exType>

<l-- End CounterSignature -->
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<l-- Start DataCbject Format -->
<xsd: el emrent nanme="Dat aCbj ect Format" type="Dat aCbj ect For mat Type"/ >
<xsd: conpl exType nane="Dat aCbj ect For mat Type" >
<xsd: sequence>
<xsd: el ement name="Descri ption" type="xsd:string" m nCccurs="0"/>
<xsd: el ement name="Qbj ectldentifier" type="QbjectldentifierType"
m nOccur s="0"/ >
<xsd: el emrent nanme="M neType" type="xsd:string" m nCccurs="0"/>
<xsd: el enment name="Encodi ng" type="xsd:anyURI" m nQccurs="0"/>
</ xsd: sequence>
<xsd: attribute name="Cbj ect Ref erence" type="xsd: anyURl " use="required"/>
</ xsd: conpl exType>

<l-- End Dat alhj ect Format -->

<l-- Start Comm tnent Typel ndication -->
<xsd: el ement name="Comm t nent Typel ndi cati on"
t ype="Conmi t ment Typel ndi cati onType"/ >
<xsd: conpl exType name="Conmmi t nent Typel ndi cati onType" >
<xsd: sequence>
<xsd: el emrent nanme="Commi t nent Typel d" type="CbjectldentifierType"/>
<xsd: choi ce>
<xsd: el ement name="bj ect Ref erence" type="xsd:anyURI " m nCccurs="0"
maxQOccur s="unbounded"/ >
<xsd: el emrent nanme="Al | Si gnedDat aCbj ect s"/ >
</ xsd: choi ce>
<xsd: el emrent nanme="Conmm t ment TypeQual i fiers"
t ype="Conmi t ment TypeQual i fi ersLi st Type" m nCccurs="0"/>
</ xsd: sequence>
</ xsd: conpl exType>
<xsd: conpl exType nanme="Commit ment TypeQual i fi ersLi st Type">
<xsd: sequence>
<xsd: el emrent nanme="Conmm t nent TypeQualifier" type="AnyType"
m nOccur s="0" maxCccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>

<l-- End Comm t ment Typel ndi cation -->
<l-- Start SignatureProductionPlace -->

<xsd: el emrent nanme="Si gnat ur ePr oducti onPl ace"
t ype="Si gnat ur ePr oduct i onPl aceType"/ >
<xsd: conpl exType nane="Si gnat ur ePr oducti onPl aceType" >
<xsd: sequence>
<xsd: el ement name="City" type="xsd:string" m nCccurs="0"/>
<xsd: el ement name="St at eOr Provi nce" type="xsd:string" m nCccurs="0"/>
<xsd: el ement name="Post al Code" type="xsd:string" m nCccurs="0"/>
<xsd: el emrent nanme="CountryNane" type="xsd:string" m nCccurs="0"/>
</ xsd: sequence>
</ xsd: conpl exType>

<l-- End SignatureProductionPl ace -->
<l-- Start SignerRole -->

<xsd: el emrent nanme="Si gnher Rol e" type="Si gner Rol eType"/>
<xsd: conpl exType name="Si gher Rol eType" >
<xsd: sequence>
<xsd: el emrent nanme="C ai nedRol es" type="d ai nedRol esLi st Type"
m nOccur s="0"/ >
<xsd: el ement name="CertifiedRol es" type="CertifiedRol esLi st Type"
m nOccur s="0"/ >
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: conpl exType nanme="C ai medRol esLi st Type" >
<xsd: sequence>
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<xsd: el emrent nanme="C ai nedRol e" type="AnyType" nmaxCccurs="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: conpl exType nane="Certifi edRol esLi st Type">
<xsd: sequence>
<xsd: el emrent name="Certifi edRol e" type="Encapsul at edPKI Dat aType"
maxQOccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>

<l-- End SignerRole -->

<xsd: el emrent nanme="Al | Dat aCbj ect sTi neSt anp” type="Ti meSt anpType"/ >
<xsd: el ement name="1 ndi vi dual Dat aCbj ect sTi meSt anp" type="Ti neSt anpType"/ >
<xsd: el ement nanme="Si ghat ur eTi neSt anp" type="Ti neSt anpType"/ >

<l-- Start ConpleteCertificateRefs -->

<xsd: el ement name="Conpl et eCertificat eRefs"
type="Conpl et eCertifi cat eRef sType"/>

<xsd: conpl exType nane="Conpl et eCertifi cat eRef sType">
<xsd: sequence>
<xsd: el ement nanme="Cert Refs" type="Certl|DLi st Type" />
</ xsd: sequence>
<xsd:attribute name="1d" type="xsd:|D' use="optional"/>
</ xsd: conpl exType>

<l-- End Conpl eteCertificateRefs -->

<l-- Start Conpl et eRevocati onRefs-->

<xsd: el ement name="Conpl et eRevocat i onRef s"
t ype="Conpl et eRevocat i onRef sType"/ >

<xsd: conpl exType nane=" Conpl et eRevocat i onRef sType" >
<xsd: sequence>
<xsd: el ement nanme="CRLRefs" type="CRLRefsType" m nCccurs="0"/>
<xsd: el ement name=" OCSPRef s" type="OCSPRef sType" m nOccurs="0"/>
<xsd: el ement name="Q her Ref s" type="Q her Cert St at usRef sType"
m nOccur s="0"/ >
</ xsd: sequence>
<xsd:attribute name="1d" type="xsd:|D"' use="optional"/>
</ xsd: conpl exType>

<xsd: conpl exType nanme=" CRLRef sType" >
<xsd: sequence>
<xsd: el ement name="CRLRef" type="CRLRef Type" maxCccurs="unbounded"/>
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: conpl exType name="CRLRef Type" >
<xsd: sequence>
<xsd: el ement name="D gest Al gAndVal ue" type="Di gest Al gAndVal ueType"/ >
<xsd: el ement name="CRLIdentifier" type="CRLIdentifierType"
m nOccur s="0"/ >
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: conpl exType nane="CRLI dentifierType">
<xsd: sequence>
<xsd: el ement nane="I|ssuer" type="xsd:string"/>
<xsd: el enment name="1ssueTi ne" type="xsd: dateTi ne" />
<xsd: el ement nanme="Nunber" type="xsd:integer" m nCccurs="0"/>
</ xsd: sequence>
<xsd:attribute name="URI" type="xsd:anyURl " use="optional"/>
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</ xsd: conpl exType>

<xsd: conpl exType name=" OCSPRef sType" >
<xsd: sequence>
<xsd: el ement name="OCSPRef" type="0CSPRef Type" maxQccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: conpl exType nanme=" OCSPRef Type" >
<xsd: sequence>
<xsd: el enment name="OCSPl dentifier" type="0OCSPldentifierType"/>
<xsd: el emrent name="Di gest Al gAndVal ue" type="Di gest Al gAndVal ueType"
m nOccur s="0"/ >
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: conpl exType nane="OCSPI denti fi er Type" >
<xsd: sequence>
<xsd: el ement nane="Responder| D' type="xsd:string"/>
<xsd: el enment name="ProducedAt" type="xsd: dateTi me"/>
</ xsd: sequence>
<xsd:attribute nane="URI" type="xsd: anyURI " use="optional "/>
</ xsd: conpl exType>

<xsd: conpl exType name="CQ her Cert St at usRef sType" >
<xsd: sequence>
<xsd: el ement name="Q her Ref" type="AnyType" maxCccurs="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>

<I-- End Conpl et eRevocat i onRef s-->

<xsd: el emrent nanme="Si gAndRef sTi neSt anp" type="Ti neSt anpType"/>
<xsd: el emrent nanme="RefsOnl yTi neSt anp" type="Ti neSt anpType"/>

<I-- Start CertificateValues -->

<xsd: el ement name="CertificateVal ues" type="CertificateVal uesType"/>

<xsd: conpl exType name="Certifi cateVal uesType" >
<xsd: choi ce m nCccurs="0" maxCccurs="unbounded" >
<xsd: el ement name="Encapsul at edX509Certi fi cate"
t ype="Encapsul at edPKI Dat aType"/ >
<xsd: el ement name="QtherCertificate" type="AnyType"/>
</ xsd: choi ce>
<xsd:attribute name="1d" type="xsd:|D' use="optional"/>
</ xsd: conpl exType>

<l-- End CertificateVval ues -->
<l-- Start RevocationVal ues-->
<xsd: el emrent nanme="Revocati onVal ues" type="RevocationVal uesType"/>

<xsd: conpl exType nanme="Revocati onVal uesType" >
<xsd: sequence>
<xsd: el ement name="CRLVal ues" type="CRLVal uesType" m nCccurs="0"/>
<xsd: el emrent nanme=" OCSPVal ues" type="0CSPVal uesType" m nCccurs="0"/>
<xsd: el emrent name="Q her Val ues" type="Q her Cert St at usVal uesType"
m nCccurs="0"/>
</ xsd: sequence>
<xsd:attribute name="1d" type="xsd:|D' use="optional"/>
</ xsd: conpl exType>

<xsd: conpl exType nanme="CRLVal uesType" >
<xsd: sequence>
<xsd: el emrent nanme="Encapsul at edCRLVal ue" type="Encapsul at edPKI Dat aType"
maxQOccur s="unbounded"/ >
</ xsd: sequence>
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</ xsd: conpl exType>

<xsd: conpl exType name="OCSPVal uesType" >
<xsd: sequence>
<xsd: el ement name="Encapsul at edOCSPVal ue"
t ype="Encapsul at edPKI Dat aType" nmaxCccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>
<xsd: conpl exType name="Q her Cert St at usVal uesType" >
<xsd: sequence>
<xsd: el ement name="Q her Val ue" type="AnyType" nmaxQOccurs="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>

<! -- End Revocati onVal ues-->

<xsd: el ement name="Archi veTi neSt anp" type="Ti neSt anpType"/ >

</ xsd: schema>
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Annex D (informative):
DTD

<?xm version="1.0" encodi ng="UTF-8"?>

<IENTITY % Any. ANY ' '>
<IENTITY % XM.Ti meSt anp. ANY ' ' >

<I-- Start Any -->

<! ELEMENT Any (#PCDATA  %Any. ANY;)*>
<l-- End Any -->

<l-- Start ojectldentifier -->

<l ELEMENT bjectldentifier (ldentifier, Description?,
Docurent at i onRef er ences?) >
<IELEMENT I dentifier (#PCDATA)>
<I ATTLI ST Identifier
Qualifier (ODAsSURI | O DAsURN) #| MPLI ED
>
<! ELEMENT Descri pti on (#PCDATA) >
<! ELEMENT Docunent ati onRef erences (Docunent ati onRef erence) +>
<I ELEMENT Docunent ati onRef erence (#PCDATA) >

<l-- End Objectldentifier -->
<l-- Start Encapsul at edPKl Data -->

<! ELEMENT Encapsul at edPKI Dat a (#PCDATA) >
<! ATTLI ST Encapsul at edPKI Dat a

Id I D # MPLI ED

Encodi ng CDATA #l MPLI ED
>

<l-- End Encapsul at edPKl Data -->
<l-- Start TinmeStanmp -->

<! ELEMENT Ti meStanp (I ncl ude+, Canonicali zati onMet hod?,
(Encapsul at edTi mreSt anp | XM.Ti neSt anp) ) >
<I' ATTLI ST Ti neSt anp
Id I D # MPLI ED
>

<! ELEMENT Encapsul at edTi meSt anp ( #PCDATA) >
<I ATTLI ST Encapsul at edTi neSt anp

Id I D # MPLI ED

Encodi ng CDATA #| MPLI ED
>

<! ELEMENT I ncl ude EMPTY>
<I ATTLI ST I ncl ude
URI CDATA #REQUI RED
r ef erencedDat a CDATA #l MPLI ED
>
<! ELEMENT XM.Ti neSt anp (#PCDATA 9XM.Ti meSt anp. ANY; )*>
<l-- End TimeStanp -->
<l-- Start container types -->
<l-- Start QualifyingProperties -->

<I ELEMENT Qual i fyi ngProperties (SignedProperties?, UnsignedProperties?)>
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<I' ATTLI ST Qual i fyi ngProperties
Tar get CDATA #REQUI RED
Id | D # MPLI ED

>

<! ELEMENT Si gnedProperties (SignedSi gnatureProperties,
Si gnedDat aCbj ect Properties?) >
<! ATTLI ST Si gnedProperties
Id I D # MPLI ED
>

<! ELEMENT Unsi gnedProperties (UnsignedSi gnatureProperties?,
Unsi gnedDat aCbj ect Properti es?) >
<! ATTLI ST Unsi gnedProperti es
Id I D # MPLI ED
>

<l-- End QualifyingProperties -->

<l-- Start SignedSi gnatureProperties, SignedDataCbjectProperties,
Unsi gnedSi gnat ur eProperties, Unsi gnedDat aCbj ect Properties -->

<! ELEMENT Si gnedSi gnat ur eProperties (SigningTine?, SigningCertificate?,
Si gnat urePol i cyl dentifier?, SignatureProductionPlace?, SignerRole?)>
<I ATTLI ST Si gnedSi gnat ureProperties
Id I D # MPLI ED
>

<! ELEMENT Si gnedDat aCbj ect Properti es (DataCbject Format*,
Conmi t ment Typel ndi cati on*, Al | Dat albj ect sTi meSt anp*,
I ndi vi dual Dat aObj ect sTi neSt anp*) >
<! ATTLI ST Si gnedDat aChj ect Properties
Id I D # MPLI ED
>

<! ELEMENT Unsi gnedSi gnat ur eProperti es (Counter Si gnat ure*,
Si gnat ur eTi neSt anp*, Conpl eteCertificateRefs?, ConpleteRevocati onRefs?,
AttributeCertificateRefs?, AttributeRevocati onRefs?, (SigAndRefsTi neStanmp* |
Ref sOnl yTi neSt anp*), CertificateVal ues?, Revocati onVal ues?,
Ar chi veTi meSt anp*) >
<! ATTLI ST Unsi gnedSi gnat ur eProperti es
Id I D # MPLI ED
>

<! ELEMENT Unsi gnedDat aCbj ect Properties (Unsi gnedDat aCbj ect Property*)>
<I ATTLI ST Unsi gnedDat aCbj ect Properties

Id | D #l MPLI ED
>

<! ELEMENT Unsi gnedDat aQbj ect Property (#PCDATA  %Any. ANY; ) *>

<l-- End SignedSi gnatureProperties, SignedDataCbjectProperties,
Unsi gnedSi gnat ur eProperties, UnsignedDat aCbj ect Properties -->

<l-- Start QualifyingProperti esReference -->

<! ELEMENT Qual i fyi ngProperti esReference (Transforns?)>
<I' ATTLI ST Qual i fyi ngProperti esReference

URI CDATA #REQUI RED

Id | D # MPLI ED

>
<l-- End QualifyingProperti esReference -->
<l-- End container types -->

<l-- Start SigningTine -->
<! ELEMENT Si gni ngTi me (#PCDATA) >

<l-- End SigningTine -->
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<l-- Start SigningCertificate -->

<l ELEMENT Si gni ngCertificate (Cert+)>
<! ELEMENT Cert (CertDi gest, |ssuerSerial)>
<I ATTLI ST Cert
URI CDATA #| MPLI ED
>
<!l ELEMENT Cert Di gest (Di gest Met hod, Di gest Val ue) >
<! ELEMENT | ssuer Seri al (X5091 ssuer Nane, X509Seri al Nunber) >
<! ELEMENT X509l ssuer Nane (#PCDATA) >
<! ELEMENT X509Seri al Nunber (#PCDATA) >

<l-- End SigningCertificate -->
<l-- Start SignaturePolicyldentifier -->

<! ELEMENT Si gnat urePolicyldentifier (SignaturePolicyld |

Si gnat ur ePol i cyl npl i ed) >

<! ELEMENT Si gnat urePol i cyl nplied ANY>

<! ELEMENT Si gnaturePolicyld (SigPolicyld, Transfornms?, SigPolicyHash,

Si gPol i cyQualifiers?)>

<l ELEMENT Si gPolicyld (ldentifier, Description?, DocunentationReferences?)>
<! ELEMENT Si gPol i cyHash (Di gest Met hod, Di gest Val ue) >

<I'ELEMENT Si gPol i cyQualifiers (SigPolicyQualifier+)>

<I ELEMENT Si gPolicyQualifier (#PCDATA %Any. ANY; )*>

<l-- End SignaturePolicyldentifier -->
<l-- Start SPURI and SPUserNotice -->

<! ELEMENT SPURI (#PCDATA) >

<! ELEMENT SPUser Notice (NoticeRef?, ExplicitText?)>
<! ELEMENT Noti ceRef (Organi zation, NoticeNunbers)>
<! ELEMENT ExplicitText (#PCDATA) >

<I ELEMENT Or gani zati on (#PCDATA) >

<! ELEMENT Noti ceNunbers (int*)>

<! ELEMENT i nt (#PCDATA) >

<!-- End SPURI and SPUser Notice -->
<l-- Start CounterSignature -->

<! ELEMENT Count er Si gnat ure (Si gnature)>
<l-- End CounterSignature -->

<lI-- Start DatabjectFormat -->

<! ELEMENT Dat aCbj ect Format (Description?, Cbjectldentifier?, M meType?,
Encodi ng?) >
<I ATTLI ST Dat aCbj ect For mat
(bj ect Ref erence CDATA #REQUI RED
>
<I ELEMENT M neType (#PCDATA) >
<! ELEMENT Encodi ng (#PCDATA) >

<l-- End Dat albj ect Format -->
<l-- Start Comm tnent Typel ndication -->

<! ELEMENT Commi t ment Typel ndi cati on (Comm t ment Typeld, (ObjectReference* |
Al | Si gnedbDat aCbj ects), Conmitnent TypeQualifiers?)>

<! ELEMENT Conmi t ment Typel d (Identifier, Description?,

Docunent at i onRef erences?) >

<! ELEMENT Obj ect Ref erence (#PCDATA) >

<! ELEMENT Al | Si gnedDat aObj ect s ANY>

<! ELEMENT Commi t ment TypeQual ifiers (Commtment TypeQualifier*)>

<! ELEMENT Conmi t ment TypeQual i fier (#PCDATA %Any. ANY; )*>

<l-- End Conm t ment Typel ndi cation -->
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<l-- Start SignatureProductionPlace -->

<! ELEMENT Si gnat ur eProducti onPlace (City?, StateOr Province?, Postal Code?,
Count r yName?) >

<! ELEMENT City (#PCDATA) >

<l ELEMENT St at eOr Provi nce (#PCDATA) >

<! ELEMENT Post al Code (#PCDATA) >

<! ELEMENT CountryNane (#PCDATA) >

<l-- End SignatureProductionPl ace -->
<l-- Start SignerRole -->

<! ELEMENT Si gner Rol e (d ai medRol es?, CertifiedRol es?)>
<! ELEMENT d ai nedRol es (d ai nedRol e+) >
<! ELEMENT CertifiedRoles (CertifiedRol e+)>
<l ELEMENT C ai medRol e (#PCDATA %Any. ANY; )*>
<IELEMENT Certifi edRol e (#PCDATA) >
<I ATTLI ST CertifiedRole
Id | D # MPLI ED
Encodi ng CDATA #l| MPLI ED
>

<l-- End SignerRole -->

<l-- Start All DataObjectsTi neStanp, |ndividual Dat aCbj ect sTi neSt anp,
Si gnat ur eTi reSt anp - - >

<! ELEMENT Al | Dat albj ect sTi neSt anp (| ncl ude+, Canoni cal i zati onMet hod?,
(Encapsul at edTi mreSt anp | XM.Ti neSt anp) ) >
<! ATTLI ST Al | Dat aChj ect sTi neSt anp
Id I D # MPLI ED
>

<! ELEMENT | ndi vi dual Dat aCbj ect sTi meSt anp (| ncl ude+, Canoni cal i zati onMet hod?,
(Encapsul at edTi reSt anp | XM.Ti neSt anp) ) >
<! ATTLI ST I ndi vi dual Dat aCbj ect sTi meSt anp
Id I D # MPLI ED
>

<! ELEMENT Si gnatureTi neStanp (I ncl ude+, Canonicali zati onMet hod?,
(Encapsul at edTi mreSt anp | XM.Ti neSt anp) ) >
<! ATTLI ST Si gnat ur eTi meSt anp
Id I D # MPLI ED
>

<l-- End All Dat aCbj ect sTi neSt anp, | ndi vi dual Dat aCbj ect sTi neSt anp,
Si gnat ur eTi reSt anp - - >

<l-- Start ConpleteCertificateRefs -->
<! ELEMENT Conpl et eCertificateRefs (Cert Refs)>
<I' ATTLI ST Conpl eteCertificateRefs
Id I D # MPLI ED
>
<I ELEMENT CertRefs (Cert+)>
<l-- End Conpl eteCertificateRefs -->
<l-- Start AttributeCertificateRefs -->
<I ELEMENT AttributeCertificateRefs (CertRefs)>
<I ATTLI ST AttributeCertificateRefs

Id I D #l MPLI ED
>

<!-- End AttributeCertificateRefs -->

<l-- Start Conpl et eRevocati onRefs -->
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<! ELEMENT Conpl et eRevocati onRefs (CRLRefs?, OCSPRefs?, O herRefs?)>
<! ATTLI ST Conpl et eRevocati onRefs
Id | D # MPLI ED
>
<! ELEMENT CRLRefs (CRLRef+)>
<! ELEMENT OCSPRefs ( OCSPRef +) >
<l ELEMENT O her Refs (O her Ref +) >

<! ELEMENT CRLRef (Di gestAl gAndVal ue, CRLIdentifier?)>
<! ELEMENT OCSPRef (OCSPlIdentifier, DigestAl gAndVal ue?)>
<! ELEMENT O her Ref (#PCDATA %Any. ANY; )*>

<! ELEMENT Di gest Al gAndVal ue (Di gest Met hod, Di gest Val ue) >
<! ELEMENT CRLIdentifier (Issuer, |ssueTine, Nunber?)>
<I ATTLI ST CRLI dentifier
URI CDATA #| MPLI ED
>
<! ELEMENT OCSPI dentifier (Responderl|D, ProducedAt) >
<I ATTLI ST OCSPI denti fi er
URI CDATA #| MPLI ED
>

<! ELEMENT | ssuer (#PCDATA) >

<! ELEMENT | ssueTi ne (#PCDATA) >
<! ELEMENT Nunber (#PCDATA) >

<! ELEMENT Responder| D (#PCDATA) >
<! ELEMENT ProducedAt (#PCDATA) >

<l-- End Conpl et eRevocati onRefs -->
<l-- Start AttributeRevocationRefs -->

<I ELEMENT Attri buteRevocati onRefs (CRLRefs?, OCSPRefs?, O herRefs?)>
<I ATTLI ST Attri buteRevocati onRefs

Id | D #l MPLI ED
>

<l-- End AttributeRevocationRefs -->
<l-- Start SigAndRefsTi neStanp, RefsOnlyTineStanp -->

<! ELEMENT Si gAndRef sTi meStanp (I ncl ude+, Canoni cal i zati onMet hod?,
(Encapsul at edTi mreSt anp | XM.Ti neSt anp) ) >
<! ATTLI ST Si gAndRef sTi meSt anmp
Id I D # MPLI ED
>

<! ELEMENT RefsOnl yTi neStanp (I ncl ude+, Canoni calizati onMet hod?,
(Encapsul at edTi mreSt anp | XM.Ti neSt anp) ) >
<! ATTLI ST RefsOnl yTi neSt anp
Id I D # MPLI ED
>

<l-- End Si gAndRefsTi neStanp, RefsOnlyTineStanp -->
<l-- Start CertificateValues -->

<I ELEMENT CertificateVal ues (Encapsul at edX509Certificate |
Q herCertificate)*>
<I ATTLI ST CertificateVal ues
Id I D # MPLI ED
>

<! ELEMENT Encapsul at edX509Certi fi cate (#PCDATA) >
<! ATTLI ST Encapsul at edX509Certificate
Id | D # MPLI ED
Encodi ng CDATA #l| MPLI ED
>
<IELEMENT Ot herCertificate (#PCDATA %Any. ANY; ) *>

<!-- End CertificateVal ues -->
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<!-- Start RevocationVal ues -->

<! ELEMENT Revocati onVal ues (CRLVal ues?, OCSPVal ues?,
<I ATTLI ST Revocati onVal ues

Id I D # MPLI ED
>

<! ELEMENT CRLVal ues (Encapsul at edCRLVal ue+) >
<! ELEMENT OCSPVal ues (Encapsul at edOCSPVal ue+) >
<! ELEMENT O her Val ues (O her Val ue+) >

<! ELEMENT Encapsul at edCRLVal ue (#PCDATA) >
<! ATTLI ST Encapsul at edCRLVal ue
Id | D # MPLI ED
Encodi ng CDATA #l| MPLI ED
>
<! ELEMENT Encapsul at edOCSPVal ue (#PCDATA) >
<I ATTLI ST Encapsul at edOCSPVal ue
Id I D #l MPLI ED
Encodi ng CDATA #| MPLI ED
>
<l ELEMENT O her Val ue (#PCDATA %Any. ANY; )*>

<!-- End RevocationVal ues -->

<l-- Start ArchiveTi neStanmp -->
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O her Val ues?) >

<! ELEMENT Archi veTi neSt anp (I ncl ude+, Canoni cali zati onMet hod?,

(Encapsul at edTi reSt anp | XM.Ti neSt anp) ) >
<I ATTLI ST Ti meSt anp

Id | D #l MPLI ED
>

<l-- End ArchiveTi neStanp -->
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Annex E (informative):
Incorporation of qualifying properties

As stated in the normative part of the present document, new elements have been defined to incorporate properties (both
signed and unsigned) that qualify the whole signature, the signer or individual signed data objects:

Qual i fyi ngProperties,Si gnedProperties,Unsi gnedProperti es,

Si gnedSi gnat ur eProperti es, Unsi gnedSi gnat ur eProperti es, Si gnedDat aObj ect Properti es
and Unsi gnedDat aPr operti es.

Annex E shows an example of direct incorporation of qualifying properties and one example of indirect incorporation of
these properties.

Below follows the resulting general structure of direct incorporation:

<ds: Si gnature | D?>

<ds: Si gnedl nf o>
<ds: Canoni cal i zati onMet hod/ >
<ds: Si gnat ur eMet hod/ >
(<ds: Reference URI ? >
(<ds: Transfornms>) ?
<ds: Di gest Met hod>
<ds: Di gest Val ue>
</ Ref erence>) +
</ ds: Si gnedI nf o>

<ds: Si gnat ur eVal ue>
(<ds: Keyl nf 0>) ?
<ds: Obj ect >
<Qual i fyi ngProperties>
<Si gnhedPr operti es>

<Si gnedSi gnat ur eProperti es>
<l-- Collection of signed XML el enents with
properties qualifying the signature or the
signer -->

</ Si gnedSi gnat ur eProperti es>

<Si gnedDat aObj ect Properti es>
<l-- Collection of signed XML el enents with
properties individually qualifying signed data
objects -->

</ Si gnedDat aCbj ect Properti esSi gned>

</ Si gnedPr operties>
<Unsi gnedPr operti es>
</ Unsi gnedSi gnat ur ePr operti es>
<l-- Collection of unsigned XM_ el emrents with
properties qualifying signature or signer -->
</ Unsi gnedSi gnat ur ePr operti es>
<UnSi gnedDat aObj ect Properti es>

<l-- Collection of unsigned XM_ el erents with
properties individually qualifying signed
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data objects -->
</ UnSi gnedDat aCbj ect Properti es>

</ Unsi gnedPr operti es>
</ Qual i fyi ngProperties>
</ ds: Obj ect >

</ ds: Si gnat ur e>

Below follows an example showing the inclusion of three sets of qualifying properties:
. Thefirst one includes signed properties qualifying the signature, namely:
- the time of signature production (element Si gni ngTi ne);

- arestricted set of references to certificates to be used in verifying a signature. This also includes a
reference to the certificate containing the public key corresponding to the private key used in the
signature computation (element Si gni ngCerti fi cat e);

- an identification of the signature policy under which the signature has been produced and will have to be
verified (element Si gnat ur ePol i cyl dentifier).

. The second one includes signed properties qualifying the signed data object, namely:

- atime-stamp of the signed data object, proving that the content has been produced before the time
indicated in the time-stamp (element Al | Dat aChj ect sTi neSt anp);

- an indication of the format of the signed object (element Dat aObj ect For mat ).
. The third one includes unsigned properties qualifying the signature, namely:

- atime-stamp on the electronic signature itself, proving that the signature was produced before the time
indicated by such time-stamp (element Si gnat ur eTi neSt anp);

- the references to the full set of CA certificates that the verifier of the electronic signature has used to
validate the electronic signature (element Conpl et eCerti fi cat eRef s);

- the references to the revocation material (CRLs or OCSP responses) used in the validation of the signer
and CA certificates used the full to validate the electronic signature (element
Conpl et eRevocat i onRef s);

- the time-stamp generated over the electronic signature with the aforementioned qualifying information
(element Si gAndRef sTi meSt anp);

- the full set of CA certificates that the verifier of the electronic signature has used to validate the
electronic signature (element Cer ti fi cat eVal ues);

- the revocation material (CRLs or OCSP responses) used in the validation of the signer and CA
certificates used the full to validate the electronic signature (element Revocat i onVal ues).

[ s01] <ds: Si gnature |d="Si gnatureld"

xm ns: ds="http://ww. w3. org/ 2000/ 09/ xmi dsi g#>

[s02] <ds: Signedlnfo |Id="Signedlnfold">

[s03] <ds: Canoni cal i zati onMet hod Al gorithm="http://ww. w3. or g/ TR/ 2001/ REC-
xm -c14n-20010315"/ >

[ s04] <ds: Si gnat ur eMet hod

Al gorithm="http://ww.w3. org/ 2000/ 09/ xm dsi g#dsa- shal"/ >

[ s05] <ds: Reference URI ="http://ww. etsi.org/docToBeSi gned”
| d="Fi rst Si gnedDocunent " >

[ s06] <ds: Di gest Met hod

Al gorithm="http://ww. w3. org/ 2000/ 09/ xm dsi g#shal"/ >

[ s07] <ds: Di gest Val ue>... ... .. </ ds: Di gest Val ue>

[ s08] </ ds: Ref erence>
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[ s09] <ds: Ref erence URI ="#Si gnedPropertiesld"
Type="http://uri.etsi.org/01903/v1l. 2. 1#Si gnedProperti es">

[s10] <ds: Di gest Met hod

Al gorithm="http://ww.w3. org/ 2000/ 09/ xm dsi g#shal"/ >

[ s11] <ds: Di gest Val ue>... ... .. </ ds: Di gest Val ue>

[s12] </ ds: Ref er ence>

[s13] </ds: Signedlnfo>

[s14] <ds: SignatureVal ue |1d="Si gnatureValueld">......... </ ds: Si gnat ur eval ue>
[s15] <ds: Keylnfo>........ </ ds: Keyl nf 0>

[s16] <ds: Cbject >

[s17] <Qual i fyi ngProperties 1d="QualifyingPropertiesld"
Target ="#Si ghaturel d* xm ns="http://uri.etsi.org/01903/vl. 2. 1#"
xm ns: ds="http://ww. w3. org/ 2000/ 09/ xm dsi g#" >

s18 <Si gnedProperties |d="Si gnedPropertiesld">
s19 <Si gnedSi gnat ur eProperties >
s20 <Si gni ngTi me>... ... .. </ Si gni ngTi me>
s21 <Si gni ngCertificate>........ </ SigningCertificate >
s22 <Si gnaturePolicyldentifier>........ </ SignaturePolicyldentifier >
s23 </ Si gnedSi gnat ur eProperti es>
s24 <Si gnedDat aObj ect Properti es>
s25 <Dat aCbj ect Format >... ... .. </ Dat aCbj ect For mat >
s26 <Al | Dat aCbj ect sTi neSt anp | d="Al | Dat aCbj ect sTi neSt anpl d">... ... ...
</ Al | Dat aOhj ect sTi neSt anp>
s27 </ Si gnedDat aCbj ect Properti es>
s28 </ Si gnedPr operti es>
s29 <Unsi gnedPr operties >
s30 <Unsi gnedSi gnat ur ePr operti es>
s31 <Si gnat ur eTi meSt anp
| d="Si gnat ureTi neSt anpl d">... ... ..</SignatureTi neSt anp>
[ s32] <Compl et eCertificateRefs |Id="ConpleteCertificateRefsld">...
..</ Conpl et eCertificat eRef s>
[ s33] <Conpl et eRevocati onRef s
| d=" Conpl et eRevocati onRefsl d">... ... ..</ Conpl et eRevocati onRef s>
[ s34] <Si gAndRef sTi neSt anp
| d="Si gAndRef sTi neSt anpl d">... ... .. </ Si gAndRef sTi neSt anp>
[ s35] <Certifi cat eVal ues
|d="CertificateValuesld">... ... ... .</CertificateVal ues>
[ s36] <Revocat i onVal ues
| d="RevocationVal uesld">... ... ..</RevocationVal ues>
[ s37] </ Unsi gnedSi gnat ur ePr operti es>
[ s38] </ Unsi gnedPr operti es>
[ s39] </ Qual i fyi ngProperties>

[s40] </ds: bject>

[ s41] </ ds: Si gnat ur e>
[s01] Beginning of the XML signature. The namespace by default is the namespace defined in XML-DIGSIG.
[s02]-[s13] Theds: Si gnedl nf o element contains the information that is actually signed.

[s03] Theds: Canoni cal i zat i onMet hod element indicates the algorithm used to get a canonical representation
of the Signedinfo element before being signed.

[s04] Theds: Si gnat ur eMet hod indicates the algorithms used to sign Sgnedinfo.

[s05] to [s16] ds: Ref er ence elements contain the digest value and indication on the digest algorithm for each data
object that has to be (indirectly) signed. Each one also has a reference to the corresponding data object. These elements
also have the Id attribute that can be used to make individual references each one of them.

[s05-s08] Thefirst ds: Ref er ence element. Its URI attribute references the data object that has to be signed.
ds: Di gest Met hod indicates the digest algorithm (shal in this case) and ds: Di gest Val ue contains the digest
value filtered in base 64.
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[s09-s12] The second ds: Ref er ence element. Its URI attribute pointsto the Si gnedPr oper ti es element (using
the URI attribute) that contains the whole set of signed properties. ds: Di gest Met hod indicates the digest algorithm
(shal inthiscase) and ds: Di gest Val ue contains the digest value filtered in base. This means that the digest value
of that Si gnedPr operti es isincluded in Si gnedl nf o and in consequence signed when this element is signed.
Theds: Type attribute indicates that this element is a reference to the SignatureProperties element as mandated in
clause 6.3.1.

[s14] ds: Si gnat ur eVal ue contains the computed digital signature of ds: Si gnedI nf o in base 64.
[s15] ds: Keyl nf o contains cryptographic material to verify the signature.

[s16-s40] ds: Obj ect contains three elements with the properties qualifying both the signature and the signed data
object.

[s17-39] Qual i fyi ngProperti es containsthe full set of qualifying properties both signed

(Si gnedProperti es)andunsigned (Unsi gnedPr opert i es). The namespace by default is changed for this
element and its contents to the one defined as namespace by default in the schema definition given in the present
document in order not to have to qualify the whole set of elements. Additionally, as elements already defined in [3] are
used in the definitions, its namespace is a so defined (prefix ds).

[s18-s28] Si gnedPr operti es containsthe whole set of qualifying properties that are signed grouped in two
sequences. Thefirst one (Si gnedSi gnat ur ePr operti es) contains all the signed properties that qualify the
signature. The second one (Si gnedDat aCbj ect Pr operti es) containsall the signed properties that individually
qualify each signed data object.

[s19-ss23] Si gnedSi gnat ur ePr opert i es containsall the signed properties that qualify the signature
(Si gni ngTi ne, Si gni ngCertificate,Si gnaturePolicyldentifier).

[s20] si gni ngTi ne contains the value of the signing instant when the signature has been computed.

[s21] Si gni ngCerti fi cat e contains, as stated above, arestricted set of references to certificatesto be used in
verifying a signature.

[s24-27] Si gnedDat aCbj ect Properti es containsall the signed properties that individually qualify each signed
dataobject (Al | Dat aCbj ect sTi meSt anp, Dat aObj ect For mat ).

[s25] Dat aCbj ect For mat identifies the format of the signed data object.

[s26] Al | Dat aObj ect sTi meSt anp isatime-stamp issued for the signed data object.

[s29-38] Unsi gnedPr operti es containsthe whole set of qualifying propertiesthat are NOT signed
[s30-s37] Unsi gnedSi gnat ur ePr operti es thewhole set of unsigned properties that qualify the signature.
[s31] Si gnat ur eTi neSt anp contains atime-stamp for the signature itself.

[s32] Conpl et eCerti fi cat eRef s containsreferencesto CA certificates in the certification path used to verify the
signature.

[s33] Conpl et eRevocat i onRef s contains references to revocation information used to verify the signature.
[s34] Si gAndRef sTi meSt anp contains atime-stamp over the XAdES-C form of the electronic signature.

[s35] Certi fi cat eVal ues containsthe values of the certificates referenced in Conpl et eCerti fi cat eRef s.
[s36] Revocat i onVal ues contains the revocation data used to validate the el ectronic signature.

NOTE: Thetree shown in the example above does not explicitly show certain optional XML elements (like
ds: Tr ansf or ms For a complete description of thistree see XML-Signature Core Syntax and
Processing [3].
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Below will follow the example of indirect incorporation of all the unsigned properties. In this example, the signed
properties will be directly incorporated into theds: Si gnat ur e element asin the previous example. However, the
unsigned properties will be separately stored in other place. To incorporate these properties use is made of the

Qual i fyi ngProperti esRef er ence element pointing to the element containing them.

Below follows the contents of the X AdES itself that could be located, for instance, at the URI
http://uri.etsi.org/01903/v1.2.1/I ndirect-I ncorporation/Signature?:

[ sO1] <ds: Si gnature | d="Si gnat ure2ld"
xm ns: ds="http://ww. w3. org/ 2000/ 09/ xni dsi g#>
[s02] <ds: Signedlnfo Id="Signedlnfold">

[ s03] <ds: Canoni cal i zat i onMet hod
Al gorithm="http://ww.w3. org/ TR/ 2001/ REC- xm - c14n-20010315"/ >
[ s04] <ds: Si gnat ur eMet hod
Al gorithme"http://ww. w3. org/ 2000/ 09/ xm dsi g#dsa-shal"/ >
[ s05] <ds: Reference URI ="http://wwv. etsi.org/docToBeSi gned"
| d="Fi r st Si gnedDocunent " >
[ s06] <ds: Di gest Met hod
Al gorithm="http://ww. w3. org/ 2000/ 09/ xm dsi g#shal"/ >
[s07] <ds: Di gest Val ue>... ... .. </ ds: Di gest Val ue>
[ s08] </ ds: Ref erence>
[ s09] <ds: Ref erence URI ="#Si gnedPropertiesld"
Type=http://uri.etsi.org/01903/v1. 2. 1#Si gnedProperti es>
[ s10] <ds: Di gest Met hod
Al gorithm="http://ww.w3. org/ 2000/ 09/ xm dsi g#shal"/ >
sll <ds: Di gest Val ue>... ... .. </ ds: Di gest Val ue>
sl12 </ ds: Ref er ence>
s13 </ ds: Si gnedl nf 0>
sl4 <ds: Si gnat ur eVal ue 1 d="Si ghatureVval uel d">... ... ... </ ds: Si gnat ur eVal ue>
s15 <ds: Keyl nfo>... ... .. </ ds: Keyl nf o>

sl16 <ds: Cbj ect >

s17 <Qual i fyingProperties |d="QualifyingProperties"
Target ="#Si gnhaturel d* xm ns="http://uri.etsi.org/01903/vl. 2. 1#"
xm ns: ds="http://ww. w3. org/ 2000/ 09/ xm dsi g#" >

s18 <Si gnedProperties |d="Si gnedPropertiesld">

s19 <Si gnedSi gnat ur ePr operties >

s20 <Si gni ngTi me>... ... .. </ Si gni ngTi ne>

s21 <Si gni ngCertificate>........ </ SigningCertificate >

s22 <Si ghaturePolicyldentifier>........ </ Si gnat urePol i cyl dentifier >

s23 </ Si gnedSi gnat ur eProperti es>

s24 <Si gnedDat aCbj ect Properti es>

s25 <Dat aChj ect Format >... ... .. </ Dat aCbj ect For mat >

s26 <Al | Dat aCbj ect sTi meSt anp | d="Al | Dat aCbj ect sTi neSt anpl d">... ... ...
</ Al | Dat aCbj ect sTi meSt anp>

s27 </ Si gnedDat aCbj ect Properti es>

s28 </ Si gnedPr operti es>

s29 </ Qual i fyi ngProperties>
[ s30] <Qual i fyi ngProperti esReference

URI ="http://uri.etsi.org/01903/v1.2.1/Indirect-
| ncor por ati on/ exanpl el#Qual i fyi ngPropertiesld">
[ s31] <ds: Transforms>... ... .. </ ds: Tr ansf or ns>
[ s32] </ Qual i fyi ngPropertiesReference>

[s33] </ds:bject>

[ s34] </ ds: Si gnhat ur e>

[s1-s29] These lines are the same as in the first example. They show how the signed properties are directly incorporated.

[s30-s32] These lines show how to indirectly incorporate the unsigned properties stored in other place using the
Qual i fyi ngProperti esRef erence element.

[s30] The URI attribute contains the URI pointing to the Qual i f yi ngPr operti es element that contains those
qualifying properties that are being indirectly incorporated. In this case, it pointsto afile that could be found in
http://uri.etsi.org/01903/v1.2.1/Indirect-Incorporation/examplel, which contains this element.
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[s31] Theds: Tr ansf or ns element contains the whole set of transformations to compute on the file where the
unsigned properties are stored.

This example ends showing that part of the file that could be found in http://uri.etsi.org/01903/v1.2.1/Indirect-
Incorporation/examplel that containsthe Qual i f yi ngPr operti es element referenced in the
Qual i fyi ngProperti esRef erence.

<l-- This is the part of the file found in
http://uri.etsi.org/01903/v1.2.1/1ndirect-Incorporation/exanplel that
contains the QualifyingProperties el ement containing the unsigned properties
that are indirectly incorporated in the advanced el ectronic signature -->

[si] <Qual i fyi ngProperties Id="QualifyingPropertiesld
Target="http://uri.etsi.org/01903/vl.2.1/1ndirect-

| ncorporation/Si gnature2#Si gnat ure2l d"

xm ns="http://uri.etsi.org/01903/v1.2. 1#"

xm ns: ds="http://ww. w3. org/ 2000/ 09/ xm dsi g#" >

[ si+1] <Unsi gnedProperties >

[ si +2] <Unsi gnedSi gnat ur ePr operti es>

[ si +3] <Si gnat ur eTi meSt anp

| d="Si gnat ur eTi neSt anpl d">... ... ..</Si gnatureTi meSt anp>

[ si +4] <Conpl eteCertificateRefs |d="ConpleteCertificateRefsld">...
..</ Conpl et eCertificat eRef s>

[ si +5] <Comnpl et eRevocat i onRef s

| d="Conpl et eRevocati onRef sl d">... ... ..</ Conpl et eRevocat i onRef s>
[ si +6] <Si gAndRef sTi neSt anp

| d="Si gAndRef sTi neSt anpl d">... ... .. </ Si gAndRef sTi neSt anp>

[ si+7] <CertificateVal ues

|d="CertificateValuesld">... ... ... .</CertificateVal ues>

[ si +8] <Revocat i onVal ues

| d="RevocationVal uesld">... ... ..</RevocationVal ues>

[ si +9] </ Unsi gnedSi gnat ur ePr operti es>

[ si +10] </ Unsi gnedPr operties>

[si+11] </ QualifyingProperties>
<I-- Below would follow the rest of the file -->
In the example abovethe Qual i f yi ngProperti es element isshown that is part of the file that could be found in

http://uri.etsi.org/01903/v1.2.1/Indirect-Incorporation/examplel and that is pointed by the URI element in the
Qual i fyi ngProperti esRef er ence inthe advanced electronic signature.
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