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Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information pertaining
to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found in

ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in respect
of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the ETSI Web server
(http://webapp.etsi.org/| PR/home.asp).

Pursuant to the ETSI IPR Policy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee can
be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web server)
which are, or may be, or may become, essential to the present document.

Foreword
This Technical Report (TR) has been produced by ETSI Technical Committee Intelligent Transport System (ITS).
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1 Scope

The present document summarizes the results of a Threat, Vulnerability and Risk Analysis (TVRA) of 5,9 GHz radio
communications in an Intelligent Transport System (ITS). The analysis considers vehicle-to-vehicle and
vehicle-to-roadside network infrastructure communications servicesin the ITS Basic Set of Applications (BSA) [i.8]
operating in afully deployed ITS.

The analysisin the present document considers issues of privacy implicitly with confidentiality. It does not consider
regulatory requirements for privacy

The present document was prepared using the TVRA method described in TS 102 165-1 [i.1].

NOTE:  Whilst the present document is atechnical report it identifies requirements for future work. In all cases these
reguirements are considered indicative pending their ratification in formal ETSI Technical Specifications
within the ETSI ITS Work Programme.

2 References

References are either specific (identified by date of publication and/or edition number or version number) or non-specific.
) For a specific reference, subsequent revisions do not apply.

. Non-specific reference may be made only to a complete document or a part thereof and only in the following
cases.

- if it isaccepted that it will be possible to use all future changes of the referenced document for the purposes
of the referring document;

- for informative references.

Referenced documents which are not found to be publicly available in the expected location might be found at
http://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication ETSI cannot guarantee
their long term validity.

2.1 Normative references

The following referenced documents are indispensable for the application of the present document. For dated references,
only the edition cited applies. For non-specific references, the latest edition of the referenced document (including any
amendments) applies.

Not applicable.

2.2 Informative references

The following referenced documents are not essential to the use of the present document but they assist the user with regard
to aparticular subject area. For non-specific references, the latest version of the referenced document (including any
amendments) applies.

[i.1] ETSI TS 102 165-1: "Telecommunications and Internet converged Services and Protocols for
Advanced Networking (TISPAN); Methods and protocols; Part 1: Method and proforma for Threat,
Risk, Vulnerability Analysis'.

[i.2] ETSI TS 102 637-1: "Intelligent Transport Systems (ITS); Vehicular Communications,; Basic Set of
Applications; Part 1: Functional Requirements.

ETSI


http://docbox.etsi.org/Reference

8 ETSI TR 102 893 V1.1.1 (2010-03)

[i.3] ETSI TS 102 637-2: "Intelligent Transport Systems (ITS); Vehicular Communications; Basic Set of
Applications; Part 2: Specification of Co-operative Awareness Basic Service'.

[i.4] ETSI TS 102 637-3: "Intelligent Transport Systems (ITS); Vehicular Communications; Basic Set of
Application; Part 3: Specification of Decentralized Environmental Notification Basic Service".

[i.5] ETSI EN 302 665: "Intelligent Transport Systems (ITS); Communications Architecture”.

[i.6] ETSI TS 102 731: "Intelligent Transportation Systems (ITS); Security; Security Services and
Architecture”.

[1.7] Brown, C. (Aaborg. 2007): "Vehicles as Sensors for Cooperative Systems'. Presentation on ITSin
Europe..

[1.8] ETSI TR 102 638: "Intelligent Transport Systems (ITS); Vehicular Communications; Basic Set of

Applications; Definitions".

[i.9] IEEE 802.11 IEEE Standard for Information technology-Telecommunications and information
exchange between systems-Local and metropolitan area networks-Specific requirements -
Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) Specifications'.

[i1.10] ITU-T Recommendation X.509: "Information technology - Open Systems Interconnection - The
Directory: Public-key and attribute certificate frameworks'.

[i.11] ETSI TS 102 637-4: "Intelligent Transport Systems (ITS); Vehicular Communications; Basic set of
applications; Part 4: Operational Requirements.”.

[1.12] IETF RFC 4120: "The Kerberos Network Authentication Service (V5)".
NOTE: Awvailable at http://tools.ietf.org/html/rfc4120.

3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the following terms and definitions apply:

beaconing: network layer service which retransmits requested information

End user: functional agent directly representing the human user of the ITS or the ITS service provider
geo-addressing: Network layer service that enables the addressing a specific geographic region.

I TS use case: specific scenario in which ITS messages are exchanged

ITSuser: any ITS application or functional agent sending, receiving or accessing I TS-related information
I TS application: entity that defines and implements an I TS use case or aset of ITS use cases

local dynamic map: dynamically maintained information on driving and environmental conditionsin the vicinity of the
ITSS

restricted local I TS station data: datato be shared only with authorized parties

unrestricted local I TS station data: datathat may be shared without requiring authorization from the recipient

3.2 Abbreviations

For the purposes of the present document, the following abbreviations apply:

AA Attribute Authority
AC Attribute Certificate
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BSA Basic Set of Applications

CAM Cooperative Awareness Message

CCH Control CHannel

CDMA Code Division Multiple Access

DNM Decentralized environmental Notification Message
FA Functional Asset

GNSS Global Navigation Satellite System

12v Infrastructure to Vehicle

ITS Intelligent Transport System

ITSG5BA ITSradio signalling in the 5,875 GHz to 5,905 GHz frequency range
ITSS ITS Station

LDM Loca Dynamic Map

os Operating System

(O] Open Systems Interconnection

PKC Public Key Cryptography

PKI Public Keying Infrastructure

PMI Privilege Management Infrastructure
PMI Privilege Management Infrastructure
RSU Road Side Unit

SAML Security Assertion Markup Language
SCH Service CHannel

ToE Target of Evaluation

TTP Trusted Third Party

TVRA Threat, Vulnerability and Risk Analysis
UTC Universal Coordinated Time

V2I Vehicle to Infrastructure

V2V Vehicleto Vehicle

VIN Vehicle Identification Number

4 The TVRA Method

Without an understanding of the threats posed to a system it isimpossible to select or devise appropriate measures to
counter these threats. The ETS| Threat, Vulnerability and Risk Analysis (TVRA) [i.1] isused to identify risks to a system
by isolating the vulnerabilities of the system, assessing the likelihood of a malicious attack on that vulnerability and
determining the impact that such an attack will have on the system.

The TVRA method involves the following seven steps:
1) Identify security objectives.
2)  Identify security requirements.
3) Produce an inventory of system assets.
4) Classify system vulnerabilities and threats.
5)  Quantify the likelihood and impact of attack.
6) Determinetherisksinvolved.
7)  Specify detailed security requirements (countermeasures).

The present document summarizes the results from each of these steps in the analysis of the ETSI Intelligent Transport
System (ITS) standards.
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The ETSI Intelligent Transport System

5.1 ITS architecture

Intelligent Transport Systems comprise the following communicating entities (as shown in Figure 1):

. Vehicles
) Roadside units

° A network infrastructure

Vehicular Station

Vehicular Station

((can) {(t20)

3

Roadside Roadside
Station Station

]

000
000
(000

—//
ITS Service Ce

1

tre

>

Figure 1: Communicating ITS entities

This simplified architecture can be represented in functional terms by the overlay shown in Figure 2.

ITS-S ITS-S
(Vehicle) (Vehicle)

ITS-S ITS-S
(Roadside)

(Roadside)

ITS Central
Station

Figure 2: ITS functional entities

For the purpose of the TVRA, reference points are named and mapped to the ITS functional model as shown in Figure 3.
The physical interface at reference point K may be implemented in a number of ways but, within the ITS functional model,
the reference point itself represents the direct management relationship that an in-vehicle I TS station may have with the ITS

infrastructure for the purpose of maintaining security parameters such as cryptographic keys.
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ITS-S ‘ ITS-S
(Vehicle) ‘ (Vehicle)

ITS-S ITS-S
(Roadside) (Roadside)

\J‘\ /
ITS Central
Station

Figure 3: ITS functional model with reference points

The reference pointsindicated in Figure 3 are defined as follows:

A describes the temporary relationship between two vehicles.
B describes the temporary relationship between a vehicle and a roadside station.
J describes the relationship between an I TS roadside station and the I TS network infrastructure.

K describes the relationship between an I TS vehicle station and the I TS network infrastructure.

For the purpose of this TVRA, the interfaces at A and B are assumed to use communicationsin the 5,9 GHz band. It isalso
assumed that the interface at K could be routed to the ITS infrastructure indirectly through aroadside station, also in the
5,9 GHz band.

5.2

The Basic Set of Applications (BSA)

The Basic Set of Applications (BSA) [i.1] represents the mandatory set of servicesto be deployed inan ITS station. The
BSA isdescribed as a collection of traffic and transport use cases. For the purposes of the TVRA, these have been
re-specified in clause 5.3 as a much smaller set of communications services.

The use cases in the BSA and, thus, included in the TVRA are as follows:

1)
2)
3)
4)
5)
6)
7)
8)
9)
10)

5.2.1

Stationary vehicle warning - accident/vehicle problem.

Traffic condition warning (includes traffic jam ahead warning).

Signal violation warning (includes stop sign violation).

Road work warning.

Collision Risk Warning from RSU.

Decentralized Floating Car Data - Precipitations/Road Adhesion/Visibility/Wind.
Regulatory/Contextua speed limits.

Traffic information & Recommended itinerary.

Limited access, detour notification.

In-vehicle signage.

BSA use case descriptions

The following clauses provide a brief description of the use cases within the BSA. Communication patterns and message
repetition rates are specified in TS 102 637-1[i.2] and TS 102 637-4 [i.11].
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5.21.1 Stationary vehicle warning

A stationary vehicle at a potentially dangerous location periodically sends out a warning to other vehicles. The information
may also be forwarded by available Road-Side Units (RSU) to atraffic management centre.

5.2.1.2 Traffic condition warning

Warning other vehicles about a detected potentially dangerous traffic condition.

5.2.1.3 Signal violation warning
When asignal violation is detected, all potentially affected vehicles are warned. The detection is done in the road side unit.
NOTE: Usecases5.2.1.3and5.2.1.5aresimilar

5.2.1.4 Road work warning

A mobile road infrastructure component distributes messages to warn affected vehicles about road works.

5.2.15 Collision risk warning from RSU
Detect potential collisions of vehicles that cannot directly communicate and warn the drivers.

NOTE: Usecasesb5.2.1.3and5.2.1.5 aresimilar

5.2.1.6 Decentralized floating car data

Detect potential local dangers and send out warning message to potentially affected vehicles. Different warning reasons can
be precipitation, road adhesion, visibility, or wind.

5.2.1.7 Regulatory/contextual speed limits
Road side infrastructure broadcasts speed limits that can be

. regulatory, i.e. set by an authority; or

. contextual, e.g. reduced limit due to rain.

NOTE: Usecases5.2.1.7 and 5.2.1.10 are the same.

5.2.1.8 Traffic information & recommended itinerary

Broadcast traffic conditions. May also cause vehicles to download the recommended itinerary over a different channel.

5.2.1.9 Limited access warning, detour notification

Broadcast access restrictions, e.g. due to road works. May also provide detour advice in the same messages.

5.2.1.10 In-vehicle signage
Traffic sign information is broadcasted to be displayed in the vehicle.
NOTE: Usecases5.2.1.7 and 5.2.1.10 are the same.

5.2.1.11 Emergency vehicle warning

An emergency vehicle periodically broadcasts its position, speed and heading as well as whether it hasits siren on and/or
its blue light (or equivalent) in use.
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5.2.1.12 Slow vehicle warning

A slow vehicle periodically broadcasts its presence and thus encourages other vehicles to overtake. The broadcast
information contains an indication that thisis a specia type of vehicle, caled "slow vehicle".

5.2.1.13 Motorcycle warning

A motorcycle periodically broadcasts its presence. If other vehicles detect the imminent danger of collision, awarningis
issued. The information broadcast contains an indication that thisis a special type of vehicle, called "motorcycle”.

5.2.1.14 Emergency electronic brake lights

Warn vehicles behind of a sudden slowdown. Broadcast respective message.

5.2.1.15 Wrong way driving warning

Warn vehiclesin front of a detected violation of a one-way road. Broadcast respective message.

5.2.1.16 Traffic light optimal speed advisory

A traffic light to broadcasts timing data associated with its current state (e.g. time remaining before switching between
green, amber and red).

5.2.1.17 Point of Interest notification

Road side unit periodically sends information about local services. The vehicle may establish a unicast connection to
request more information.

NOTE: Usecases5.2.1.17 through 5.2.1.19 are similar and mainly distinguished by the protocols used over the
transparent communication channel.

5.2.1.18 Automatic access control and parking management

A road side unit periodically broadcasts the presence of an access controlled area. Vehicles requiring access provide
credential s authorizing the access in unicast communications.

5.2.1.19 Local electronic commerce

A road side unit periodically broadcasts the presence of local electronic commerce. Vehicles requiring access provide
credential s authorizing the access in unicast communications.

5.2.1.20 Enhanced route guidance and navigation
Road side unit periodically sends service announcements containing links to "known navigation support servers'.

NOTE: Usecases5.2.1.20 through 5.2.1.26 are similar and mainly distinguished by the type of service advertised
and the respective service protocols.

5.2.1.21 Media downloading

A road side unit periodically broadcasts the presence of the possibility to download mediafiles. Vehicles establish a unicast
connection and download required media data.

5.2.1.22 Insurance and financial services

A road side unit periodically broadcasts the presence of the insurance and financial services. Vehicles establish a unicast
connection and uses the services.
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5.2.1.23 Fleet management

A road side unit periodically broadcasts the presence of fleet management service access. Vehicles establish a unicast
connection and uses the services.

5.2.1.24 Automatic access control/parking access

Upon signalization of an access controlled area (e.g. a private or public parking), a concerned vehicle entitled to access this
areawill supply itsidentity to the road side unit to obtain the right to access the area.

5.2.1.25 Vehicle software/data provisioning and update

A road side unit periodically broadcasts the presence of vehicle software access. Vehicles establish a unicast connection
and uses the services.

5.2.1.26 Personal data synchronization

A road side unit which has internet access capabilities being capable to insure the transparent data exchange between
vehicles (passing by or parked) and their driver/passengers distant system (e.g. home, professional).

53 ITS communication services

The ITSBSA use cases send and receive two fundamental message types which are:
e  Cooperative Awareness Message (CAM):
- periodically transmitted containing transient data on the vehicle status.
. Decentralized environmental Notification Message (DNM):

- generated upon detecting an event and contain information about this event. DNM messages are typically
relevant for a defined geographic area.

For the purpose of analysis, it isimportant to know what information is passed across each of the reference points defined
inclause 5.1.

The following communications patterns can be identified in the BSA use cases (clause 5.2):

V2V, DNM, geo-addressed;

. 12V, DNM, geo-addressed,;

e V2V, CAM, in network layer beacons;
. 12V, CAM, in network layer beacons;
. V2I, CAM, in network layer beacons.

The following mgjor ITS communication services are defined regardless of originator or receiver type (vehicle or
infrastructure):

. aperiodic status update service (CAM);

. an event notification service (DNM));

. alocal service announcement service;

. an internet-based service announcement service;
. atransparent communication service.

NOTE: The transparent communication serviceis not specified in EN 302 665 [i.5] and is not included in the scope
of the present document.
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EN 302 665 [i.5] describes alayered model for ITS communications as shown in Figure 4.

| N Application o
> Application Layer Application [—
y
Local dynamic map |¢—
Facilities T
- 3 Layer -
Telematics / .| DNM/CAM message DNM/CAM Telematics /
sensor data i construction message receipt sensor data
y
A 4
»  Network entity Network and Network entity |
Transport Layer
A
Access Technology
Layer

Figure 4: ITS architectural model from EN 302 665

This model ascribes functional capabilities to the layers which would not be permitted in an OSl model. As an example, it
would not normally be possible for application-specific message contents to be interpreted or modified by alower layer in
the stack.

Such capahilities represent a significant security vulnerability to an ITS station in that the integrity of the higher layer
message cannot be fully assured.

Security can be improved by using the combined processing and protocol model shown in Figure 5 and, consequently, this
isthe one that is assumed in the TVRA. This shows the rel ationships between the I TS protocol stack, the ITS applications
and the data sources and also maps these to the ITS layers described in EN 302 665 [i.5].
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Originating ITS-S Terminating ITS-S
Telematics/Sensor . Telematics/Sensor .
Data Local Dynamic Map Data Local Dynamic Map
Application Application Application Application
TS 102 665 Applichtion Layer>< i ><TS 102 eeT Application Layer
A A
Send CAM Send DNM @ Receive CAM Receive DNM
TS 102 665 Facilities\Layer TS 102 665 Facilities Layer
ITS Protocol Stack ITS Protocol Stack
Network Network Network Network
Layer (CAM) |Layer (DNM) Layer (CAM) |Layer (DNM)
Link Layer Link Layer
Networking & Networling &
Transport Transport
Layer Layer
ITS G5A
TS 102 665 Access Technologies Layer TS 102 665 Access Technologies Layer

Figure 5: Relationships between ITS functional entities and the ITS protocol stack

ITSCAM and DNM messages are assembled by the Send CAM and Send DNM entities based entirely upon information
received from an application. Any information required from sensors, the LDM or other data sourcesiis collected by the
relevant application and provided to the message transmission entity prior to the assembled message being passed to the
appropriate Network Layer in the ITS protocol stack. This should include any requirements for message repetition
(beaconing) and the vehicle position data necessary for determining its current geo-address.

Theinformation in areceived CAM or DNM message is extracted by either the Receive CAM or Receive DNM entity and
passed directly to the appropriate application(s) where it is processed. The application is then responsible for making any
resultant changes to the LDM and for adjusting the associated display and control devices.

5.3.1 Cooperative Awareness Message (CAM) service

5.3.1.1 General description

The Cooperative Awareness Message service isan I TS application which periodically broadcasts information about the ITS
station to other nodes in the vicinity.
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Originating ITS Station Terminating ITS Station

Event control
Event notification

CAM creation T
i LDM update
CAM encoding T

CAM decoding

T

Message broadcast Message receipt

l T

ITS G5A (CCH)

Figure 6: ITS CAM functions

Figure 6 shows the stepsinvolved in generating a CAM in an originating I TS station and in processing that message in the
associated terminating I TS station.

5.3.1.2 Outgoing information

When preparing to send an outgoing CAM message, an I TS station determines the following parameters|[i.3]:
. information element(s) to be included in the optional part of the CAM;
o  frequency of transmission of the CAM (for this particular information elements).

Optiona information elements may be included within the CAM dependant on the current situation of a vehicle or the state
that it isin. These optional elementsinclude but are not limited to:

. blue light (or equivalent) in use, siren in use;
. braking activity;
. vehicle length.

These information elements have been chosen to show that use cases may differ in the roles attached to the information.
Clearly, only emergency vehicles should be able to assert "Siren In Use".

Optiona information elements can be classified into:
. safety critical information;
. non-safety relevant information;

. information for specia purpose vehicles.
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5.3.1.3 Incoming information

The ITS station determines how to react to areceived CAM message based on information available in the LDM and data
collected from on-board sensors.

5.3.1.4 Local Dynamic Map (LDM)
The Local Dynamic Map (LDM) is a database containing the following information [i.7]:
. static (semi-permanent) maps,
. similar static information not yet part of the above maps;
e  temporary and dynamic information, such as weather and traffic conditions;
. dynamic information concerning moving objects, e.g. other vehicles.
The LDM isthe only source of information on the traffic and safety related circumstances available to I TS applications.

The LDM is updated from information received in CAM and DNM messages and from data acquired from its own sensors.

5.3.15 Information elements within CAM

A CAM includes both mandatory and optional information. Information elements in the mandatory part of the CAM
areli.3]:

. protocol version;

. generation time - the time, when the CAM was generated;

o RSU/vehicle awareness data - fixed data about a vehicle or aroadside;
. position (including a confidence measure);

. speed (including a confidence measure);

e  heading (including a confidence measure).

5.3.1.6 Procedure for outgoing messages

As each outgoing CAM message may include different optional information elements and may use a different transmission
frequency, the following procedure is followed when preparing to send such a message [i.3]:

1) Determine the information to be included in the CAM;
2)  Obtain the information to be included in the CAM;

3) Encodethe CAM;

4)  Submit the CAM to the ITS protocol stack.

5.3.1.7 Procedure for incoming messages
Incoming CAM messages are processed as follows:

1) Decodethe CAM, parseit into information elements;

2)  Determine which information can be used to update the LDM;

3) Updatethe LDM.
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5.3.2 Decentralized environmental Notification Message (DNM) service

5.3.2.1 General description

The Decentralized Environmental Notification service describes the processing of messages that may be relevant for a
specific target area[i.4].

Networking Area

Event Area Target Area Relevance Area

Figure 7: Graphic representation of DNM areas

Figure 7 identifies the following distinct areas that can be described for DNM [i.5]:
e eventarea
The area where an event happened, i.e. where the originator is situated.
e  target arex
The area, where information about an event should be distributed to;
J relevance area:
The area within the target area where the receivers deem a message relevant;
. networking area:

The areain which an event notification is re-broadcast (using geo-networking or infrastructure) but ignored
by the local ITS applications.

NOTE: Itishighly likely that the event area and target area will overlap.
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Originating ITS Station ITS Station in the Network Area ITS Station in the Target Area ITS Station in the Relevance Area
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*
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Figure 8: ITS DNM functions

Figure 8 shows the steps involved in generating a DNM message in an originating I TS station and in processing that
message in other I TS stations.

5.3.2.2 Outgoing information

An TS station is responsible for detecting an event which requires notification and transmitting it as asingle DNM
message unless the same event is already present within its LDM.

The event information contained in a DNM message includes[i.4]:
. use case identifier/priority;
. event identifier/severity/reference location,;
. target region/validity time.
An I TS station can indicate the following conditionsin an outgoing DNM message:
. event detected (event information);
. event updated (event information);
. event revoked/negated (event information).

NOTE: Having multiple vehicles generating a DNM about the same incident may lead to availability problems.

5.3.2.3

An I TS station determines how to react to areceived DNM message based on information available in the LDM and data
collected from on-board sensors.

Incoming information

Received event details will only be stored in the LDM if the vehicle is within the target area of that event.
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5.3.24 LDM

The LDM isdescribed in clause 5.3.1.4.

5.3.25 Information elements within DNM messages
A DNM message consists of the following parts:
e message management:
- information common to all events, including:
" general information:
protocol version;
generation time;
priority;
event management information:
action ID;

NOTE: TheactionID isunique for each event and contains information about the originator. The proposed way of
concatenating the Vehicle Identification Number (VIN) and a sequence number to obtain thisID may be
problematic with respect to privacy protection.

data version (for event updates);
is negation (event termination);
expiry time.
. security data to protect authenticity and integrity.
J situation:
- information regarding the situation itself. For example:
" the type of event;
L] the severity of the event;
" the reliability of its detection; and
L] a human readabl e description of the event.
e location:
- information regarding:
" the event areain the form of reference coordinates; and
" the target areain the form of a shape;

- additional information, such as location reference information, may be included to describe the event areaiin
more detail.

5.3.2.6 Procedure for outgoing messages
When preparing a DNM message for transmission, an I TS station performs the following actions:
1) Obtain the relevant information to fill the DNM message structure (detect/update/terminate);

2)  Encode the DNM message;
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3)  Submit the DNM message to the Network layer.

5.3.2.7 Procedure for incoming messages

Information contained in DNM messages are stored in the LDM for further use by applications. Upon receipt of a DNM
message, an | TS station performs the following steps:

1) Decodethe DNM message;
2) If thel TS station iswithin target area or event area:
a.  add"announce" messagesto the LDM;
b.  update the appropriate entry in the LDM when an "update" message is received;
Cc.  deletethe appropriate entry from the LDM when a"delete" message is received.
3) If thel TS station is within the network area:

a.  relay the messageto the ITS network.
533 Local service advertisement service

53.3.1 General description

Local service advertisement service provides information about the availability of alocal service provided by anITS
roadside station.

Thisis done by periodically broadcasting service information.
A suitably authorized I TS station receiving thisinformation is able to invoke the identified service over a unicast
connection using the transparent communication channel.

534 Internet-based service advertisement service

534.1 General description

Internet-based service advertisement service provides information about the availability of aservice provided by anITS
roadside station, that can be accessed using an Internet connection.

Thisisdone by periodically broadcasting service information.

A suitably authorized I TS station receiving thisinformation is able to invoke the identified service over a unicast
connection to the Internet.

6 ITS Security Objectives

6.1 Confidentiality

The following security objectives related to the confidentiality of stored and transmitted I TS information are specified:

Col. Information sent to or from an authorized ITS user should not be revealed to any party not authorized to
receive the information.

Co2.  Information held within the ITS-S should be protected from unauthorized access.

Co3. Detailsrelating to the identity and service capabilities of an ITS user should not be revealed to any
unauthorized 3" party.
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Co4.  Management Information sent to or from an ITS-S should be protected from unauthorized access.
Co5.  Management Information held within an ITS-S should be protected from unauthorized access.

Co6. It should not be possible for an unauthorized party to deduce the location or identity of an ITS user by
analyzing communications traffic flows to and from the ITS user's vehicle.

Co7. It should not be possible for an unauthorized party to deduce the route taken by an ITS end-user by analyzing
communications traffic flows to and from the ITS end-user's vehicle.

6.2 Integrity
The following security objectives related to the integrity of stored and transmitted I TS information are specified:
Inl. Information held within an ITS-S should be protected from unauthorized modification and deletion.

In2. Information sent to or from aregistered I TS user should be protected against unauthorized or malicious
modification or manipulation during transmission.

In3. Management Information held within al TS-S should be protected from unauthorized modification and
deletion.

Ind. Management Information sent to or from an I TS-S should be protected against unauthorized or malicious
modification or manipulation during transmission.

6.3  Availability

The following security objectives related to the availability of ITS services are specified:

Avl.  Accessto and the operation of ITS services by authorized users should not be prevented by malicious activity
within the ITS-S environment.

6.4 Accountability

The following security objectives related to the accountability of ITS users are specified:

Acl. It should be possibleto audit al changes to security parameters and applications (updates, additions and
deletions).

6.5 Authenticity

The following security objectives related to the authenticity of ITS users and transmitted information are specified:

Aul. It should not be possible for an unauthorized user to pose as an I TS-S when communicating with another
ITSS.

Au2. It should not be possible for an ITS-S to receive and process management and configuration information from
an unauthorized user.

Au3. Restricted ITS services should be available only to authorized users of the ITS.

7 ITS Functional Security requirements

NOTE: Whilst the present document is atechnical report it identifies requirements for future work. In all cases these
requirements are considered indicative pending their ratification in formal ETSI Technical Specifications
within the ETSI ITS Work Programme. The tables in this clause identify security requirements and are
worded for direct application in the relevant future ETSI Technical Specifications withinthe ETSI ITS Work
Programme.
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The functional security reguirements specified in Table 1 together meet the confidentiality objectivesidentified in

clause 6.1.
Table 1: Functional security requirements associated with confidentiality
Objective . . .
D Text Functional Security Requirements
Col |Information sent to or from an authorized ITS user An ITS system shall provide a means of designating
should not be revealed to any party not authorized to |certain information as restricted
receive the information. Restricted information sent to and from an authorized ITS
user shall be encrypted
Before transmitting restricted information to another user,
an ITS user shall authenticate itself to the recipient
Before receiving restricted information from another user,
an ITS user shall be required to authenticate itself to the
sender
Co2 |Information held within an ITS-S should be protected |An ITS-S shall permit only authorized ITS applications to
from unauthorized access access its security parameter information
An ITS-S shall permit only authorized ITS users to access
its restricted information
Co3 |Details relating to the identity and service capabilities |The functional security requirements specified for
of an ITS user should not be revealed to any objective Co2 satisfy the needs of objective Co3
unauthorized 3" party
Co4 |Management Information sent to or from an ITS-S An ITS-S shall permit only authorized ITS users to install
should be protected from unauthorized access management information such as service profile data and
software updates
An ITS-S shall only accept management information from
an authorized source
An ITS-S shall restrict access to transmitted management
information to authorized ITS users
Co5 |Management Information held within an ITS-S should |An ITS-S shall restrict access to stored management
be protected from unauthorized access information such as service profile data and software
updates, to authorized ITS users
An ITS-S shall provide a means designating an ITS user
as authorized to access to stored management
information
Co6 |It should not be possible for an unauthorized party to |An ITS-S shall not include a persistent user identity with
deduce the location and identity of an ITS end-user  |location data to an unlimited multicast address
by analyzing communications traffic flows to and An ITS-S may include a persistent user identity with
from the ITS end-user's vehicle location data sent to a unicast or limited multicast address
An ITS-S shall have the means to protect location and
identity information during transmission
Co7 |It should not be possible for an unauthorized party to |An ITS-S shall have the means to use multiple identifiers
deduce the route taken by an ITS end-user by Where multiple identifiers are used, an ITS-S shall provide
analyzing communications traffic flows to and from a means of ensuring that no mathematical or syntactical
the ITS end-user's vehicle link shall exist between identifiers

7.2

Integrity

The functional security requirements specified in Table 2 together meet the integrity objectivesidentified in clause 6.2.
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Table 2: Functional security requirements associated with integrity

Objective . . .
D Text Functional Security Requirements
In1  |Information held within an ITS-S should be protected |An ITS-S shall permit only authorized ITS applications to
from unauthorized modification and deletion modify or delete its security parameter and LDM
information
An ITS-S shall permit only authorized ITS applications and
authorized ITS users to modify or delete Service profile
information
In2  |Information sent to or from an registered ITS user An ITS-S shall implement one or more methods to enable
should be protected against unauthorized or it, if requested by an ITS user, to detect en route
malicious modification or manipulation during modification or manipulation of received data
transmission An ITS-S shall implement one or more methods for
preventing the modification or manipulation of data that it
transmits or receives
In3 |Management Information held within a ITS-S should |The functional security requirements specified for
be protected from unauthorized modification and objective Inl satisfy the needs of objective In3
destruction
In4  [Management Information sent to or from an ITS-S The functional security requirements specified for
should be protected against unauthorized or objective In2 satisfy the needs of objective In4
malicious modification or manipulation during
transmission

7.3

Availability

The functional security requirements specified in Table 3 together meet the availability objectivesidentified in clause 6.3.

Table 3: Functional security requirements associated with availability

Objective . . .
D Text Functional Security Requirements
Avl |Access to and the operation of ITS services by An ITS-S should be able to detect easily recognizable

authorized users should not be prevented by
malicious activity within the ITS-S environment

Denial of Service attack patterns.

7.4

Accountability

The functional security reguirements specified in Table 4 together meet the accountability objectivesidentified in

clause 6.4.
Table 4: Functional security requirements associated with accountability
Objective . . .
D Text Functional Security Requirements
Acl |[It should be possible to audit all changes to security |An ITS-S shall record all requests for changes to security

parameters and applications (updates, additions and
deletions).

parameter information and ITS applications.

An ITS-S shall record the results of all requests for
changes to security parameter information and ITS
applications

7.5

Authenticity

The functional security requirements specified in Table 5 together meet the authenticity objectivesidentified in clause 6.5.
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Table 5: Functional security requirements associated with authenticity

Objective . . .
D Text Functional Security Requirements
Aul (It should not be possible for an unauthorized ITS Only an authorized ITS-S shall have access to emergency
user to pose as an ITS-S when communicating with  |vehicle services
other ITS-Ss An ITS-S shall have the means to validate the identity of

an authorized emergency vehicle

It shall be possible for an ITS-S installed in a private
vehicle to be given authority to access emergency vehicle
services on a temporary basis

An ITS-S installed in an emergency vehicle (permanent or
temporary) shall have the means to positively identity itself
as such

An ITS-S shall be permitted to send an ITS message only
if suitably authorized

An ITS-S shall reject an incoming ITS message received
from an unauthorized source

Au2 |It should not be possible for an ITS-S to receive and |The functional security requirements specified for

process management and configuration information  |objective Inl satisfy the needs of objective Au2

from an unauthorized user

Au3 |Restricted ITS services (Emergency Vehicle An ITS-S shall permit only currently authorized ITS users
Warning) should be available only to authorized ITS |to transmit messages identifying the vehicle as an
users emergency vehicle

An ITS user's authorization to transmit messages
identifying the vehicle as an emergency vehicle may be
time limited by expiry or explicit removal

8 ITS Target of Evaluation (ToE)

From the architectural descriptionsin clause 5 it is possible to identify two potential Targets of Evaluation (ToE) for
security analysis purposes.

. asingle ITS-S (Vehicle) asshownin Figure 9;
. asingle ITS-S (Roadside) as shown in Figure 10.

A ToE isdefined such that all potentia attack interfaces are exposed; i.e. each interface has one end-point inside the ToE
and one end-point outside of the ToE boundaries. A ToE can only be attacked through its exposed interfaces and the
presence of athreat agent is necessary to launch an attack. This means that the assets (most often the functional entities)
associated with the exposed interfaces are potential threat agents, and that the ToE environment should include all exposed
interfaces and all assets associated with the end-points of these interfaces that are outside the ToE.

The scope of thisanalysis is communication over 5,9 GHz (ITS G5A). This meansthat only theinterfacesat A and B are
within scope. Inthe ITS-S (Vehicle) case (see Figure 9), the interfaces at both A and B are exposed and the ToE
environment includes the two interfaces and their end-pointsin other ITS-S (Vehicle)s and ITS-S (Roadsi de)s within range
at any given point in time. Only the assets associated with the ITS-S (Vehicle) and ITS-S (Roadside) are potential threat
agents or can be used as attack proxies.
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(Vehicle)

ITS Central
Station

ITS-S
(Vehicle)

Figure 9: ITS-S (Vehicle) as the TOE

Inthe ITS-S (Roadside) case (Figure 10), only the interface at B is exposed and the ToE environment includes all

ITS-S (Vehicle) units within range at any given point in time. This means that only the assets associated with the

ITS-S (Vehicle) are potential threat agents or can be used as attack proxies. Although the interface at Jis also exposed, it
represents a fixed (rather than ITS G5A) connection to the I TS network infrastructure and it is assumed that thisis secured

by the ITS operator.

ITS Environment

r——-—-——-— - - = A
| Target of Evaluation

(Roadside)

I
I
I
| ITS-S
I
[
I
I

ITS-S
(Vehicle)

ITS Central
Station

Figure 10: ITS-S (Roadside) as the TOE
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Assumptions on the ToE

The following assumptions have been made for the purposes of this TVRA:

1)
2)

3)
4)
5)
6)

7)

8)

8.2

ThelTS-S (Vehicle) and ITS-S (Roadside) are two distinct functional units although, in practice, they may be
manufactured as a single physical device comprising both functionalities.

All communication and actions within the ToE are performed within the boundaries of atrust domain and are,
therefore, secure.

ITS services are those defined in the ITSBSA [i.§].
All ITS stations have access to 5,9 GHz spectrum for sending.
All ITS stations have access to 5,9 GHz spectrum for receiving.

All ITS stations have the ability to determine trustworthiness of received information (i.e. the correctness of
information).

All vehicles always know on which logical channel safety messages should be sent and received at any given
point in time.

Restricted station datais only transmitted to authorized parties. Consequently, an I TS station must have the ability
to validate the identity and authority of the recipient before sending restricted data.

Assumptions on the ToE environment

The following assumptions on the ToE environment have been made for the purposes of this TVRA:

1)

2)
3)

4)
5)

6)
7)

8)

The ITS network is not completely resistant to masquerade attacks and as aresult attacks against I TS stations may
originate from within the I TS network.

Communication over the interfaces at reference points Jand K are considered to be secure.

Thereisno 5,9 GHz communication between two ITS-S (Roadside) units or between the I TS network and one or
more ITS-S (Roadside) units.

Thereisno 5,9 GHz communication between the I TS network and an ITS-S (Vehicle).

Although it is possible that a physical and direct interface may exist at reference point K (for example, a

mai ntenance access point directly connected to the vehicle at a service centre), it is also possible for K to be
coincident with reference point B. Consegquently, application and security parameter updatesto ITS-S (Vehicle)
can be made either directly over the fixed interface at K or indirectly over the ITS G5A interface at B (coincident
with K).

All communication directly over the interfaces at K and Jis secure.

Broadcast messages are not protected and assumed always to carry non-sensitive information (and as a
conseguence never carries persona data).

All communication between an I TS station and an end-user are considered to be part of a single trusted domain
and, thus, out of scope of the TVRA.
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9 ITS system assets

9.1 ITS station functional models

Two similar functional entities exist within the ITS 5,9 GHz model. These arethe ITS Station (ITS-S) associated with a
vehicle and the ITS-S associated with aroadside unit. Both of these can be represented by a number of functional and data
elements (assets) as shown in Figure 11 and Figure 12. The assets shown are only those required to provide I TS services.
Other security-specific assets are identified in the ITS threat analysis (clause 10).

GS Station (Vehicle) \

ITS
Applications

Vehicle

Y
System Control M
N

Local

[
0

Y Dynamic

M Map (LDM)

<
Service
Profile

Protocol I Protocol
— Control Service Control Control —
(V-1) l l (V-V)

Sensor
Monitor

-
- )

Key: 2
N
ITS Base External ITS Base
Function Entity Information

Figure 11: In-vehicle ITS Station assets
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GS Station (Roadside) \
Display Control M ITS _
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Service
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Protocol I
— Control Service

Control Control —
(V-1) l l (Network)

Protocol

Sensor
Monitor
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O O
"

ITS Base External ITS Base
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Figure 12: Roadside ITS station assets

9.2 Functional assets

9.2.1 ITS-S (Vehicle)
The functional assetsthat provide the base ITS capabilitiesin an in-vehicle I TS station include:
J Protocol Control:
- vehicleto ITS infrastructure;
- vehicle to vehicle;
. ITS Applications;
. Service control;
o on-board Sensor Monitor; and

. vehicle system control.
9.2.1.1 Protocol Control

9.21.11 General description

The protocol control assets select an appropriate message transfer protocol for an outgoing message request and sends the
message to the lower layers of the protocol stack in aformat that can be processed by those layers. Incoming messages are
converted into aformat that can be handled within the I TS station and passed to the relevant functional asset for further
processing.
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Vehicle to ITS infrastructure

The vehicleto ITS infrastructure (V2I) protocol control asset controls messages at reference point B between the vehicle
and the ITS infrastructure.

9.2.1.1.3

Vehicle to vehicle

The vehicle to vehicle (V2V) protocol control asset controls messages at reference A between the vehicle and other

vehicles.

9.21.2

Service Control

The Service Control functional asset enables information exchange between the other functional assets on the ITS station. It
manages i nter-process communications between those assets without altering the content of the communications. State
information required to manage these communications, if it exists, is maintained and managed by Service Control and
stored in the Service Profile data asset.

Service Control is responsible for invoking I TS applications and managing information about I TS application
configuration, including:

e thelist of applicationsinstalled and activated for transmission;

. the list of applications installed and activated for receipt;

e thelist of applicationsinstalled and not activated.

Thisinformation is stored in the Service Profile.

Service Control may originate messages for transmission across the 5,9 GHz interface if those messages are necessary to
maintain the Service Profile. However, no such instances have been identified in the ITS BSA.

9.21.3

ITS Applications

The ITS applications functional assets process I TS data for local use and determine when to initiate communications with

other stations.

Examples of the functions that ITS applications may perform are:

. mai ntaining information such as the Local Dynamic Map (LDM).

e  processing I TS-relevant information which may be received from both in-vehicle and external sources.

. initiating actions including but not limited to:

notifying the driver or passengers of relevant information;

sending I TS messages to other parties,

passing commands through Service Control to request other functional assets to take direct action on the
vehicle by, for example:

activating non-driving related vehicular components such as the air conditioning;
activating driving-related components such as the turn indicators;
reconfiguring the vehicle to reduce crash impact; and

taking direct driving actions such as steering, braking or accelerating.

Information is made available to the ITS applications via the Service Control functional asset. Thisinformation includes
telematics data from the Sensor Monitor and V ehicle System Control and received I TS messages from the two Protocol

Control assets.
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An ITS application may originate messages for transmission across the 5,9 GHz interface in response to, for example:
. changesin the LDM;
. input from the Sensor Monitor; or

. decisions made by itself.

9214 Sensor Monitor

The Sensor Monitor functional asset provides environmental datato Service Control for distribution to the other functional
assets on the station. The environmental data provided may include:

. GNSS data

e loca telematics data such as current speed and bearing;

. external environmental data such as temperature, rain data and ambient light level;

. any ITS-relevant data other than the messages received over a’5,9 GHz wireless connection;
e  humaninput received from a user interface.

Different vehicles will contain different implementations of the sensor monitor. Consequently, different Vehicle ITS
Stations may have different collections of environmental data available to them.

The end-user of avehicle may originate messages for transmission across the 5,9 GHz interface using the Sensor Monitor.
However, no such instances have been identified in the ITS BSA.

9.2.15 Vehicle System Control

The Vehicle System Control functional asset allows other functional assets to access the vehicle control systemsvia
Service Control. Access to the vehicle control systems allows the ITS-S to control vehicle behaviour. Examples of this may
include:

. providing information to the driver only, to the passengers only or to both driver and passengers,
. playing a sound,;

e  operating the air-conditioning/heating system;

. changing the volume on the car entertainment system;

. activating or deactivating voice communications,

. locking/unlocking/opening/closing doors;

. reconfiguring the vehicle to reduce the damage caused by an imminent collision;

e  taking direct control of certain driving actuators.

Not all vehicleswill support al of these operations, particularly in the early days of deployment of ITS. However, it is
assumed that Vehicle System Control will have access to a Human-Machine Interface (HMI) component which it can use
to provide pertinent notifications to the driver.

This FA also includes transmission of messages over interfaces other than the 5,9 GHz interface.

Vehicle System Control is assumed to implement all vehicle control requests from other functional assets without regard to
the specific contents of those requests.

Although it islikely that Vehicle System Control will transmit messages over arange of internal interfaces, it should not
originate messages for transmission over the 5,9 GHz interface.
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9.2.2 ITS-S (Roadside)
The functional assetsthat provide the base ITS capabilitiesin aroadside ITS station include:
J Protocol Control:
- RSU to vehicle;
- RSU to ITS network.
. ITS Applications;
. Service Control;
o roadside Sensor Monitor; and

e  roadside Display Control.
9221 Protocol Control

9.221.1 General description

The Protocol Control assets select an appropriate message transfer protocol for an outgoing message request and sends the
message to the lower layers of the protocol stack in aformat that can be processed by those layers. Incoming messages are
converted into a format that can be handled within the I TS station and passed to the relevant functional asset for further
processing.

9.2.2.1.2 RSU to vehicle

The vehicleto ITS infrastructure (V2I) Protocol Control asset controls messages at reference point B between the roadside
unit and vehicles.

9.2.2.1.3 RSU to ITS network

The vehicle to vehicle (V2V) protocol control asset controls messages at reference point J between the RSU and the ITS
Service Centre.

The roadside-to-network interface will not be a5,9 GHz connection and so attacks on the RSU using this interface are not
considered in the analysis. However, it is conceivable that forged Service Centre messages could enter the RSU at this
point and be forwarded to vehicles. This Protocol Control asset is, therefore, considered to be capable of originating
messages to be passed across the 5,9 GHz interface.

9.2.2.2 Service Control

The Service Control functional asset enables information exchange between the other functional assets on the ITS station. It
manages inter-process communications between those assets without altering the content of the communications. State
information required to manage these communications, if it exists, is maintained and managed by Service Control and
stored in the Service Profile data asset.

Service Control isresponsible for invoking I TS applications and managing information about I TS application
configuration, including:

. the list of applications installed and activated for transmission;

. the list of applications installed and activated for receipt;

e thelist of applicationsinstalled and not activated.
Thisinformation is stored in the Service Profile.

Service Control may originate messages for transmission across the 5,9 GHz interface if those messages are necessary to
maintain the Service Profile. However, no such instances have been identified in the ITS BSA.
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9.2.2.3 ITS Applications

The ITS applications functional assets process I TS data for local use and determine when to initiate communications with
other stations.

Examples of the functionsthat ITS applications may perform are:
. maintai ning information such as the Local Dynamic Map (LDM).
. processing I TS-relevant information which may be received from both in-vehicle and external sources.
e initiating actions including but not limited to:
- sending I TS messages to other parties,
- sending information to the Display Control asset to be presented on roadside matrix units;
- sending information to the ITS Service Centre.

Information is made available to the ITS applications via the Service Control functional asset. Thisinformation includes
telematics data from the Sensor Monitor and V ehicle System Control and received I TS messages from the two Protocol
Control assets.

An ITS application may originate messages for transmission across the 5,9 GHz interface in response to, for example:
. changesin the LDM;
. input from the Sensor Monitor; or

e  decisions made by itself.

9224 Sensor Monitor

The Sensor Monitor functional asset provides environmental datato Service Control for distribution to the other functional
assets on the station. The environmental data provided may include:

° GNSS data;

. external environmental data such as temperature, rain data and ambient light level;

. any ITS-relevant data other than the messages received over a’5,9 GHz wireless connection;
e  humaninput received from a user interface.

Different vehicles will contain different implementations of the sensor monitor. Consequently, different Roadside ITS
Stations may have different collections of environmental data available to them.

The end-user of an RSU may originate messages for transmission across the 5,9 GHz interface using the Sensor Monitor.
However, no such instances have been identified in the ITS BSA.

9.2.25 Display Control

The Display Control functional asset manages the information sent to external presentation devices such as electronic road
signs and smaller displays intended for use by a human operator. Data Control may be used by the ITS Applications, the
ITS network viathe ITS Network Protocol Control, a human operator via the Sensor Monitor FA and Service Control.
When requested to display a message, Display Control will pass the information to the presentation device without regard
to the contents of the message.

Display Control does not originate message for transmission over the 5,9 GHz interface.
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9.3 Data assets

9.3.1 ITS-S (Vehicle)

9.3.1.1 Local Dynamic Map

The Local Dynamic Map (LDM) isan in-vehicle I TS station's dynamically updated repository of datarelating to local
driving conditions. It includes information received from on-board sensors and from CAM and DNM messages.

Data from sensors includes the following:
e  vehicle's current position;
. data that has been made public regarding the vehicle's current status. For example:

- breaking information;

traction information;
- status of external indicators.

. data that has not yet been made public regarding the vehicle's current status but might be in the future. For
example:

- tyre tread state

. data that will not be shared regarding the vehicle's current status but which isrelevant to driving decisions. For
example:

- amount of fuel remaining;
- current fuel consumption.
Data resulting from received messages includes the following:
. current known positions and types of other vehicles;
o current hazards, alerts, and other DNM-related information.
Some data may be updated as a result of either sensor input or received messages, such as:
J local weather conditions;
e locd road surface conditions;

. other information about the physical (as opposed to simply ITS) environment.

9.3.1.2 Local Vehicle Information

Local vehicle information comprises data relating to the vehicle that may not be immediately relevant to real-time driving
decisions but may be used for maintenance or may influence driving strategy. Thereis an overlap between this information
and the "data that will not be shared” in the LDM. Although thereis no definitive list of what might included in the Local
Vehicle Information repository, the following items are potential candidates:

e  Vehicle Identification Number (VIN);
e license plate number;

e  vehicle manufacturer;

e model of vehicle;

. known physical damage;

ETSI



36 ETSI TR 102 893 V1.1.1 (2010-03)

. inventory of components on the vehicle:
- component manufacturer;
- date of manufacture.

Additionally, an owner may store personal information on the vehicle (thisis not required for any of the ITS applicationsin
the BSA but, again, may facilitate obvious next-generation applications). This information would generaly relate to the
owner or operator of the vehicle and may include:

e  name

J address,

. telephone number;

. credit card number (to alow on-road e-commerce);

. toll road subscriber identity.

9.3.1.3 Service Profile
A service profilein an in-vehicle ITS station will include:
. the list of applications installed and activated for transmission;
e thelist of applicationsinstalled and activated for receipt;
e thelist of applicationsinstalled and not activated.
In addition, references to specific security parameters and other characterization data may be stored for each application.

NOTE: Theterm "application" may not map exactly to an application in the sense of CAM or DNM. An application
here is a set of messages that the vehicleis permitted to send or iswilling to receive. These messages may be
a subset of the CAM or DNM messages or they may be other messages entirely from outside the BSA.

9.3.2 ITS-S (Roadside)

9.3.2.1 Local Dynamic Map (LDM)
The Local Dynamic Map (LDM) isaroadside I TS station's dynamically updated repository of datarelating to local driving
conditions. It includes information received from roadside sensors, the ITS infrastructure network and from CAM and
DNM messages.
Data acquired from sensors or received from the I TS infrastructure network includes the following:
. current position.
Data resulting from messages received from other vehicles includes the following:
. current known positions and types of other vehicles.
Some data may be updated as a result of input over either 5,9 GHz or non-5,9 GHz interfaces, such as:
. local weather conditions;
o local road surface conditions,

. other information about the physical (as opposed to simply ITS) environment;

. current hazards, aerts, and other DNM-type information.
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9.3.2.2 Local Station Information

Local station information contains information about the RSU that may be relevant for service management. This category
includes the following:

o RSU serial humber;

. networking information;

. current operational status of the RSU;
. ITS operator;

. mai ntenance schedule.

9.3.2.3 Service Profile
The service profilein an RSU I TS station includes:
e thelist of applicationsinstalled and activated for transmission;
. the list of applications installed and activated for receipt;
e thelist of applicationsinstalled and not activated.
In addition, references to specific security parameters and other characterization data may be stored for each application.

NOTE: Theterm "application" may not map exactly to an application in the sense of CAM or DNM. An application
here is a set of messages that the RSU is permitted to send or iswilling to receive. These messages may be a
subset of the CAM or DNM messages or they may be other messages entirely from outside the BSA.

10 ITS threat analysis

10.1  Attack interfaces and threat agents

10.1.1 Attack interfaces and threat agents for ITS-S (Vehicle) ToE

TheITS-S (Vehicle) ToE accesses its environment across I TS G5A interfaces at the three reference points A, B and K
(coincident with B). These interfaces are all exposed which means that they are accessible from outside of the ToE and
may, therefore, be exploited as attack interfaces.

The interface at reference point A can be exploited as an attack interface by another valid ITS-S (Vehicle) causing
undesired actions or events due to, for example:

. design flaws as aresult of poorly specified requirements;
. malicious or mischievous use of an ITS-S (Vehicle) as an attack proxy by a remote agent; or
e  maliciousor mischievoususe asan ITS-S (Vehicle) providing false or misleading information to other vehicles.

The interface at reference point B can be exploited as an attack interface by avalid ITS-S (Roadside) unit causing
undesired actions or events due to, for example:

. design flaws as a result of poorly specified requirements;
. malicious or mischievous use as an attack proxy by a remote agent; or

. malicious or mischievous use as an ITS-S (Roadside) providing false or misleading information to passing
vehicles.
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The interface at reference point K cannot be directly exploited when it isimplemented as awired and controlled interface.
However, it can be exploited as an attack interface when coincident with reference point B implemented asa 5,9 GHz
interface. In this caseit is possible for an attack on an ITS-S (Vehicles) to be mounted from the ITS network.

Any security attack can in principle originate from any logical entity in the ToE environment and may target any of the
assets of atarget ITS-S (Vehicle). Furthermore, any layer in the protocol stack used by the relevant reference point can be
exploited as an attack interface.

10.1.2 Attack interfaces and threat agents for ITS-S (Roadside) ToE

The ITS-S Roadside unit accesses its environment across the ITS G5A interface at reference point B. Thisinterfaceis
exposed and may, therefore, be exploited as an attack interface into the ToE. Attacks originate either from within the ToE
environment or from within the ToE itself. Roadside units communicates with each other through the ITS core network
without using 5,9 GHz communication links. However, the interface at reference point J between the I TS-S roadside unit
and the I TS network can be used to carry an attack, such asthe installation of malware, from the ITS network. This
interfaceis, therefore, also defined as an exposed interface of the ITS-S (Roadside) unit.

The interface at reference point B can be used by a number of threat agentsin order to mount an attack. These threat agents
may include;

. avaid ITS-S (Vehicle) causing undesired actions or events due to, for example:
- design flaws as a result of poorly specified requirements;
- malicious or mischievous use as an attack proxy by a remote agent; or

- malicious or mischievous use asan ITS-S (Vehicle) providing false or misleading information to other
vehicles;

. an entity posing asavalid ITS-S (Vehicle) causing undesired actions or events due to, for example:
- malicious or mischievous use as an attack proxy by a remote agent; or

- malicious or mischievous use asan ITS-S (Vehicle) providing false or misleading information to other
vehicles;

. an entity within the ITS-S (Roadside) itself providing false or misleading information to passing vehicles.

When an attack originates from within the roadside unit, the interface at B may be used to propagate the attack into the ToE
environment.

Theinterface at reference point Jis not expected to be an ITS G5A interface and assumed to be secured against direct
attack. However, it can be used to carry an accidental or malicious attack from within the ITS network.

Any security attack on an ITS-S (Roadside) ToE could originate in any logical entity in the ToE environment and may
target any of the assets of atarget ITS-S (Roadside). Furthermore, any layer in the protocol stack can be exploited as an
attack interface.

10.2  Vulnerabilities and threats

10.2.1 Threats to all ITS stations
Theidentification and analysis of ITS security considered threats in the following categories:
. Availability threats:
- Denia of Service (DoS)
. Integrity threats:
- Manipulation

- Masguerade
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- Replay

- Insertion of information
Authenticity threats

- Manipulation

- Masqguerade

Confidentiality threats

- Eavesdropping

- Traffic analysis
Non-repudiation/Accountability threats

- Repudiation

10.2.2 Availability

10.2.2.1 General threats to availability

ETSI TR 102 893 V1.1.1 (2010-03)

Threats to the availability and continuous behaviour of an ITS system include Denial of Service (DoS) attacks as a result
of, for example:

the introduction of malicious software (maware);

a high volume of messages introduced intentionally through spamming; and

a high volume of messages introduced as a consequence of using multi-hop broadcast messaging:

- this may pose athreat to the system because timeis a critical component in traffic safety messages and the
design of an ITS-S may not allow sufficient time to check for the authenticity of relay messages when large

numbers are received in avery short time.

DoSisa category of attack that is difficult to protect against. Such attacks may resultsin an I TS station failing to receive,
respond to, relay, produce and send traffic safety messages or to perform its normal function or prevent other ITS stations

from performing their normal functions. Methods of attack include:

maliciously and artificially generating a high volume of false messages;

malware manipulating the sending or receiving capabilities of an ITS station. Injecting malware is made possible
by exploiting the capability of an ITS-S to receive periodic software and firmware updates and security parameter

information updates;

formation of "black holes" when a number of adjacent ITS stations are configured (either accidentally or
maliciously) not to propagate messages. The impact of having a black hole isthat ITS messages are not relayed to
al usersin atarget area. Thereis also the possibility that an ITS-S (Vehicle) may be manipulated such that when
it enters a particular area (given by GNSS coordinates) it stops relaying messages. Such an attack creates avehicle

loca "black hole" at a particular location.

accidentally generating a high volume of fal se outgoing messages or unsolicited incoming message queue entries

as aresult of flawsin the product design.

10.2.3 Integrity

10.2.3.1 General threats to integrity

Threats to the integrity of an ITS-Sinclude:

unauthorized access to restricted information;
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. loss of information;
e  manipulation of information; and
. corruption of information.

Unauthorized access to restricted information can be gained by means of a masquerade attack or by the use of malware
injected into an ITS station. Restricted information includes all information which would not be included in broadcast
messages and which is specifically associated with a particular I TS station or its end-users.

Loss of information can be a consequence of unauthorized access to restricted information. An attacker could insert
malware that deletes service information, security parameters, local station data or information stored in the LDM.

Information can be manipulated or corrupted either at one of the ITS G5A interfaces or within the sending and receiving
ITS stations. Malware could be used to change a message before it is sent or to interfere with the protocol such that
information is corrupted in transit.

10.2.4  Authenticity

10.2.4.1 General threats to authenticity

Authenticity isamajor security challengein ITSasall ITS stations have the ability to send, receive and replay al types of
messages defined in the BSA except those which are specific to emergency vehicles.

Ensuring the authenticity of information received and processed by an ITS-S involves some or al of the following:
e  protection of legitimate I TS stations from masguerade attacks:

- carried out by an agent posing as alegitimate | TS station, application or service. An attacker can then insert
false messages into the network and deceive users and authorities into believing that another node was
responsible for sending these messages.

. identification of the unplanned replay of previous legitimate message interchanges:

- carried out by capturing and subsequently resending valid received messages. Replay attacks can take two
general forms:

" replay of messages at asimilar location but a different time. Such attacks would include the replay of
emergency vehicle messages when the specific emergency situation no longer exists;

L] replay of messages at a different location and a different time, the so called "wormhole attack”. Such
attacks can be used to cause confusion among recipients who are unable to resolve the received
location data with their own actual location and may, consequently, send messages which could reved
their identity or other private information.

. exposure of false GNSS signals.

- A GNSS satellite simulator can generate radio signals that are stronger than those received from a genuine
GNSS satellite. This enables an attacker to provide false location information to I TS stations and thus,
potentially, causing traffic accidents. If an ITS-S synchronizesitsinternal clock to GNSS time, a simulator
can be used to set an inaccurate current time and this can result in it accepting expired messages received in
areplay attack.

e  protection against broadcast messages carrying misinformation:

- carried out by broadcasting valid but false ITS messages in order to misinform the message recipients. The
motivation for this attack may be to clear a chosen route for personal or criminal purposes.
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10.2.5 Confidentiality

10.2.5.1 General threats to confidentiality

Threats to the confidentiality of information associated with an ITS station include theillicit collection of transaction data
by eavesdropping and the collection of location information through the analysis of message traffic.

The messages associated with the BSA services considered in this analysis are those transmitted over the 5,9 GHz radio
interface. As G5A is an open interface, messages transmitted over thisinterface may be intercepted and information
extracted. Information that is of particular concern in this context includes personal data and data that can later be used to
launch a direct attack (replay, for example). I TS broadcast messages are transmitted indiscriminately and so can be
received by any ITS-S within range of the radio signal. Consequently, these messages are of little interest to an
eavesdropper.

An attacker may also construct a profile of agiven ITS-S (Vehicle) or end-user by observing which services are used
regularly, at what times and at which location. Such traffic analysis might be used to gain information on private vehicles
which are used as emergency vehicles thus enabling the attacker to carry out an emergency vehicle masguerade attack.

The ITS system requirement of being able to track vehicles for traffic flow and safety purposes can be misused by an
attacker to gain information about the whereabouts of a particular vehicle. In this way, the attacker is able to stalk the user
or build a profile of the ITS station for potentially malicious purposes.

10.2.6 General threats to accountability

ITS end-users may be able to avoid prosecution for motoring offences or for mounting security attacks on other I TS users
by denying that:

. particular ITS messages were sent by an ITS station;

. particular I TS messages were received by an I TS station;

. specific ITS services were uploaded, deleted or otherwise modified;
. specific ITS data were uploaded, deleted or otherwise modified.

For law enforcement authorities to be able to prosecute such actions, it is necessary to record all message and service
activity withinthe an ITS station.

10.2.7 Vulnerabilities and threats

10.2.7.1 Determining system vulnerabilities

Within a ToE, avulnerability is considered to be a combination of an identified system weakness with one or more threats
that are able to exploit that weakness.
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Threats and vulnerabilities within an ITS-S (Vehicle)

Table 6 identifies the threats and associated weaknesses that define the vulnerabilities within an ITS-S (Vehicle).

Table 6: List of Vulnerabilities for ITS-S (Vehicle) ToE

ETSI TR 102 893 V1.1.1 (2010-03)

ID

Threat

ITS-S Problem Area

Weaknesses

Threat Agent

Attack interface

V-V1i

- Message saturation

Intrinsic high density of
ITS message traffic due to
broadcasting and
beaconing in V2V systems

The time taken by an ITS-S (Vehicle)
to process a high volume of real or
spurious messages or fabricated
gueue entries could:

(1) cause it to miss important
incoming ITS messages

(2) cause it to delay or miss the
sending of outgoing ITS
messages or relaying of
incoming ITS messages

(3) leave it with no resources free
for other essential tasks such as
monitoring sensors and updating
driver-displays

(4) leave it with no resources free
for other essential tasks such as
monitoring sensors and updating
driver-displays

Malware installed on target
ITS-S (Vehicle) filling the
incoming message queue
with spurious but valid
messages

Malicious ITS-S broadcasting
a high level of ITS message
traffic

A, B (also on behalf of K)

Lack of flow control in V2V
broadcast messaging

Absence of addressing in
broadcast messages
meaning source cannot be
identified so malicious and
irrelevant messages can
only be rejected by the
application, not at the
network layer in the ITS
stack

The random re-attempt
period in the "Listen
before send" message
transmission method does
not make optimum use of
the available bandwidth
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ID Threat ITS-S Problem Area Weaknesses Threat Agent Attack interface
V-V2 |- Jamming of radio Inability of the Transmissions to and from an External jammer equipment A B
signals ITS-S (Vehicle) to quickly [ITS-S (Vehicle) can be lost while
detect and isolate interference is detected and mitigated
interference on radio
channels
V-V3 |- Injection of false Absence of addressing in  |An ITS-S (Vehicle) is unable to Malware on ITS-S (Vehicle or |A, B
messages broadcast messages determine quickly whether a received |Roadside) within range
- Manipulation of ITS meaning source cannot be [message is valid and from a
messages en route identified so malicious and |legitimate user and then acts on Equipment posing as a
irrelevant messages can  [information received in the message [genuine ITS-S (Vehicle) or as
only be rejected at the an RSU sending valid but
application layer, not at Relayed messages are open to irrelevant ITS messages
the network layer in the manipulation in an ITS-S en route.
ITS stack Received messages that are
intended for relaying can be withheld
V-V4 |- Masquerade as CAM and DNM messages |An ITS-S (Vehicle) is unable to Equipment posing as a A, B (also on behalf of K)
ITS-S (Vehicle or do not include any form of |determine quickly whether a received |genuine ITS-S (Vehicle) or as
Roadside) or ITS identification information message is valid and from a an RSU sending false
network legitimate user and then acts on information in ITS messages
information received in the message |that are otherwise valid
The contents of the LDM can be
incorrectly modified by received
messages containing false time,
position or status information or by
maliciously planted software
Vehicle-to-Vehicle
messages include no
validation or legitimacy
checks
V-V5 |- Masquerade for CAM and DNM messages |An ITS-S (Vehicle) is able to perform [Equipment posing as a A B

fabrication of
messages

do not include any form of
identification information

only basic checks on the validity of a
received message and its contents

The contents of the LDM can be
incorrectly modified by received
messages containing false time,
position or status information or by
maliciously planted software

genuine ITS-S (Vehicle) or as
an RSU sending false
information in ITS messages
that are otherwise valid

Malicious application in the
ITS network sending false
information in ITS messages
that are otherwise valid

Vehicle-to-Vehicle
messages include no
validation or legitimacy
checks
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ID Threat ITS-S Problem Area Weaknesses Threat Agent Attack interface
V-V6 |- Replay of "expired" Uncertainty regarding how [An ITS-S (Vehicle) is unable to Equipment posing as a A B
(old) messages timestamps are created validate when or where a received genuine ITS-S (Vehicle) or as
- Wormhole attacks and how to use them to message was originally generated an RSU sending "expired"
- GNSS spoofing check the validity of information in ITS messages
messages that are otherwise valid
Equipment posing as a
genuine ITS-S (Vehicle) or as
an RSU sending information
in ITS messages that are
valid except for the source
location
V-V7 |- Malicious isolation of [ITS-S (Vehicle) memory is |Malware can be initiated, accessed or [Malware on ITS stations that |A, B
one or more can be modified by installed over the air disables some or all
ITS-S (Vehicle) information received over functionality of one or more of
(black hole) the air interface the ability to create, process,
receive and send ITS
messages
V-V8 |- Eavesdropping Broadcast messages are  [All ITS messages (even those Equipment posing as a A B

- Traffic analysis
- Location tracking

in general intended for all
ITS-S within range.

associated with subscription services)
are broadcast in the 5,9 GHz band
and can, therefore, be intercepted by
any capable receiver

Some ITS BSA messages reveal the
geographic location of the sending
ITS-S

genuine ITS-S (Vehicle) or as
an RSU receiving information
for malicious analysis of
content and recording on
message patterns etc.

Absence of addressing in
broadcast messages
meaning that non-ITS-S
equipment can also
receive ITS messages
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ID Threat ITS-S Problem Area Weaknesses Threat Agent Attack interface
V-V9 |- Denial of CAM and DNM messages |There is no requirement for an ITS-S [Equipment posing as a A, B (also on behalf of K)
transmission do not include any form of |(Vehicle) to maintain an auditable log |genuine ITS-S (Vehicle) or as

identification information of all messages sent and received by |an RSU sending false

it. Such a log would quickly become [information in ITS messages
very large due to the high density of  [that are otherwise valid

ITS messages.
Malware installed on target
ITS-S (Vehicle) creating and
sending false information in
ITS messages that are
otherwise valid

Vehicle-to-Vehicle
messages include no
validation or legitimacy
checks

ITS-S (Vehicle) cannot
positively identify relevant
information to maintain
record of the originator of
ITS messages causing
harm to the ITS-S
(Vehicle)
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A successful attack on each vulnerability in an ITS-S (Vehicle) may result in a number of undesirable consequences.
These arelisted in Table 7 to Table 11.

Table 7: Consequences of threats to availability in an ITS-S (Vehicle)

Threat Group

Threat Type

Weakness

Undesirable Consequences

DosS: Denial of - Message saturation |An ITS-S (Vehicle) is unable to |Accidents if collision warnings are not
accessto |- Radio jamming quickly determine whether a received and processed by the
incoming - Injection of false received message is valid and |attacked ITS-S (Vehicle)
messages messages from a legitimate user and acts

- Internal malware on information received in the |General compromise of traffic
message management applications which

depend on the reliable and timely

The time taken by an ITS-S receipt of ITS messages
(Vehicle) to process a high
volume of real or spurious
messages could cause it to
miss important incoming ITS
messages

DoS Denial of - Message saturation |The time taken by an ITS-S Accidents if collision warnings are not
accessto |- Radio jamming (Vehicle) to process a high delivered by the attacked ITS-S
outgoing - Internal malware volume of real or spurious (Vehicle)
messages |- Black hole creation  [messages or fabricated queue

entries could cause it to delay |General compromise of traffic

or miss the sending of management applications which
outgoing ITS messages or depend on the reliable and timely
relaying of incoming ITS delivery of ITS messages to all affected
messages vehicles

Transmissions to and from an

ITS-S (Vehicle) can be lost

while interference is detected

and mitigated

DoS Denial of - Message saturation |The time taken by an ITS-S Accidents if driver is not warned
accessto |- Internal malware (Vehicle) to process a high immediately of critical events or
ITS-S volume of real or spurious significant environmental changes
(Vehicle) messages or fabricated queue
internal entries could leave it with no General compromise of traffic
resources resources free for other management applications which

essential tasks such as
monitoring sensors and
updating driver-displays

depend on the reliable and timely
processing of changes in vehicle and
ITS-S (Vehicle) environment status
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Table 8: Consequences of threats to integrity in an ITS-S (Vehicle)

Threat Group

Threat Type

Weakness

Undesirable Consequences

Modification and
deletion of stored
information

- Internal malware

- Message replay

- GNSS spoofing

- ITS-S masquerade

- Injection of false
ITS messages

An ITS-S (Vehicle) is unable to
validate when a received
message was originally
generated

The contents of the LDM can
be incorrectly modified by
received messages containing
false time, position or status
information or by maliciously
planted software

General compromise of traffic
management applications which
depend on the LDM for accurate and
up-to-date information

Modification and
deletion of transmitted
information

- Relay modification
- Black hole

Relayed messages are open
to manipulation in an ITS-S
en route. Received messages
that are intended for relaying
can be withheld.

An ITS-S (Vehicle) is unable to
determine quickly whether a
received message is valid and
from a legitimate user and
then acts on information

received in the message

Accidents if collision warnings are not
received and processed by the
attacked ITS-S

General compromise of traffic
management applications which
depend on the reliable and timely
receipt of ITS messages

Table 9: Consequences of threats to authenticity in an ITS-S (Vehicle)

Threat Group

Threat Type

Weakness

Undesirable Consequences

Masquerade

- Emergency vehicle
masquerade

- Message replay

- Wormhole attack

- GNSS spoofing

- ITS-S masquerade

- Injection of false
ITS messages

An ITS-S (Vehicle) is able to
perform only basic checks on
the validity of a received
message and its contents

Accidents and general driver confusion
if the source and contents of received
messages cannot be relied upon

General compromise of traffic
management applications which
depend on the reliable and timely

receipt of ITS messages

Table 10: Consequences of threats to confidentiality in an ITS-S (Vehicle)

Threat Group

Threat Type

Weakness

Undesirable Consequences

Acquisition of - Eavesdropping All ITS messages (even those [Without protection, any personal

personal information associated with subscription information exchanged in a unicast
services) are broadcast in the |transaction could be intercepted and
5,9 GHz band and can, used by an attacker to gain illicit access
therefore, be intercepted by to subscription services.
any capable receiver

Acquisition of - Eavesdropping All ITS messages (even those |Analysis of message traffic can reveal

behavioural details

- Traffic analysis

associated with subscription
services) are broadcast in the
5,9 GHz band and can,
therefore, be intercepted by
any capable receiver

which subscription services are being
used by individual users. This
information can be used to launch
direct attacks on a particular ITS-S
(Vehicle) and user.

Acquisition of location
information

- Traffic analysis
- Location tracking

Some ITS BSA messages
reveal the geographic location
of the sending ITS-S

Location information gained in an
unauthorized way can be used to
effectively launch other directed attacks
against particular ITS-S (Vehicle)s and
users.
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Table 11: Consequences of threats to accountability in an ITS-S (Vehicle)

Threat Group

Threat Type

Weakness

Undesirable Consequences

Denial of transmission

- Repudiation

There is no requirement for an
ITS-S (Vehicle) to maintain an
auditable log of all messages
sent by it. Such a log would
quickly become very large due
to the high density of ITS
messages.

Malicious and mischievous messages
can be sent with impunity by a
legitimate ITS-S (Vehicle) as no proof
exists that any particular message was
ever sent by that particular ITS-S.

Denial of data receipt

- Repudiation

There is no requirement for an
ITS-S (Vehicle) to maintain an
auditable log of all messages
received by it. Such a log
would quickly become very
large due to the high density of
ITS messages.

Traffic safety and traffic management
messages can be ignored so that, in
the event of prosecution (for a speeding
offence, for example), a vehicle owner
can claim that the message was not
received.
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Threats and vulnerabilities within an ITS-S (Roadside)

Table 12 identifies the threats and associated weaknesses that define the vulnerabilities within an ITS-S (Roadside).

Table 12:

List of Vulnerabilities for ITS-S (Roadside)

do not include any form of
identification information

to process a high volume of real or
spurious messages or fabricated

Absence of addressing in
broadcast messages
meaning source cannot be
identified so malicious and
irrelevant messages can
only be rejected on the
application layer, not at
the network layer in the
ITS stack

queue entries could cause it to miss
important incoming ITS messages

The time taken by an RSU to
process a high volume of real or
spurious messages or fabricated
queue entries could leave it with no
resources free for other essential
tasks such as relaying and acting

Uncertainty regarding
identification,
authentication and
authorization of ITS
application and
information on an RSU

upon emergency vehicle warnings or
other safety-related messages

RSU filling the incoming
message queue with spurious
but valid messages

Malicious ITS-S broadcasting
a high level of ITS message
traffic

ID Threat ITS-S Problem Area Weakness Threat Agent Attack interface
V-R1 |- Injection of a high CAM and DNM messages |An RSU is unable to quickly Equipment posing as a B
volume of false do not include any form of |determine whether a received genuine Emergency Vehicle
emergency vehicle identification information message contains accurate sending false information in
warning messages information and is from a legitimate ITS messages that are
emergency services vehicle and acts |otherwise valid
by relaying the message. An RSU
can only check whether the message [Equipment replaying "expired"
is valid and comes from a valid emergency vehicle warnings
Absence of addressing in  |Source
broadcast messages
meaning source cannot be |The time taken by an RSU to
identified so malicious and [Process a high volume of real or
irrelevant messages can  |Spurious messages could cause it to
only be rejected on the miss important incoming ITS
application layer, not at messages
the network layer in the
ITS stack
V-R2 |- Message saturation |CAM and DNM messages |The time taken by an ITS-S (Vehicle) |Malware installed on target B
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ID Threat ITS-S Problem Area Weakness Threat Agent Attack interface
V-R3 |- Radio jamming Inability of an RSU to Transmissions to and from an RSU  [External jammer equipment
quickly detect and isolate |can be lost while interference is
interference on radio detected and mitigated
channels
V-R4 |- Injection of false Absence of addressing in  |An RSU is unable to quickly Equipment posing as a
messages broadcast messages determine whether a received genuine ITS-S (Vehicle)
meaning source cannot be [message contains accurate sending false information in
identified so malicious and [information and is from a legitimate ITS messages that are
irrelevant messages can  [user and acts by relaying the otherwise valid
only be rejected on the message. An RSU can only check
application layer, not at whether the message is valid and
the network layer in the comes from a valid source
ITS stack
Uncertainty regarding how |The time taken by an RSU to
timestamps are created process a high volume of real or
and how to use them to spurious messages could cause it to
heck the validity of miss important incoming ITS
messages messages
An RSU is unable to validate when a
received message was originally
generated
V-R5 |- Replay of "expired" Uncertainty regarding how [An RSU is unable to validate when a |Equipment posing as a
(old) messages timestamps are created received message was originally genuine ITS-S sending
- Wormhole attack and how to use them to generated "expired" information in ITS
- GNSS spoofing heck the validity of messages that are otherwise
messages valid
GNSS spoofing equipment
V-R6 |- Emergency vehicle CAM and DNM messages |An RSU is unable to quickly ITS-S masquerading as

masquerade

do not include any form of
identification information

determine whether a received
message contains accurate

Emergency Vehicle
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ID Threat ITS-S Problem Area Weakness Threat Agent Attack interface
Absence of addressing in  |information and is from a legitimate  [Equipment posing as a
broadcast messages emergency services vehicle and acts [genuine Emergency Vehicle
meaning source cannot be [by relaying the message. An RSU
identified so malicious and [can only check whether the message
irrelevant messages can |[is valid and comes from a valid
only be rejected on the source
application layer, not at
the network layer in the
ITS stack

V-R7 |- Eavesdropping Broadcast messages are  [All ITS messages (even those Equipment posing as a B,J
- Traffic analysis in general intended for all [associated with subscription genuine ITS-S (Vehicle) or
- Location tracking ITS-S within range services) are broadcast in the 5,9 RSU recording information in
GHz band and can, therefore, be ITS messages for malicious
intercepted by any capable receiver |analysis of content,
behavioural patterns, etc.
Some ITS BSA messages reveal the
Absence of addressing in  (geographic location of the sending
broadcast messages ITS-S
meaning that non-ITS-S
equipment can also
receive ITS messages
V-R8 |- Transaction Broadcast messages are  |All ITS messages (even those Equipment posing as a valid |B
tampering in general intended for all |associated with subscription ITS-S (Vehicle)
ITS-S within range services) are broadcast in the 5,9
GHz band and can, therefore, be
Absence of addressing in  |intercepted by any capable receiver
broadcast messages
meaning that non-ITS-S An RSU is unable to validate either
equipment can also when a received message was
receive ITS messages originally generated or whether any
Uncertainty regarding how subscription information in the
timestamps are created messages is valid
and how to use them to
heck the validity of
messages
V-R9 |- Denial of CAM and DNM messages |There is no requirement for an RSU  |Equipment posing as a B,J

transmission

do not include any form of
identification information

to maintain an auditable log of all and
specific types of messages sent and

genuine RSU or
ITS-S (Vehicle) sending false
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Threat

ITS-S Problem Area

Weakness

Threat Agent

Attack interface

RSU cannot positively
identify relevant
information to maintain
record of the originator of
ITS messages causing
harm to the RSU

received by it. Such a log should be
maintainable for an RSU.

information in ITS messages
that are otherwise valid

Malware installed on target
RSU creating and sending
false information in ITS
messages that are otherwise
valid

Valid ITS-S (Vehicle) with
motivation to deny sending or
receiving ITS messages, such
as ITS messages from
authorities
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A successful attack on each vulnerability in an ITS-S (Roadside) may result in a number of undesirable consequences.
These are listed in Table 13 to Table 17.

Table 13: Consequences of threats to availability in an ITS-S (Roadside)

Threat Group

Threat Type

Weakness

Undesirable Consequences

DosS: Forgery of - Injection of high An RSU is unable to unable to |Temporary blocking of emergency
emergency volume of false validate either the accuracy of |vehicle warning message from a
vehicle emergency vehicle the contents of a message or |particular originator if RSU discover
warning warning messages whether it originated in a that similar messages are sent from
message vehicle authorized to send multiple locations

emergency vehicle warning
message and, so, relays the Accidents due to general driver
message confusion
An RSU can only check Delay of actual emergency vehicle
whether the message is valid  |warning messages
and.comes from a valid source
The time taken by an RSU to
process a high volume of real
or spurious messages could
cause it to miss important
incoming ITS messages
DosS: Denial of - Message saturation [An RSU is unable to unable to [Accidents if collision warnings are not
accessto |- Radio jamming validate either the accuracy of |[received and processed by the
incoming - Injection of false the contents of a message or |attacked RSU
messages messages whether it originated in a

- Internal malware

vehicle authorized to send
emergency vehicle warning
message and, so, relays the
message

An RSU can only check
whether the message is valid
and comes from a valid
source.

Transmissions to and from an
RSU can be lost while
interference is detected and
mitigated

The time taken by an RSU to
process a high volume of real
or spurious messages could
cause it to miss important
incoming ITS messages

General compromise of traffic
management applications which
depend on the reliable and timely
receipt of ITS messages
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Table 14: Consequences of threats to integrity in an ITS-S (Roadside)

Threat Group

Threat Type

Weakness

Undesirable Consequences

Modification and
deletion of transmitted
information

- Transaction
tampering

- Internal malware

- Replay of "expired"
(old) messages

- GNSS spoofing

All ITS messages (even those
associated with subscription
services) are broadcast in the
5,9 GHz band and can,
therefore, be intercepted by
any capable receiver

An RSU is unable to validate
when a received message was
originally generated or if any
subscription information in the
messages is valid.

Vehicles within range of the
ITS-S (Roadside) receive and install
compromised or illicit services

Vehicles within range of the
ITS-S (Roadside) are denied access to
subscribed services

Masquerade as
emergency vehicle

- Forgery of
emergency vehicle
warning message

An RSU is unable to unable to
validate either the accuracy of
the contents of a message or
whether it originated in a
vehicle authorized to send
emergency vehicle warning
message

General driver confusion upon
reception of false emergency vehicle
warning. Accident may happen as a
consequence of several vehicles
adjusting their driving to give way to a
non-existing emergency vehicle

Table 15: Consequences of threats to authenticity in

an ITS-S (Roadside)

Threat Group

Threat Type

Weakness

Undesirable Consequences

Masquerade

- Emergency vehicle
masquerade
- Masquerade

An RSU is unable to unable to
validate either the accuracy of
the contents of a message or
whether it originated in a
vehicle authorized to send
emergency vehicle warning
message and, so, relays the
message

An RSU can only check
whether the message is valid
and comes from a valid source

Temporary blocking of emergency
vehicle warning and other ITS
messages from masqueraded
emergency vehicle

Accidents and general driver confusion
if the source and contents of received
messages cannot be relied upon

General compromise of traffic
management applications which
depend on the reliable and timely
receipt of ITS messages
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Table 16: Consequences of threats to confidentiality in an ITS-S (Roadside)

Threat Group

Threat Type

Weakness

Undesirable Consequences

Acquisition of
personal information

- Eavesdropping

All ITS messages (even those
associated with subscription
services) are broadcast in the
5,9 GHz band and can,
therefore, be intercepted by
any capable receiver

Some ITS BSA messages
reveal the geographic location
of the sending ITS-S

Without protection, any personal
information exchanged in a unicast
transaction could be intercepted and
used by an attacker to gain illicit access
to subscription services

Acquisition of
behavioural details

- Eavesdropping
- Traffic analysis

All ITS messages (even those
associated with subscription
services) are broadcast in the
5,9 GHz band and can,
therefore, be intercepted by
any capable receiver

Some ITS BSA messages
reveal the geographic location
of the sending ITS-S

Analysis of message traffic can reveal
which subscription services are being
used by individual users. This
information can be used to launch
direct attacks on a particular ITS-S
(Vehicle), such as an emergency
vehicle. Analysis can also reveal
behavioural information that can be
used to launch a direct attack against
an RSU (e.g. block the next RSU from
services that use hand-over between
RSUs).

Table 17: Consequences of threats to accountability in an ITS-S (Roadside)

Threat Group

Threat Type

Weakness

Undesirable Consequences

Denial of transmission |- Repudiation There is no requirement for an |Malicious and mischievous messages
RSU to maintain an auditable |can be sent with impunity by a
log of all or specific types of legitimate RSU as no proof exists that
messages sent and received  |any particular message was ever sent
by it. Such a log should be by that particular RSU. Internal
maintainable for an RSU malware can be the cause of such

behaviour
Denial of data receipt |- Repudiation There is no requirement for an |Errors in service delivery cannot be

RSU to maintain an auditable
log of all or specific types of
messages sent and received
by it. Such a log should be
maintainable for an RSU

traced back to the originating RSU. If
the problematic RSU is not fixed,
service errors may quickly affect a
substantial amount of ITS-S (Vehicle)s

10.3

Security risks in an ITS system

The method described in TS 102 165-1 [i.1] can be used to determine risk factors based upon the likelihood of a
particular attack being successful and the impact that a successful attack would have on the system.

NOTE 1. The TVRA method specified in TS 102 165-1 [i.1] assigns the values of 1, 2 and 3 from the product of
the derived threat impact and the likelihood of occurrence, to arisk level of "Minor" and only the value 4
toarisk of "Mgjor". Use of the risk assessment algorithmsin the ITS TVRA have shown that, in this
particular application, a more even spread of values gives better results. Consequently, in this analysis the
values 1 and 2 are assigned to arisk level of "Minor" while the values 3 and 4 are assigned to "Major".

NOTE 2: Risk estimations may change as a consequence of changes to the functional specifications. This means
that the risk estimatesin Tables 18 and 19 are based on the functional descriptions that were available at
the time of the estimation.

10.3.1

Risks in an ITS-S (Vehicle)

Table 18 identifies the risk of a successful attack on an ITS-S (Vehicle) in each threat group and various factors that are
used in the formulation of that risk.
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Table 18: Risk determination in an ITS-S (Vehicle)

Threat G Attack Impact Risk
reat roup Factor Range Value Potential Likelihood

DoS: Time <1 week 1

Denial of Expertise Expert 5 11 2 3 6

access to Knowledge Restricted 1 : ; ™

incoming Opp\grtungity Easyl 1 (Moderate) (Possible) (High) (Critical)

messages Equipment Specialized 3

DoS: Time <1 week 1

Denial of Expertise Proficient 2

access to Knowledge  [Restricted 1 8 2 3 6

outgoing Opportunity  |Easy 1 (Moderate) (Possible) (High) (Critical)

messages Equipment Specialized 3

DoS: Time <1 week 1

Denial of Expertise Proficient 2 11 2 3 6

access to Knowledge Restricted 1 . ; o

internal Opp\grtungity Moderate 7 (Moderate) (Possible) (High) (Critical)

resources Equipment Specialized 3

Modification Time <1 week 1

and deletion of |Expertise Expert 5 14 2 3 6

stored Knowledge  |Restricted 1 ) ; o

information Opp\grtungity Moderate 7 (Moderate) (Possible) (High) (Critical)
Equipment Specialized 3

Modification Time <1 week 1

and deletion of  |Expertise Expert 5 14 2 3 6

transmitted Knowledge  |Restricted 1 ) ; o

information Opp\grtungity Moderate 7 (Moderate) (Possible) (High) (Critical)
Equipment Specialized 3

Masquerade Time <1 week 1
nosiedgs [resticied |1 11 2 2 4
Opp\grtungity Moderate 7 (Moderate) (Possible) (Medium) (Major)
Equipment Standard 0

Acquisition of Time <1day 0

personal Expertise Proficient 2 12 2 3 6

information gﬁ%ﬁffﬁfy ,\Rﬂizt:f;fed 71 (Moderate) (Possible) (High) (Critical)
Equipment Standard 0

Acquisition of Time <1day 0

behavioural Expertise Proficient 2 18 1 2 2

details Knowledge Restricted 1 ; : ; ;
Opp‘grtur?ity Diftoult B (High) (Possible) (Medium) (Major)
Equipment Specialized 3

Acquisition of Time <1day 0

location Expertise Proficient 2 18 1 2 2

information Knowledge Restricted 1 : : - :
Opp‘grtur?ity Diftoult B (High) (Possible) (Medium) (Major)
Equipment Specialized 3

Denial of Time < 1lday 0

transmission Expertise Layman 0 1 3 1 6
Knowledge Public 0 . . g
Opp\grtungi ty E;s; 1 (No Rating) (Likely) (Low) (Major)
Equipment Standard 0

Denial of data Time <1lday 0

receipt Expertise Layman 0 1 3 2 6
Knowledge Public 0 . . g
Opp\grtungi ty E;s; 1 (No Rating) (Likely) (Low) (Major)
Equipment Standard 0
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10.3.2 Risks in an ITS-S (Roadside)

Table 19 identifies the risk of a successful attack on an ITS-S (Roadside) in each threat group and various factors that
are used in the formulation of that risk.

Table 19: Risk determination in an ITS-S (Roadside)

Threat Grou Attack Impact Risk
P Attack Range Value Potential Likelihood

DoS: Forgery of Time < 1 week 1

emergency vehicle |Expertise Expert 5 11 2 3 6

warning gggg:fjrﬁfy 222;'“"9 2 (Moderate) | (Possible) | (High) | (Critical)
Equipment Standard 0

DoS: Denial of Time < 1 week 1

access to incoming |Expertise Expert 5 8 > 3 6

messages gg;g:f:rﬂtey Ezz:/”“ed . (Moderate) | (Possible) | (High) | (Critical)
Equipment Standard 0

Modification and Time < 1 week 1

deletion of stored  |Expertise Proficient 2 14 2 3 6

information gﬁff.ﬂffﬁfy Sensiive 2 (Moderate) | (Possible) | (High) | (Critical)
Equipment Specialized 3

Masquerade as an |Time < 1 week 1

emergency vehicle |Expertise Expert 5 11 2 3 6
Knowledge Restricted 1 d ibl iah itical
Opportunity Moderate 7 (Moderate) (Possible) (High) (Critical)
Equipment Standard 0

Masquerade Time < 1 week 1
Expertise Expert 5 13 2 3 6
gg;g:f:rﬁfy Restidted : (Moderate) | (Possible) | (High) | (Critical)
Equipment Standard 0

Acquisition of Time <1day 0

personal Expertise Proficient 2 7 3 3 9

information Knowledge Restricted 1 . : : o
Opporturﬁty Eacy 1 (Basic) (Likely) (High) | (Critical)
Equipment Standard 0

Acquisition of Time <1day 0

behavioural details |Expertise Proficient 2 18 1 5 5
Knowledge Restricted 1 ; . . .
Opportunity Difficult 1 (High) (Possible) (Medium) (Major)
Equipment Specialized 0

Denial of Time < 1lday 0

transmission Expertise Layman 0 1 3 1 3
Knowledge Public 0 . kel .
Opportunity Easy 1 (No Rating) (Likely) (Low) (Major)
Equipment Standard 0

Denial of data Time < 1lday 0

receipt Expertise Layman 0 1 3 1 3
Knowledge Public 0 . kel .
Opportunity Easy 1 (No Rating) (Likely) (Low) (Major)
Equipment Standard 0
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11

11.1

For each of the threatsidentified in the ITS TVRA it is necessary to consider what measures could be implemented to

Countermeasures

List of Countermeasures

reduce the risk of an attack being successfully mounted on an ITS-S. Table 20 specifies arange of optionsto be
evaluated as potential 1TS countermeasures.

Table 20: Potential countermeasures to threats in an ITS system

certified before it is installed

Countermeasure Threats Risk

Reduce frequency of beaconing and Message saturation Critical

other repeated messages

Add source identification (IP address  |Message saturation Critical

equivalent) in V2V messages

Limit message traffic to V2I/12V and Message saturation Critical

implement station registration Injection of false messages Major
Manipulation of relayed ITS messages en route Critical
Masquerade as ITS-S (Vehicle or Roadside) or ITS network  [Major
Replay of "expired" (old) messages Critical
GNSS spoofing Major
Wormhole attacks Major
GNSS spoofing Major
Malicious isolation of one or more ITS-S (Vehicle) (black Critical
hole)

Implement frequency agility within the |Jamming of radio signals Critical

5,9 GHz band

Implement ITS G5A as a Jamming of radio signals Critical

CDMA/spread-spectrum system or

base ITS on 3" Generation mobile

Digitally sign each message using a Injection of false messages Major

Kerberos/PKI-like token system Manipulation of relayed ITS messages en route Critical
Masquerade as ITS-S (Vehicle or Roadside) or ITS network |Major
Replay of "expired" (old) messages Critical
Wormhole attacks Major
Malicious isolation of one or more ITS-S (Vehicle) (black Critical
hole)

Include a non-cryptographic checksum |Manipulation of relayed ITS messages en route Critical

of the message in each message sent

Remove requirements for message Manipulation of relayed ITS messages en route Critical

relay in the ITS BSA

Include an authoritative identity in Masquerade as ITS-S (Vehicle or Roadside) or ITS network [Major

each message and authenticate it

Use broadcast time (Universal Replay of "expired" (old) messages Critical

Coordinated Time - UTC - or GNSS) to |Wormhole attacks Major

timestamp all messages

Include a sequence number in each Replay of "expired" (old) messages Critical

new message

Use INS or existing dead-reckoning Wormhole attacks Major

methods (with regular - but possibly GNSS spoofing Major

infrequent - GNSS corrections) to

provide positional data

Implement differential monitoring on Wormhole attacks Major

the GNSS system to identify unusual  |GNSS spoofing Major

changes in position

Encrypt the transmission of personal Eavesdropping Critical

and private data

Implement a Privileged Management |Installation of malware Critical

Infrastructure (PMI).

Software quality and integrity are Installation of malware Critical
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Countermeasure Threats Risk
Use a pseudonym that cannot be Traffic analysis Minor
linked to the true identity of either the  |Location tracking Minor
user or the user's vehicle
Maintain an audit log of the type and Denial of transmission Critical
content of each message sent from Denial of data receipt Critical
and received by an ITS-S
Include a source identity in each ITS Denial of transmission Critical
message
Implement a non-repudiation Denial of transmission Critical
framework Denial of data receipt Critical
Plausibility checks on incoming Injection of false messages Major
messages Manipulation of relayed ITS messages en route Critical
Masquerade as ITS-S (Vehicle or Roadside) or ITS network  |Major
Wormhole attacks Major
Hardware-based protection of software |Installation of malware Critical
and hardware configuration on ITS-S  |Denial of transmission Critical
Denial of data receipt Critical
11.2  Evaluation of Countermeasures

This evaluation of potential ITS security countermeasure makes the consequences of each countermeasure onthe ITS
architecture and the BSA explicit and identifies the security services needed to protect against the analysed security
threats. The TVRA identified a number of problem areasin the ITS architecture, the communication protocols used for
the ITS application in the BSA (CAM and DNM) and the underlying communication processes (e.g. beaconing and
beaconing rate). The problem areas lead to a number of weaknessesin the ITS and these were also identified in the

TVRA.

TS 102 165-1 [i.1] defines three levels of risk, Minor, Major and Critical, which are derived from a qualitative
combination of likelihood and impact. The Minor risk level isthe only one considered to be acceptable and, therefore,
countermeasures should be introduced in order to reduce all Major or Critical risksto Minor.

There are two countermeasure strategies defined in the TVRA method, asfollows:

i)  assetredesign:

removal of identified problem areas and weaknesses through fundamental design changesintheITS
standards specifying the architecture, protocols and communications processes;

viability depends a number of factors which include the maturity of the affected I TS standards and the
relative cost of removing the problem area as opposed to the simpler approach of masking it;

can reduce both the likelihood and the overall impact of a successful attack.

ii)  asset hardening:

specification of additionsto the ITS system that will mask the effects of a problem area rather than
remove it completely;

likely to be used in cases where:

L] the cost of asset redesign is unacceptable;

=  thechangeitself isunnecessarily complex; or

" redesign does not reduce the risk level to Minor.

can only affect the likelihood of a successful attack, not the impact.
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11.3  Countermeasure Analysis

11.3.1 Reduce frequency of beaconing and other repeated messages

The use of beaconing (heartbeat) messagesin V2V ITS and the repetition of some non-beacon messages generates
considerable background radio traffic in high-density road-traffic environments. This countermeasure proposes to
reduce the frequency of the beacon and other safety-of-life messages from 10 Hz to alower number to reduce
congestion. An alternative solution is to use adaptive frequency control where messages would be sent at different
frequencies depending upon the nature of the message, the availability of 5,9 GHz bandwidth, and potentially other
local conditions.

. Countermeasure strategy:
- Asset redesign.
e  Advantages:
- Intrinsic saturation in ITSV2V isreduced.
. Disadvantages:
- Safety-critical messages may not be received quickly enough by affected vehicles.
. Implications on I TS Architecture:
- May affects the communication protocols for DNM and CAM.
. Implications on BSA:
- Affects the communication frequency used to send I TS messages.
. Ability to remove relevant ITS problem areas:
- Reduces the problem area of intrinsic high density of ITS messages traffic due to broadcasting and
beaconing in V2V systems.
11.3.2 Add source identification (IP address equivalent) in V2V messages

A source address added to a V2V message must be identifiable by the ITS receiving station and non-forgeabl e so that
the receiving station can trust that the source address has not been modified between the time of message origination
and the time the message was received.

. Countermeasure strategy:
- Asset hardening and redesign.
e  Advantages:

- Saturation messages can be identified and rejected within the I TS stack without the need to be processed
by the associated application.

. Disadvantages:
- The desired principles of anonymity within ITS are breached.
- May not be available in the existing stack.

0 Implications on I TS Architecture:
- Changes to protocol stack for DNM and CAM.

. Implications on BSA:

- None.
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. Ability to remove relevant ITS problem areas:

Removes the problem of absence of addressing in broadcast messages meaning that the source of a
message cannot be identified so malicious and irrelevant messages can only be rejected be the
application, not on the network layer in the ITS stack.

11.3.3 Limit message traffic to V2I/12V when infrastructure is available and

implement message flow control and station registration

AnITS-Sisrequired to register (and authenticate) to the I TS infrastructure either when it enters an administrative
region or at each roadside unit that comes into range if the roadside infrastructure is not extensive. Once registered, the
vehicle accepts and processes only messages received from the I TS infrastructure while it isin radio range. When no
roadside unit isin range then the ITS-S will receive and process I TS messages from other vehicles.

. Countermeasure strategy:

Asset redesign:

" The countermeasure will require redesign of the I TS architecture, the fundamenta concept of V2V
communications and the ITS protocols.

. Advantages.

RSU can issue "stop sending” command to saturating station.

The resources of the ITS network and information from other RSUs can be used to detect an attack and
to formulate an integrated response to it (i.e. propagation and extent of warnings).

A registered offending station can be identified and removed from the system.
Messages can only be sent to and from registered, authenticated ITS stations.

The resources of the ITS network and information from other I TS stations can be used to detect an attack
and to formulate an integrated response to it.

. Disadvantages:

It would be necessary to implement identity-based registration procedures between the vehicle and the
ITS infrastructure.

The coverage of the I TS infrastructure would have to be extensive.

The speed of response to an incident would deteriorate (however, response times would be
deterministic).

Registration requires a high density of roadside units at the borders between registration areas.

Current IEEE 802.11 [i.9] technologies do not support flow control.

. Implications on ITS Architecture:

May require separate frequency alocations for uplink and downlink.

Need to augment the architecture to support the ability to switch between V21/12V when available and
purely V2V when infrastructure is not available.

The ITS system needs to ensure that a registration procedure should not disable an ITS-S (Vehicle) if it is
interrupted by the vehicle passing out of range of the ITS-S (Roadside) to which it is registering.

. Implications on BSA:

Hasimplicationson all V2V communication in the BSA.

e  Ability to remove relevant ITS problem areas:

Removes the problem of lack of flow control in V2V broadcast messages.

ETSI



62
- Partly addresses the problem area of intrinsic high density of ITS messages traffic due to broadcasting
and beaconing in V2V systems.

- Partly addresses the absence of addressing in broadcast messages.

11.3.4 Implement frequency agility within the 5,9 GHz band

A radio transmission broadcast at the same frequency at al times can easily be overwhelmed by a higher-power signa
at the same frequency. However, it is much more difficult to jam a transmission in which the radio frequency changes
frequently within its defined band. If the changes in frequency and the intervals between changes are both determined
on pseudo-random basis, it becomes even more difficult to jam the signal. There needs to be synchronization between
the legitimate transmitter and the receiver and both must use the same algorithms for determining frequency steps and
the interval s between changes in frequency.

. Countermeasure strategy:
- Asset hardening.
e  Advantages:

- Jamming equipment must be able to follow the shiftsin frequency exactly. Without this facility they are
unable to ensure continuous jamming.

. Disadvantages:

- The ITS G5A freguency band istoo narrow to support the number of frequencies required to make
agility effective.

- The cost of implementation is high as there is considerable added complexity in the radio subsystem.

- As the agorithms for switching frequencies are embedded in each ITS-S, they will be publically
available and, therefore, available for an attacker to acquire.

. Implications on ITS Architecture:

- Additional hardware units would be required in an ITS-S to manage the frequency tuning of both the
radio transmitter and the radio receiver.

- No additional software entities would be required.
. Implications on BSA:
- None.
e  Ability to remove relevant ITS problem areas:
- The narrow band of frequencies available to the ITS radio system would make it difficult for an ITS-Sto
resist a sustained jamming attack for very long.
11.3.5 Implement ITS G5A as a CDMA/spread-spectrum system

Although considerably more complex than the narrowband radio proposed for ITS G5A, spread spectrum transmission
of radio signalsis naturally more resistant to both jamming and eavesdropping. As the Code Division Multiple Access
(CDMA) schema used by spread spectrum transmission systems is based upon a pseudo-random sequence of codes, it is
necessary for each ITS-S to have knowledge of this sequence.

. Countermeasure strategy:
- Asset redesign:
" The countermeasure will require a redesign of the appropriate I TS or | EEE standards.

. Advantages.

- Spread spectrum radio transmissions automatically counter a narrowband jamming attack.
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- Spread spectrum transmissions are difficult to intercept for eavesdropping purposes.

- CDMA would make duplex communication possible between a vehicle and the infrastructure and
between vehicles.

. Disadvantages:
- The cost of implementation is high as there is considerable added complexity in the radio subsystem.
- CDMA cannot be used for V2V messaging.

. Implications on I TS Architecture:

- Additional hardware units would be required in an ITS-S to manage the spreading of transmission
frequencies and reception of spread signals.

- No additional software entities would be required.
. Implications on BSA:

- None.
. Ability to remove relevant ITS problem areas:

- Spread spectrum transmission would remove the susceptibility to jamming of 5,9 GHz narrowband radio.

11.3.6 Integrate 3" Generation mobile technology into ITS G5A
communications

3" Generation mobile communications (3G) already include comprehensive security functions and capabilities. A 3G
connection to each vehicle will provide an alternative path for reporting a suspected 5,9 GHz jamming attack. It will
also offer a secure route for any key and certificate management communications that may be required.

. Countermeasure strategy:
- Asset redesign:
" The countermeasure will require aredesign of the appropriate ITS standards.
. Advantages.
- Asa CDMA radio technology, 3G is automatically resilient to a narrowband jamming attack.
- 3G transmissions are difficult to intercept for eavesdropping purposes.
- 3G provides a secure communications path for reporting jamming attacks.
- 3G provides a secure communications path for key and certificate management.
- 3G provides fully duplex communications.
. Disadvantages:

- Although the cost of implementation is not prohibitively high as the radio systems can be kept separate
and 3G isawell established technology, the additional cost per user may not be acceptable.

. Implications on ITS Architecture:

- Additional hardware units would be required in an ITS-Sto handle 3G signalling but this would require
only off-the-shelf items.

- Software would need to distinguish between 5,9 GHz transmissions and 3G transmissions.
. Implications on BSA:

- None.
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. Ability to remove relevant ITS problem areas:
- 3G would remove the susceptibility to jamming of some 5,9 GHz radio transmissions.

- It will be possible for jamming attacks, once detected, to be reported to the ITS authority.

11.3.7 Digitally sign each message using a Kerberos/PKI-like token system

The recipient of a message can gain confidence in the message's origin, the permissions of the originator, and its
integrity against changesin transit if the message includes adigital signature or other form of cryptographic checksum
and the recipient has the means to check that the checksum is valid.

There are atwo ways of cryptographically signing I TS messages.
e  Symmetric (Kerberos-like):

- Senders and receivers authenticate to a common server which issues both with sufficient credentials to
establish the authority of the sender to transmit and the receiver to act upon messages exchanged
subsequently between them.

- Symmetric keys have alifetime and are automatically invalidated when the lifetime expires and may be
replaced.

. Public key (PKI-like):

- Senders sign messages with a digital certificate issued by a Certification Authority (CA) and containing a
public key. The recipient uses the public key from the certificate to verify the signature on the message.
It also checks that the certificate is valid by, for example:

] ensuring that it was issued by a known CA;
" ensuring that it has not expired or been revoked; and

L] ensuring that the permissions it grants are consistent with the permissions the message sender is
claiming in the certificate.

These checks may be performed online or, if the receiver is not within radio range of an
ITS-S (Roadside), using cached information.

In the event that a known, valid ITS-S (Vehicle) is detected to be providing misleading information to
other vehicles (either by malfunction or malicious intent), a CA may prevent other units from processing
its messages by one or al of the following methods:

L] using arevocation process to distribute information about compromised units;
" providing on-line status queries by message recipients;

L] issuing sender certificates with alimited lifetime, renewing them frequently, and not reissuing
certificates to devices that are known to be compromised.

11.3.7.1 Kerberos-like solution

11.3.7.1.1 General requirements

A secure implementation of a system based on Kerberos (RFC 4120 [i.12]) depends on the availability of:
. keying material on the ITS-Sto alow it to authenticate to the key server;

. access to the key server by a persistent communications mechanism;
. protection of the authentication keying material and other, transient keying material onan ITS-S; and

. access controls and software quality mechanisms to ensure that malicious software on the ITS-S cannot make
use of the keys without extracting them.
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11.3.7.1.2 Countermeasure analysis

Countermeasure strategy:

- Asset hardening.

Advantages.

- A unit that is discovered to be compromised can be removed from the system immediately.
- Symmetric key operations are very efficient and would not consume much processor power.
Disadvantages:

- Requires an always-on connection to avoid legitimate vehicles being locked out of the system. The
management of keys and tokens greatly increases message traffic which may cause congestion if it is
sent over 5,9 GHz but will require an additional communications medium if it is not sent over 5,9 GHz.

- The system requires the infrastructure to detect a malfunctioning or malicious device and disable it. The
device can continue to misbehave for the time that it takes identify it and remove it from the system.

- Jurisdiction of key server may be complex.

Implications on ITS Architecture:

- There must be an always-on, always-available key server.

- AnITS-S must be able to authenticate to akey server even when it is outside its country of origin.
Implications on BSA:

- Adds header information to BSA but does not affect the contents or use of BSA messages.

Ability to remove relevant ITS problem areas:

- Removes the problem of fal se message insertion.

- Enables ITS-Ss that are sources for forged or otherwise inaccurate messages to be removed efficiently.

- Does not on its own address acquisition of behavioural details or acquisition of personal information.

11.3.7.2 PKI-like solution

11.3.7.2.1 General requirements

A secure implementation of a system based on a Public Key Infrastructure (PK1) depends on the availability of:

a secure provisioning system to allow an ITS-S to obtain certificates from the CA;
timely; access to revocation information provided by the CA
protection of the authentication keying material and other, transient keying material onthe ITS-S; and

access controls and software quality mechanisms to ensure that malicious software on the ITS-S cannot make
use of the keys without extracting them.

11.3.7.2.2 Countermeasure analysis

Countermeasure strategy:
- Asset hardening.
Advantages:

- A unit that is discovered to be compromised can be removed from the system.
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- The authorization system continues to operate even when there is no access to infrastructure.
. Disadvantages:

- Public key operations are low are slower symmetric key operations and may require specialized
acceleration hardware.

- Jurisdiction of CA may be complex.

- With no access to infrastructure required, there may be a delay between the detection of a misbhehaving
ITS-S and itsremoval from the system.

- The system requires the infrastructure to detect a malfunctioning device and disable it. The device can
continue to mishehave for the time that it takes identify it and remove it from the system.

- Distributing revocation information will cause congestion if it is sent over 5,9 GHz, and will require an
additional communications mediumif it is not sent over 5,9 GHz.

0 Implications on I TS Architecture:
- There must be a CA that can distribute keys.
- There must be a process for an ITS-Sto receive an initia set of keys and certificates.
. Implications on BSA:
- Adds header information to BSA but does not affect the contents or use of BSA messages.
. Ability to remove relevant ITS problem areas:
- Removes the problem of fal se message insertion.
- Enables ITS-Ss that are sources for forged or otherwise inaccurate messages to be removed efficiently.

- Does not on its own address acquisition of behavioural details or acquisition of personal information.

11.3.8 Include a non-cryptographic checksum of the message in each
message sent

A simple approach to protecting the contents of a transmitted I TS message isto include a checksum computed from the
original contents. Thereceiving ITS-Sisthen able to calculate the checksum itself and compare it with the value
included in the incoming message. If the checksum values do not match, the received message can be rejected. A simple
longitudinal parity check would probably be insufficient for the purpose of establishing the integrity of areceived ITS
message but the more reliable Fletcher or Adler algorithms would provide the necessary protection. These algorithms,
unfortunately, require more processing resources in both the sending and receiving ITS-S.

. Countermeasure strategy:

- Asset hardening.
. Advantages.

- Accidental modification of the contents of a message en route can be detected.
. Disadvantages:

- A subverted legitimate ITS-S possess all of the necessary algorithms to compute a valid checksum for a
maliciously modified message.

0 Implications on ITS Architecture:
- Checksum creation and validation are provided as application layer security services.
. Implications on BSA:

- None.
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. Ability to remove relevant ITS problem areas:

- Reduces the risk that messages will be accidentally modified en route.

11.3.9 Remove requirements for message relay in the ITS BSA

The propagation of ITS messages to emulate a wide-area broadcast (particularly in an emergency situation) is achieved
by allowing an ITS-S (Vehicle) to re-broadcast any received message that has not reached the edge of its relevance area.
Removing this capability makes it impossible for a message to be modified en route. This can only be achieved if the
roadside infrastructure is sufficient to receive the original message and to transmit it across the whole of the relevance
area.

. Countermeasure strategy:
- Asset redesign.

e  Advantages:
- M essages are not re-transmitted so there is no opportunity for a message to be modified.
- M essage propagation does not depend on a particular density of vehicular traffic.

° Disadvantages:

- Extensive roadside infrastructure would be necessary to ensure that messages reach the full extent of
their relevance area.

. Implications on ITS Architecture:
- None.
. Implications on BSA:

- All messages which might have relevance outside the immediate radio coverage area of an
ITS-S (Vehicle) would need to be sent V2| rather than V2V.

. Ability to remove relevant ITS problem areas:
- Completely removes the possibility that a message could be modified en route between the originator and
the receiver.
11.3.10 Include an authoritative identity in each message and authenticate it

An authoritative identity is produced and distributed by a commonly trusted entity in the ITS system. Such an identity is
needed for an ITS station to verify the authenticity of the messagesthat it receives. This enablesan ITS-S to verify that
received messages come from valid and trustable sources. The authoritative identity is authenticated by the receiving
station verifying the issuer of the authoritative identity. This means that the source itself is not authenticated but the fact
that it was issued by a verifiable and commonly trusted authority.

. Countermeasure strategy:
- Asset hardening.

. Advantages.

Authenticity of V2V ITS messages can be checked.

Authenticity of ITS messages can be verified in real-time and directly.

NOTE: Thereisadesign decision that must be made and that isrelated to the trust period, meaning the frequency
of updates of the common trusted authority and the credentials that this authority hasissued and which are
included in the message.

- It becomes impossible for an attacker to masquerade as a legitimate I TS station.
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. Disadvantages:

Authenticity of messages cannot be 100 % guaranteed as the authoritative identity is pre-issued which
means that the source of an I TS message can be under attack even though the messages it sends includes
avalid authoritative identity.

Requires regular updates and revocation of authoritative identity information.

It would be necessary to implement identity-based registration procedures between the vehicle and the
ITS infrastructure.

The coverage of the ITS infrastructure would have to be extensive or we would need to accept arelative
large time period that vehicles possibly can be under attack.

The speed of response to an incident would deteriorate.

. Implications on ITS Architecture:

Addition of authoritative entity and distribution and management of authoritative identities.

. Implications on BSA:

Addition of authority identity information to I TS messages (CAM and DNM).

. Ability to remove relevant ITS problem areas:

11.3.11

Including authoritative identity in I TS messages enables an ITS-S to check the authenticity of messages
that it receives on lower levels in the protocol stack (network level).

The presence of an authoritative identity enables an ITS-S to check whether a received message comes
from a source that the commonly trusted authority has approved and, from thisinformation, it deduces
that the information in the message is authentic and from an authentic source.

An ITS station can record information that later can be presented to an authority that knows the real
identity of the authoritative identity included in the ITS message.

Use broadcast time (Universal Coordinated Time - UTC - or GNSS)
to timestamp all messages

Including atimestamp in al messages makesit easier for areceiving I TS-S to judge whether amessage is valid or not.
If the timeis derived from an external source such as Universal Coordinated Time (UTC) or GNSS ensures that each
ITS-S uses the same time source as every other ITS-S. Consequently, it is quite simple for the plausibility of the
timestamp in a message to be validated:

. Countermeasure strategy:

Asset redesign.

. Advantages.

Both UTC and GNSS can be used across al time zones without confusion and is broadcast on public FM
radio channels (UTC) or satellite (GNSS).

ITS-S system time is derived from an independent source.

UTC and GNSS time spoofing attacks can be detected by differential monitoring.

. Disadvantages:

Neither broadcast UTC nor GNSS are well protected and may be easy to spoof.

Additional equipment isrequired in the ITS-S athough thisislikely to be either a GNSS receiver (which
isrequired for other ITS capabilities) or alow-cost consumer radio controlled clock mechanism (whichis
available in many modern vehicles already).
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. Implications on I TS Architecture:
- None.
. Implications on BSA:
- None.
. Ability to remove relevant ITS problem areas:
- The uncertainty about when a message was created is addressed. However, if the timestamp is not
cryptographically bound to the message, the timestamp can be manipulated and replay isjust as easy.
11.3.12 Include a sequence number in each new message

The validity of received messages can, in part, be established if each sender includes a sequence number in each
message sent. Messages received out of sequence can be discarded as potentially false.

. Countermeasure strategy:

- Asset hardening.
e  Advantages:

- It is possible to detect messages that are out of sequence.
. Disadvantages:

- Inan ITS system there is no guarantee that the integrity of a sequence will be maintained at the receiver,
even in the absence of an attack.

- It isdifficult to coordinate sequence numbers between multiple sources of broadcast messages and
associating sequences with specific sources may compromise privacy.

- Sequence numbering does not prevent the replay of messages from a source that the receiver has never
seen before.

- Use of sequence numbersisimpractical in V2V applications.
. Implications on ITS Architecture:

- None.
. Implications on BSA:

- None.
e  Ability to remove relevant ITS problem areas:

- The uncertainty about when a message was created (in relation to previously messages received from the
same source) is addressed. However, if the sequence number is not cryptographically bound to the
message, it can be manipulated in areplay attack.
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11.3.13 Use INS or existing dead-reckoning methods (with regular - but
possibly infrequent - GNSS corrections) to provide positional data

GNSSis expected to be the only source of location information within ITS-S (Vehicle). As an externa source of
information it is possible for thisto be mimicked such that the ITS-Sis given incorrect data regarding its position. By
using an onboard Inertial Navigation System (INS) or dead-reckoning derived from simple accel erometers such as those
found in modern mobile phonesit is possible for the ITS-Sto determine its position from purely internal sources with
only brief and infrequent references to GNSS for waypoint corrections.

. Countermeasure strategy:
- Asset redesign.
e  Advantages:

- AnITS-S (Vehicle) can have greater confidence in itslocation so that it can resist, in particular,
wormhole attacks.

- Current position coordinates can be determined in the absence of a GNSS signal.

- From an initial location fix, INS can provide a very accurate and ongoing determination of the vehicle's
position over along period.

- Accelerometers for dead-reckoning add little to the cost of the ITS-S.
. Disadvantages:
- INS equipment adds a considerable amount to the cost of the ITS-S.
- Dead-reckoning requires considerable processing resources.
- Dead-reckoning is not as accurate as either GNSS or INS.
- Both INS and dead-reckoning require access to GNSS for mid-course corrections.
. Implications on ITS Architecture:
- INSisinstalled as a data source external to the ITS-S.
- Dead-reckoning may require a processing entity to calculate current location from accel erometer inputs.
. Implications on BSA:
- None.
e  Ability to remove relevant ITS problem areas:
- Significantly removes the possibility of GNSS spoofing attacks. Even in the presence of a such an attack,

the ITS-S would be able to determine whether it s mid-course GNSS corrections were plausible or not.

11.3.14 Implement differential monitoring on the GNSS system to identify
unusual changes in position

A GNSS system determines the position of avehicle by reference to three different GNSS satellites.

Differential GNSSisaway of correcting various inaccuracies in a GNSS system and, thus, providing more accurate
position information. It involves the cooperation of one normal receiver and a reference receiver which is used to
mesasure timing errors. From thisit is able to provide correction information to the normal receiver. The reference
receiver is placed and maintained in a known location so that its position is always known. It receives the same GNSS
signals as the roving receiver but instead of working like a normal GNSS receiver it analyses the received data by
applying the position solving equations backwards. Instead of using timing signalsto calculate its position, it usesits
known position to calculate timing. From this information it deduces what the travel time of the GNSS signals should
be, and comparesit with what they actually are. The differenceis called an error correction factor.
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The benefit of differential GNSSisthat it is capable of positioning things very precisely and this feature can be used to
detect even small abnormalities in position errors. A successful GNSS spoofing attack can then only alter a vehicle's
true position within the acceptable error space. Differential GNSS monitoring can also detect very small and marginal
abnormal changes within the normal error space. The principles of differential GNSS can be implemented inan ITS-S
as a software solution which can detect errorsin GNSS location information in real-time for both vehicles and RSUs.
This solution requires reference points with know locations that communicate with the differential monitoring module
inavehicle. For example, all RSUs have aknow location and can aid vehiclesin real-timein cases where a vehicle has
contact with one or more RSUs.

. Countermeasure strategy:
- Asset redesign.
. Advantages.
- Improves accuracy of on-board GNSS data.
- Does not involve large costs (less costly than INS).
- Easily implemented in simple software.
. Disadvantages:
- Not as accurate as INS and may not be sufficient to detect all attacks.
- May need to use RSU or other stationary I TS units as the reference receiver to maximize the accuracy.
. Implications on ITS Architecture:
- Addition of differential monitoring module for the GNSS system in vehicles.
- Addition of reference receiver capabilities.
. Implications on BSA:
- None.
e  Ability to remove relevant ITS problem areas:
- The reference receiver can be used to aid vehiclesin checking validity of messages and to synchronize
the source of timestamp creation.
11.3.15 Encrypt the transmission of personal and private data

Personal and private data covers al pieces of information in I TS messages that can be used to positively identify a
vehicle, an ITS user, the location and behaviour of a particular vehicle or its route. By encrypting personal and private
datait is possible to ensure that traffic analysis and eavesdropping alone cannot reveal sufficient information to directly
extract or indirectly deduce private information.

. Countermeasure strategy:
- Asset hardening.

. Advantages.
- Personal and private information is not sent in clear text over the air.
- Behaviour of particular vehicles cannot easily be deduced.

- Transmitted data can only be understood by a receiving station equipped with the necessary keys (it has
to know the key used to encrypt the personal data) and decryption facilities.

. Disadvantages:

- Encryption isarealistic option only on non-broadcast transmissions.
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- The implementation of encryption capabilitiesis both expensive and resource-consuming.
- Cryptographic separation must be applied at the higher layers of the protocol stack.
. Implications on I TS Architecture:

- May affect the size of ITS messages depending on whether compression is combined with encryption.

Adds key distribution and management servicesto the ITS architecture.

- Adds encryption capabilitiesto ITS stations.

- Introduces delay upon reception and sending of messages with personal content.
. Implications on BSA:

- No direct implications.
. Ability to remove relevant ITS problem areas:

- Encryption of data within an ITS message is only effective as a countermeasure on messages that are
directed to a specific location (i.e. V21 or 12V). Its effect on broadcast messagesis negligibleasall ITS
stations possess the keys required to decrypt encrypted messages.

11.3.16 Implement a Privilege Management Infrastructure (PMI).

A Privilege Management Infrastructure (PM1) is a cryptographic certificate-based approach to asserting the rights of a
user or application to access or modify data or executables within a system. Examples of PMIsare ITU-T
Recommendation X.509 [i.10] or the OASIS Security Assertion Markup Language (SAML).

Any attempt to modify ITS-S configuration information or to insert new or revised software must be accompanied by a
certificate that establishes the user's right to make such a change.

A PMI carries user privilegesin the form of attributes in an Attribute Certificate (AC). A Source of Authority (SoA)
and an Attribute Authority (AA) issue Acsto usersin much the same way that a Certification Authorities (CA) issues
PKCsto users. PMIs usually rely on an underlying PK1 as Acs need to be digitally signed by theissuing AA and the
PKI isused to validate the AA's signature.

. Countermeasure strategy:

- Asset redesign and asset hardening.
e  Advantages:

- Configuration changes can only be made by authorized users or applications.

- Software updates and extensions can only be installed by authorized users or applications.
. Disadvantages:

- PMI adds afurther level of key management to an ITS system.

- All of the same issues related to certificate maintenance and revocation that have been identified for PKI
(clause 11.3.7.2) also exist in PMI.

. Implications on ITS Architecture:

- PMI isimplemented as an application layer security service.
. Implications on BSA:

- None.
e  Ability to remove relevant ITS problem areas:

- PMI protects an ITS-S against the installation of malware.
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- PMI protects an ITS-S against malicious modification of its configuration data.

11.3.17 Software authenticity and integrity are certified before it is installed

By certifying the authenticity and integrity of ITS-S software it is possible to ensure that only authorized updates and
extensions can be downloaded to the ITS-S. Mechanisms for restricting the applications that can be installed on a
system ITS-S must be in place. An example of such a mechanism is the Java Code Signing which only permits software
that has been digitally signed by atrusted third party to run within its virtual machine to. In general, asignatureis
included over the application package together with a certificate of the signing trusted third party.

. Countermeasure strategy:

- Asset hardening.
. Advantages.

- Only software known to the ITS operator isinstalled on an ITS-S.

- Certification of software integrity preventsthe installation of malwareon an ITS-S.
. Disadvantages:

- Certification process and infrastructure can be extensive and complex to implement for suppliers.
. Implications on I TS Architecture:

- Certificate management infrastructure is necessary.
. Implications on BSA:

- None.
. Ability to remove relevant ITS problem areas:

- Restricting which applications can run on a particular platform covers many threats related to denial of
service and the modification and deletion of stored information.

- The level of protection depends on the rulesin place to check software authenticity and restrict accessto
the ITS station. Hardware based security is significantly better than a pure software based solution but
also more expensive.

11.3.18 Use a pseudonym that cannot be linked to the true identity of either
the user or the user's vehicle

Messages originating from an ITS-S may contain different identifiers at each layer of the ITS protocol stack.
Particularly at the application layer, such identifiers may carry information that can identify the user or vehicle.
Examples of thisinformation include driver's name, driver's address, vehicle license plate or VIN. To prevent an
eavesdropper from acquiring this personal information, an ITS-S can use identifiers, generally referred to as
"pseudonyms’, that are not directly linked to the user's true identity. The use of pseudonyms can only be considered
effectiveif the method used is able to guarantee that:

e  theuser'strueidentity is hidden from all other users;
. the user's true identity cannot be derived from observation of that user's behaviour (use of 1TS services).

This does not prevent an attacker from visually identifying a vehicle and getting its license plate number (or recognizing
the driver). However, the use of pseudonyms ensures that linking must involve some activity outside the 5,9 GHz band.

. Countermeasure strategy:

- Asset redesign.
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. Advantages.

- An eavesdropper's cannot identify a vehicle's owner without making an observation outside the 5,9 GHz
band.

. Disadvantages:

- Pseudonyms make it more difficult to identify and remove a misbehaving ITS-S. It is, therefore,
necessary for an I TS authority to be able to resolve a pseudonym back to a true identity.

- Managing pseudonyms, especially those issued by a Trusted Third Party (TTP), is complex and
expensive when compared with existing non-pseudonym based solutions.

. Implications on I TS Architecture:

- AnITS-Srequires ameans of obtaining or deriving a pseudonym.
. Implications on BSA:

- None.
e  Ability to remove relevant ITS problem areas:

- The use of pseudonyms means that users cannot be directly identified by analysis of received ITS
messages.

- It is difficult to associate the use of specific ITS services with specific users.

11.3.19 Maintain an audit log of the type and content of each message sent
to and from an ITS-S

AnITS-Srecordsin memory details of all messages sent and received by the ITS-S. Although this cannot be considered
to be adefinitive record, it can provide useful information in the event of a dispute or aroad traffic incident. The
contents of the audit log cannot be modified or deleted retrospectively by the ITS-S (Vehicle) operator; it is only
availableto ITS and law enforcement authorities.

. Countermeasure strategy:

- Asset redesign.
e  Advantages:

- The audit log records the receipt of al incoming messages.

- The audit log records the transmission of all outgoing messages.
. Disadvantages:

- The integrity of the audit log requires protection.

- Sufficient additional memory is required within an ITS-S to maintain an audit log for the duration of the
period between servicing of the vehicle.

. Implications on ITS Architecture:
- I ncreases storage space requirements for I TS station units.
- Add audit log protection and maintenance.

. Implications on BSA:

- None.
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. Ability to remove relevant ITS problem areas:
- The presence of an audit log limits the ability of a vehicle operator to repudiate the transmission or
receipt of specific I'TS messagesin the event of a dispute.
11.3.20 Perform plausibility tests on incoming messages

Plausibility checks are non-cryptographic measures which use rules and other mechanisms to determine the likelihood
that received data is correct. These rules and mechanisms range from simple heuristics to quite sophisticated, and more
complex, methods.

An ITS-S receives messages at regular and frequent intervals from I T S-equipped vehicles which are within radio range
of it. These messages contain information regarding the senders position and status and, potentialy, the time at which
the message was sent. By correlating this information with data previously received from the same source as well as
data received from other vehicles, it is possible for the receiving ITS-S to detect any anomalies (for example,
implausible shiftsin time or position) and reduce the level of trust it associates with the sending ITS-S.

. Countermeasure strategy:
- Asset redesign and asset hardening.
e  Advantages:
- No cost for infrastructure, little cost for integration.
- Low resource requirements.
- May provide sufficient assurance that datais correct - depending on the application.
- May need to be part of many applications (as relevance check) anyway.
- Detects malicious attacks as well as malfunctioning ITS-Ss.
. Disadvantages:

- Will not detect sophisticated attacks where time, position and status data are modified gradually over a
longer period of time.

. Implications on ITS Architecture:

- Validation of plausibility is provided as security services at the application and lower layers of the ITS
stack.

. Implications on BSA:
- None.
e Ability to remove relevant ITS problem areas:
- Restricts the values an attacker could use to inject a false message or manipul ate a message en route.

- Does not remove the threat of masquerading except where the attacker assumes properties the faked unit
could not possibly have (such as a moving RSU).

- Reduces the risk of wormhole attacks.
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11.3.21 Provide remote deactivation of misbehaving ITS-S (Vehicle)

By collecting and collating information provided by ITS-S (Vehicle)s and other sources, the ITS infrastructure deduces
that a particular ITS-S (Vehicle) is misbehaving either malicioudy or through a system failure. To avoid continuing
disruption to other vehicles, the infrastructure is able to remotely deactivate transmissions from the misbehaving

ITS-S (Vehicle) while leaving able to receive transmissions from other stations.

. Countermeasure strategy:
- Asset redesign.
. Advantages.
- AnITS-S (Vehicle) can be remotely shut down if it is causing problems to other ITS users.

- In times of heavy vehicular and communications traffic, a proportion of the broadcasting I TS stations can
be temporarily prevented from sending messages (a basic form of flow control).

. Disadvantages:

- The detection of a misbehaving ITS-S (Vehicle) requires cooperation between the infrastructure and
other vehicles and may not be timely or definitive.

- It will not be possible to deactivate special equipment designed specifically for an attack on the ITS
system.

. Implications of ITS Architecture:

- Adds the requirement for the control of transmission hardware in the ITS-S.
. Implications on BSA:

- None.
e  Ability to remove relevant ITS problem areas:

- Makes it possible for the ITS infrastructure to disable an ITS-S once it has detected that it is
misbehaving.

- Provides a measure of flow control which can be used to reduce excessive message densities in times of
overload.

11.3.22 Use hardware-based identity and protection of software on an ITS-S

Hardware-based protection allows for secure storage and maintenance of software, OS and platform configuration of
ITSS. Thisisof particular importance for software updates to I TS applicationsin the BSA or security parameter
updates over the air (and not on location at the vehicle manufacturer). In this context, hardware-based encryption seeds
(keying generation information and keys) are stored locally and not sent over the air link and are therefore never
exposed to outsiders. Immutable persistent units are not changeable after card production and represent the strongest
possible storage of encryption seeding information. Hardware-based identity can be used to derive temporary identities
that can be used for communication without revealing the real identity of an ITS station. Thisidentity can also be used
as abasis for pseudonym generation and to derive addressing information suitable for checking the authenticity of a
message originator.

. Countermeasure strategy:
- Asset redesign.
e  Advantages:

- Hardware-based protection parameters cannot easily be accessed and changed (if stored in immutable
persistent unit, such information can never be changed after production of the hardware chip).

- Hardware-based protection parameters are never transmitted over the air.
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- Hardware-based identity (preferably an immutable persistence stored identity) can be used in an IAAA
schema.

- Hardware-based identity adds addressing capabilities that can be used in DNM and CAM messages
without revealing the true identity of an ITS station.

Disadvantages:
- An additional hardware chip containing identity and encryption information is required.

- An additional trust relationship must be maintained between the card issuer and the vehicle
manufacturer.

Implications on I TS Architecture:

- Changes lower layers of the I TS architecture.

- Adds hardware-based identification and addressing information to CAM and DNM messages.
Implications on BSA:

- None.

Ability to remove relevant ITS problem areas:

- The true identity of an ITS station stored in an immutable persistent unit can easily be protected and used
to derive temporary identity and addressing information. This can then be added to CAM and DNM
messages without exposing the true identity of a vehicle or any private and sensitive information on the
whereabouts, behaviour or characteristics of a vehicle.

- AnITS-S (Roadside) can resolve the hardware-based temporary identity of an offending ITS-S (Vehicle)
to itstrue identity by reference to an authoritative entity within the ITS infrastructure.

- Hardware-based identity can be used as the basis of the identification, authentication and authorization
schemain ITSin addition to hardware-based protection of software, OS and platform configuration
information.

- Address information can be added to broadcast messages so that the originator can be identified without
revealing the its true identity. Malicious and irrelevant messages can then be rejected at the network layer
inthe ITS stack rather than within applications.

Countermeasure Set

Countermeasures can have two purposesin a system. They can remove one or more of the identified ITS problem areas
or the can protect against one or more of the identified threats. Some countermeasures address both purposes.

The problem areas identified in ITS (Table 6 and Table 12) are:

Intrinsic high density of I TS message traffic due to broadcasting and beaconing in V2V systems.
Lack of flow control in V2V broadcast messaging.

Absence of addressing in broadcast messages meaning source cannot be identified so malicious and irrel evant
messages can only be rejected by the application, not at the network layer in the ITS stack.

The sub-optimal use of the available bandwidth caused by the random re-attempt period in the "Listen before
send” message transmission method.

Inability of the ITS-S (Vehicle) to quickly detect and isolate interference on radio channels.
CAM and DNM messages do not include any form of identification information.
V ehicle-to-Vehicle messages include no validation or legitimacy checks.

Uncertainty regarding how timestamps are created and how to use them to check the validity of messages.
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ITS-S (Vehicle) memory can be modified by information received over the air interface.

Broadcast messages are in general intended for al ITS-S within range.

The threatsidentified in ITS are:

denial of service and availabhility threats:

message saturation;
jamming of radio signals;
injection of false messages,

wormhol e attacks.

integrity and masquerade threats:

manipulation of relayed its messages en route;

masquerade as its station or its network;

replayed of "expired" (old) messages;

GNSS spoofing;

malicious isolation of one or more ITS-S (Vehicle) (black hole);

installation of malware.

confidentiality and privacy threats:

L] eavesdropping;
L] traffic analysis;

. location tracking.

Accountability and non-repudiation threats:

1141

114.1.1

Denial of transmission;

Denial of datareceipt.
ITS Countermeasure Set

Countermeasures to Denial of Service (DoS) and availability threats

The following countermeasures address threats to DoS and availability:

1)

Limit message traffic to V21/I12V when infrastructure is available and implement message flow control and
station registration:

removes the problem of lack of flow control in V2V broadcast messages;
removes the problem that broadcast messages are intended for al ITS-Sswithin range;

addresses the absence of addressing in broadcast messages. Without any address, the source of a message
cannot be identified so malicious and irrelevant messages can only be rejected by the application, not at
the network layer in the ITS stack;

addresses the problem that broadcast messages are in general intended for all ITS-Sswithin range;
partly addresses the "Listen before send” problem in the message transmission method;

Provides protection against masquerade, wormhol e attacks and message saturation to some extent.
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Include a sequence number in each new message:

- removes the problem area of lack of flow control in V2V broadcast messages when implemented
together with the V21/12V countermeasure;

- when used together with V21/12V this countermeasure provides protection against the replay of "expired”
old messages and therefore provides protection against the 'Injection of fal se messages and
‘Manipulation of relayed I TS messages en route'.

Reduce the frequency of beacon and other repeated messages when flow control is not available:

- removes the problem of the intrinsic high density of ITS messages traffic due to broadcasting and
beaconing in V2V systems;

- reduces the problem of limited bandwidth associated with the "Listen before send” message transmission
method;

- provides protection against message saturation.
Add source identification across the stack in I TS messages:
- removes the problem of lack of flow control in V2V broadcast messages;

- removes the problem of absence of addressing in broadcast messages. Without any address, the source of
amessage cannot be identified so malicious and irrelevant messages can only be rejected by the
application, not at the network layer in the ITS stack;

- removes the problem that CAM and DNM messages do not include any form of identification
information.

Provide remote deactivation of misbehaving devices capability (includes capability of detecting misbehaving
devices):

NOTE: This countermeasure assumes the existence of functions capable of detecting misbehaving devices and

6)

7)

must be used together with an alternative communication path to remove misbehaving devices.
- protects against:
L] malicious isolation of one or more ITS-S (Vehicle);
" message saturation;
] injection of false messages,
" replay of old messages; and
" wormhole attacks.

Alternative communication path to remove misbehaving devices and to download security management
information:

- works together with remote deactivation of misbehaving devices to protect against:
" installation of malware;
" manipulation of relayed ITS messages en route;
= DoS attacks (partially); and
L] manipulation attacks (partialy).
Implement frequency agility within the G5A:

- removes the problem of the inability of an ITS-S (Vehicle) to quickly detect and isolate interference on
radio channels;

- provides protection against jamming of radio signals.
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11.4.1.2 Countermeasures to integrity threats

The following countermeasures address threats to integrity:

1) Include a non-cryptographic checksum of the message in each message sent with forward error correction:
- addresses the problem that V ehicle-to-V ehicle messages include no checks on the integrity or legitimacy
of the content of the message;
- provides protection against manipulation of relayed I TS messages en route and replay of "expired" old
messages.
2) Include an authoritative identity in each message and authenticate it:
- enables the receiver to check the source and authenticity of a message thus removing the problem that
V ehicle-to-Vehicle messages include no integrity or legitimacy checks,
- provides protection against manipulation of relayed I TS messages en route and replay of "expired" old
messages.
3) Implement plausibility validation on incoming messages:
- removes the problem that V ehicle-to-V ehicle messages include no integrity or legitimacy checks;
- provides protection against GNSS spoofing and manipulation of relayed I TS messages en route.
4)  Usebroadcast time (Universal Coordinated Time (UTC) or GNSS) to timestamp all messages.
- removes the problem of uncertainty regarding how timestamps are created and how to use them to check
the validity of messages,
- provides protection against GNSS spoofing and replay of "expired" old messages.
5) Hardware-based protection of software and hardware configuration on ITS-S:
- provides protection against installation of maware.
6) Software authenticity and integrity are certified beforeit isinstalled
- removes the problem that I TS-S (Vehicle) memory can be modified by information received over the air
interface;
- provides protection against installation of malware.
11.4.1.3 Countermeasures to confidentiality and privacy threats

The following countermeasures address threats to confidentiality and privacy:

1)

2)

Digitally sign each message using a Kerberos/PKI-like token system:

- addresses the problem that CAM and DNM messages do not include any form of identification
information;

- addresses the problem that V ehicle-to-V ehicle messages include no integrity or legitimacy checks;

- provides protection against masquerade and spoofing attacks depending on its implementation and the
management of security information (security information should be distributed over the alternative
communication path).

To identify the sender or receiver of a message, use a pseudonym that cannot be linked to either the user's true
identity or the identity of the user's vehicle:

- provides protection against traffic analysis and location tracking.
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3)  Encrypt the transmission of personal and private data:
- provides protection against:
L] eavesdropping;
" traffic analysis;
L] acquisition of behavioural details;
" acquisition of persona information; and

. location tracking.

11.4.1.4 Countermeasures to non-repudiation and accountability threats
The following countermeasures address threats to non-repudiation and accountability:
1) Addanauditlogto ITS stations to store the type and content of each message sent to and froman ITS-S:

- the presence of an audit log limits the ability of a vehicle operator to repudiate the transmission or receipt
of specific ITS messages in the event of adispute;

- provides protection against denial of transmission and data receipt.
2)  Include source identity in each ITS message:

- enables the receiver to check the source of a message and therefore removes part of the problem that
V ehicle-to-Vehicle messages include no integrity or legitimacy checks,

- provides protection against denial of transmission and data receipt when used together with the audit log
countermeasure.

11.4.2 Residual risk

The countermeasure set described in clause 11.4.1 removes all of the problem areas identified in Table 6 and Table 12
and provides protection against all identified threats. However, countermeasures against misbehaving units depend on
those units being identified immediately and the nature of the ITS system makes this almost impossible to achieve. With
this exception, there are no residual risks provided that the countermeasure set are deployed according to

TS102 731 [i.6].

NOTE: Asall identified threats can be countered with the measures described in clause 11.4.1, any
countermeasures described in clause 11.3 but not included in the countermeasures set are not considered
further in the present document or in TS 102 731 [i.6].
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Annex A:
Cost - Benefit analysis of the selected countermeasures

Asaguide to the value of implementing each of the countermeasures described in clause 11.3, a simple Cost-Benefit
analysis was performed on each of them. The analysistook the following factors into consideration:

. Costs:

the extent to which the ITS standards would require modification and extension;

the extent to which the implementation of the countermeasure would require additional engineering
development and special test equipment;

the extent to which the ongoing costs of manufacture of the ITS-S and the costs of managing and
maintaining the I TS infrastructure would be extended by the existence of the countermeasure;

an estimation of any negative impact that the countermeasure would have on the I TS system's ability to
comply with regulatory requirements,

an estimation of any negative impact that the countermeasure would have on market acceptance of ITS
asawhole.

° Benefits:

the extent to which implementation of the countermeasure reduces the eval uated risk level associated
with each threat group affected by the countermeasure;

an estimation of any positive impact that the countermeasure would have on the ITS system's ability to
comply with regulatory requirements;

an estimation of any positive impact that the countermeasure would have on market acceptance of ITS as
awhole.

The results of the Cost-Benefit analysis, as it applies to the countermeasures included in the countermeasure set
described in clause 11.4.1, isshownin Table A.1.
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Table A.1: Summary of Cost-Benefit analysis on the selected ITS countermeasures

Cost Benefit Result
Countermeasure Category Value Risk Level Original Count Revised Count
Reduce frequency of |Standards design Low Impact Minor 0 0
repeated messages Implementation No Impact Major 0 2
Operation No Impact Critical 3 1 9
Regulatory Impact No Impact
Market Acceptance No Impact
Include source Standards design Medium Impact Minor 0 1
address in all V2V Implementation Medium Impact Major 1 3
messages Operation No Impact Critical 3 0 14
Regulatory Impact Positive Impact
Market Acceptance No Impact
Limit message traffic |Standards design Major Impact Minor 0 5
to Val/l12v Implementation Major Impact Major 2 1
Operation Major Impact Critical 4 0 17
Regulatory Impact Significant Positive Impact
Market Acceptance No Impact
Implement frequency |Standards design Major Impact Minor 0 0
agility within the 5,9  [Implementation Major Impact Major 0 2
GHz band Operation Medium Impact Critical 2 0 -21
Regulatory Impact Severe Negative Impact
Market Acceptance No Impact
Alternative Standards design Medium Impact Minor 0 3
communications Implementation Medium Impact Major 0 0
path for security Operation Low Impact Critical 3 0 19
management Regulatory Impact Positive Impact
purposes Market Acceptance No Impact
Implement Standards design Medium Impact Minor 0 3
plausibility validation |[Implementation Medium Impact Major 1 2
on incoming Operation No Impact Critical 4 0 25
information Regulatory Impact No Impact
Market Acceptance Positive Impact
Include a non Standards design Low Impact Minor 0 0
cryptographic Implementation Low Impact Major 0 1
checksum of the Operation No Impact Critical 1 0 3
message in each Regulatory Impact No Impact
message sent Market Acceptance No Impact
Use broadcast time Standards design Low Impact Minor 0 2
(Universal Implementation Medium Impact Major 1 1
Coordinated Time - |Operation Low Impact Critical 2 0 6
UTC - or GNSS) to Regulatory Impact Negative Impact
timestamp all Market Acceptance No Impact

messages
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Category Value Risk Level Original Count Revised Count

Include a sequence Standards design Low Impact Minor 0 0
number in each new |[Implementation Low Impact Major 1 3
message Operation Low Impact Critical 2 0 7

Regulatory Impact No Impact

Market Acceptance No Impact
Software authenticity |Standards design Medium Impact Minor 0 4
and integrity are Implementation Major Impact Major 0 0
certified before itis  |Operation Medium Impact Critical 4 0 23
installed Regulatory Impact Positive Impact

Market Acceptance Positive Impact
Include an Standards design Medium Impact Minor 0 2
authoritative identity |Implementation Major Impact Major 1 2
in each message and |Operation Low Impact Critical 3 0 11
authenticate it Regulatory Impact Positive Impact

Market Acceptance No Impact
Encrypt the Standards design Major Impact Minor 0 0
transmission of Implementation Major Impact Major 0 1
personal and private |Operation Low Impact Critical 1 0 -1
data Regulatory Impact Significant Positive Impact

Market Acceptance Positive Impact
Use hardware-based |Standards design Low Impact Minor 0 2
identity and Implementation Medium Impact Major 0 1
protection of Operation Medium Impact Critical 3 0 12
software on an ITS-S Regulatory Impact No Impact

Market Acceptance No Impact
Add an audit log to Standards design Low Impact Minor 0 2
ITS stations to store |Implementation Low Impact Major 2 0
the type and content  [Operation Low Impact Critical 0 0 8
of each message Regulatory Impact Significant Positive Impact
T_I?Sntsto and from an Market Acceptance Negative Impact
Digitally sign each Standards design Medium Impact Minor 0 1
message using a Implementation Major Impact Major 1 4
Kerberos/PKI-like Operation Major Impact Critical 4 0 9
token Regulatory Impact Positive Impact

Market Acceptance Positive Impact
Use a pseudonym Standards design Medium Impact Minor 0 2
that cannot be linked |Implementation No Impact Major 2 0
to the true identity of |Operation Low Impact Critical 0 0 5
either the user or the Regulatory Impact Positive Impact
user's vehicle Market Acceptance No Impact
Allow remote Standards design Medium Impact Minor 0 4 9
activation and Implementation Major Impact Major 1 0

ETSI




85

Countermeasure Cost _ _ Benefit _ Result
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deactivation of ITS-S |Operation Major Impact Critical 3 0
Regulatory Impact Positive Impact
Market Acceptance No Impact
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