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Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the ETSI Web

server (http://ipr.etsi.org).
Pursuant to the ETSI IPR Palicy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee

can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This Technical Report (TR) has been produced by ETSI Technical Committee Lawful Interception (L1).

Introduction

The present document focuses on intercepting I P data in relation to the use of Wireless LAN based Internet Access
Services and isto be used in conjunction with the TS 102 232-3[i.1]. In the latter document the interception of various
types of Internet Access datais described.
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1 Scope

The present document provides an overview of the issues and challenges regarding the Lawful Interception of Public
Internet Access by means of Wireless LAN technology as defined in the IEEE 802.11 [i.2] specification and possible
approaches for dealing with these issues, considering different architectures and business models.

The present document is applicable to public Internet access. The private use of Wireless LAN technology is excluded.

2 References

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
reference document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
http://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

2.1 Normative references

The following referenced documents are necessary for the application of the present document.

Not applicable.

2.2 Informative references

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] ETSI TS 102 232-3: "Lawful Interception (LI); Handover Interface and Service-Specific Details
(SSD) for IP delivery; Part 3: Service-specific details for internet access services'.

[i.2] |EEE 802.11 (ISO/IEC 8802-11): "I EEE Standard for Information Technology -
Telecommunications and | nformation Exchange between Systems - Local and Metropolitan Area
Network - Specific Requirements - Part 11: Wireless LAN Medium Access Control (MAC) and
Physical Layer (PHY) Specifications'.

[1.3] ETSI ES 201 158: "Telecommunications security; Lawful Interception (L1); Requirements for
network functions".

[i.4] ETSI TS101 671: "Lawful Interception (LI); Handover interface for the lawful interception of
telecommunications traffic".

[i.5] |EEE 802.16: "|EEE Standard for Local and metropolitan area networks Part 16: Air Interface for
Fixed Broadband Wireless Access Systems”.

[i.6] Directive 2002/21/EC of the European Parliament and of the Council of 7 March 2002 on a
common regulatory framework for electronic communications networks and services (Framework
Directive).

[i.7] ETSI TS 101 331: "Lawful Interception (L1); Requirements of Law Enforcement Agencies'.

[i.8] ETSI TS 123 234: "Universal Mobile Telecommunications System (UMTS); LTE; 3GPP system

to Wireless Local Area Network (WLAN) interworking; System description (3GPP TS 23.234)".

[1.9] ETSI TS 129 234: "Universal Mobile Telecommunications System (UMTS); LTE; 3GPP system
to Wireless Local Area Network (WLAN) interworking; Stage 3 (3GPP TS 29.234)".
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[1.10] ETSI TS 133 107: "Universal Mobile Telecommunications System (UMTS); LTE; 3G security;
Lawful interception architecture and functions (3GPP TS 33.107)".

[i.112] ETSI TS 133 108: "Universal Maobile Telecommunications System (UMTS); LTE; 3G security;
Handover interface for Lawful Interception (LI) (3GPP TS 33.108)".

3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions givenin TS 102 232-3 [i.1] and the following
apply:

access point: technical equipment that offers |IEEE 802.11 connectivity to a mobile terminal

federated network: multiple computing and/or network providers agreeing upon standards of operation in a collective
fashion

hotspot: nominated area where a user can expect to receive Wireless LAN access

3.2 Abbreviations

For the purposes of the present document, the following abbreviations apply:

AAA Authentication, Authorization and Accounting

ADSL Asynchronous Digital Subscriber Line

AF Administration Function

AP Access Point

CCIIF Content of Communication Internal Interception Function
CcC Content of Communication

CPE Customer Premises Equipment

CPU Central Processing Unit

ESSID Extended Service Set | Dentifier

EU European Union

GRE Generic Routing Encapsulation

GSM Global System for Mobile communications

HI Handover Interface

HI1 Handover Interface 1 (for Administrative Information)

HI2 Handover Interface 2 (for Intercept Related Information)
HI3 Handover Interface 3 (for Content of Communication)

IAP Internet Access Provider

IF Internal Interception Function

INI Internal Network Interface

INI1 Internal Network Interface 1 (for Administrative Information)
INI2 Internal Network Interface 2 (for Intercept Related Information)
INI3 Internal Network Interface 3 (for Content of Communication)
IP Internet Protocol

IRI' IIF Intercept Related Information Internal Interception Function
IRI Intercept Related Information

ISM Industrial, Scientific and Medical

ISP Internet Service Provider

v Initialization V ector

LAN Local Area Network

LEA Law Enforcement Agency

LEMF Law Enforcement Monitoring Facility

LI Lawful Interception

MAC Media Access Control

MB Megabyte

MF Mediation Function
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NAT Network Address Trandation
NWO Network Operator
PC Personal Computer
PDA Personal Digital Assistant
RAM Random Access Memory
SSID Service Set ID
SvP Service Provider
TKIP Tempora Key Integrity Protocol
UE User Equipment
UK United Kingdom
UMTS Universal Mobile Telecommunications System
USA United States of America
WAP Wireless Access Point
WEP Wired Equivalent Privacy
Wi-Fi Wireless Fidelity Alliance
WISP Wireless Internet Service Provider
WLAN Wireless Local Area Network
WPA Wi-Fi Protected Access
4 Public Internet access over Wireless LANsS

4.1 Technology

4.1.1 IEEE 802.11

Wi-Fi is aregistered trademark of the Wi-Fi Alliance (see note 1), and is used to indicate equipment which conformsto

an interworking profile for IEEE 802.11a, -b,-g or -n [i.2]. These standards are available from the IEEE web site

(see note 2), though the interested or simply curious reader will need to download their individual copy due to licensing

conditions. The profile is the bedrock for the widespread adoption of the radio technology, which is typically being used
for home (computer) networks, business computer networks and public access to the Internet. The term "wireless LAN"

is used to indicate the Wi-Fi interworking profile throughout the present document.

NOTE 1: http://www.wi-fi.org/.

NOTE 2: http://standards.ieee.org/getieee802/.

This paper is concerned principally with the application of wireless LAN to public accessto the Internet, and the issues
of lawful interception (LI) which such connection raises.

For the user, |EEE 802.11 technology brings freedom to connect to the Internet with no wires, and frequently with no
need for prior arrangement. There is a downside for the user in the sense that frequently |EEE 802.11 access hasto be
paid for.

412  WiMax™

WiMax is another interworking profile, but aimed principally at fixed access networks, based on |EEE 802.16 [i.5] and
ETSI HIPERMAN. WiMax will allow for mobile access, but thisis unlikely to be an issue until the turn of the decade.
It is thus mentioned only to note that it has been explicitly ignored from the present document.

4.1.3 Hotspots and Access Points

The reader will find frequent reference to the terms "hotspots" and "access points'. A hotspot is a nominated area where
auser can expect to receive Wireless LAN access. A hotspot might be a few metres acrossiif it is serving a small room
or perhaps 100 metres across if serving alarge open space.

One hotspot will be served by one or more Access Points (AP), typically using a single Extended Service Set Identifier
(ESSID). An access point is the technical equipment which offers |EEE 802.11 connectivity to a mobile terminal.
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Roaming between access points is discussed in clause 4.4.5.

4.2 Business models

We start by considering business models, since the impact of these drives the technical infrastructure, and infrastructure
arrangements which do not support a viable business model will not survive for very long.

42.1 Free access

An access point owner, the service provider, provides free access to the Internet, typically as part of another service. So
a hotel might offer wireless LAN coverage to encourage its guests to return, or a coffee bar might offer wireless LAN
coverage to encourage its customers to stay longer and eat and drink more, and generally improve its popul arity.

In these cases the cost of billing, and dealing with dissatisfied customers, and the potential for customersto be
dissatisfied in the first place, isavery strong incentive for offering free service. Thus free wireless LAN service equates
to satisfy customers, who will, one way and another, then pay more for a business's principal services.

This model might apply to asingle location, or to a number of locations. Note that the free service might be provided by
the business owner's own assets, or by assets supplied by another party.

4.2.2 Paid access to single operator network

A service provider business establishes their own set of access points (locations), which their customers may use, for a
fee of some sort. Some customers will be subscribers, some customers will be pay-as-you-go typically paying over the
air for afew hours service using a credit card. The fee for using pay-as-you-go service might be afew Euros an hour.
The charging method for subscribers might allow so many hours access or so much data transfer per time period.

Typicaly, the tariff is set by comparison to the cost of mobile data air-time and what the market will bear. The target
customer, today, is abusiness person or a bright young thing with disposable income. Over time, the tariffs may be
expected to reduce with competition.

Generally the equipment is provided and operated by the service provider. However, the service provider cannot offer
their branded access anywhere where they own no infrastructure, which is unattractive to, for instance, international
travellers.

This monopoly model is being superseded by the following, federated, model.

4.2.3 Paid access to federated network

A customer, as above, may be a subscriber or a pay-as-you-go user. The service provider, who may or may not own
their own network, contracts with other networks to provide wireless LAN access to the service provider's customers.
This allows the service provider to retain their contact, and branding, with their own customer base, but to offer that
customer service over awide set of locations, with no need for capital investment on the part of the service provider.

The area over which their customer base can receive service, and the profitability of the business, depend on the
commercia negotiating skills of the service provider.

Typically, when a service provider's customer receives service at alocation, that customer will be offered a choice of
service providers and has to select the one which they wish to use.

Thisisarich model, and can be expected to evolve with time.

4.2.4 Federation details

A service provider A may negotiate with service provider B a contract for that service provider to extend the area over
which A's customers may receive service. The technical infrastructure which offers service may be provided directly by
B, or by third party service providers with whom B has, in turn, a contractual relationship. A third party access provider
could be a small domestic user or shopkeeper, for instance, who offers |EEE 802.11 access through a package. Equally,
athird party access provider could be a multi-national business (who in their turn may federate, of course).

ETSI
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It is very noticeable that there are players, IEEE 802.11 service franchisers, whose business model isto offer other
businesses, who already have locations, the opportunity to install IEEE 802.11 access points as a managed service. So a
hotel, for instance, would install one or more access points but the technical details, customer support etc. would be
dealt with by the service franchiser. Either party might have the customer relationship and the franchisee is paid
commission by the franchiser according to revenue.

4.2.5  Access as part of internet service

Broadband internet providers are expanding their networks to include | EEE 802.11 service as an additional method of
connecting to the internet. Usually thisis accomplished by creating an additional SSID on each customer's CPE.
Additionally the provider might create hotspots on other locations under their control, such as kerb cabinets, poles, etc.
Customers of the provider retrieve an (additional) username/password to authenticate on the created hotspots. The
internet traffic of the visiting user islogically separated from the CPE owner's traffic and most of the time some way of
traffic shaping is applied to keep the quality of service of the CPE owner at an acceptable level. In some cases the
internet provider closes a roaming agreement with another internet provider so users can roam on their respective
networks. Thisis mostly seen in cable networks, as competition between cable companiesis virtually non-existent
because of the geographical separation of their customer bases.

For broadband providers, such anetwork change is a relative low-cost investment in the competition with providers of
mobile (3G/4G) data connections.

4.2.6 International issues

The networks described have no fundamental regulatory limits as far as international frontiers are concerned. Thisisa
consequence of telecommunications market liberalization. In the EU, market regulation should be in accordance with
Directive 2002/21/EC [i.6] which makes clear that regulation is appropriate only when a player has significant market
power, and for purposes of constraining that market power. Thusif an operator with a central location in Luxembourg
proposes to serve access pointsin Germany, France, the UK and The Netherlands there are no prescriptive reasons why
this arrangement should not be set in place. Should the hypothetical operator then wish to federate with networksin the
USA and Australiathere are few real barriers, always supposing that financial backing exists.

4.2.7 Service areas

Typically, an access point will serve alarge public area, such as arailway station concourse or a hotel [obby.
Sometimes a number of physical access points will be connected and operated in such a way as to appear as, logicaly, a
single access point.

A hotel might have an AP in the lobby, but also wish to offer serviced in-room to its clientele. Usually, this will reguire
extra access points whose cost would be paid for from the increase in revenue which extra coverage brings.
4.2.8 Coverage

Today, very few |IEEE 802.11 networks offer broad coverage. Rather, the coverage is centred on a number of popular
locations with gaps in between.

4.3 Service architectures

4.3.1 Basic structure

Figure 1 identifies the elementsinvolved in arranging an IEEE 802.11 Internet access service, and their interconnection.
A mobile terminal usesaradio link to communicate with an access point, using | EEE 802.11 protocols and the Wi-Fi
interworking profile. The access point links to Authentication, Authorization and Accounting (AAA) functions, which
may be local or remote. The access point also offers Internet connectivity, which again may be local or remote.
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Mobile Access Internet
terminal point connectivity
AAA
Radio link functions

Figure 1. The elements of an IEEE 802.11 i.2Internet access arrangement

4.3.2 Central access control and backhaul to the Internet

Figure 2 showsthe typical arrangement of a centrally controlled access service. A backhaul network connects a
number of geographically dispersed access points to a central location. At that location the AAA functions and Internet
connectivity are provided. So that control may be provided over subscriber access, the arrangements do not allow direct
access to the Internet from an access point. Instead, traffic is sent through the backhaul via the backhaul network. Such
anetwork typically uses L2TP or GRE tunnels established through the (public) Internet, one tunnel set up per active
user. In case of the "access as part of internet service" business model traffic is usually routed over the providers
internal network to the central location.

(—— = 9

Access I Internet |
point . Backhaul network | connectivity | -

Access | | AAA I
point . | functions |
Central location |

Figure 2: The elements of a centrally controlled IEEE 802.11 access service

The observant reader will realize that Lawful Interception (LI) is, in principle, easy to achieve at the central location
where account information, activity information and the associated traffic are al readily available.

This arrangement may support the free access and paid access business models. If paid accessis offered from federated
networks, then the arrangement described above could be used with some extra complication relating to AAA, but with
al traffic being backhauled to the central location.
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4.3.3 Central access control and federated access to the Internet

Figure 3 shows centralized access control and federated access to the Internet. The essence of the arrangement is that
access control is managed centrally, but Internet connectivity is provided by the federated network.

Access | AAA
point functions |

Federated network

Internet /

connectivity

Central location

Figure 3: The elements of federated access to the Internet

The observant reader will realize that L1 has become more problematic. Identity information is held at the central
location, but traffic between a mobile terminal and the Internet is dealt with by the federated network. Such trafficis
never seen at the central location. Traffic may be seen by the federated network, though.

The feature of this arrangement as compared with figure 2 is that there is no backhaul to the central location. This
would generally be cheaper than using such backhaul. A service provider is aways under economic pressure to reduce
the costs of operation.

4.3.4 Central access control and local access to the Internet

Figure 4 shows an arrangement in which access control is the only function reserved to the central location. Access to
the Internet is provided by each access point, individually.

Access AAA

point _Re Backhaul network —|— i |

Internet |l —__. i
connectivity

Central location

Figure 4: Elements of local access to the Internet

The observant reader will realize that LI has become very difficult. Although the central location still knows that an
account is active, Internet connectivity is associated with each access point.

The driver for the adoption of this access model is simplicity, and reduction in cost.
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4.3.5 Distributed access

Figure 5 shows an arrangement in which the functions of the central location are limited to account administration.
Access control is devolved to the access point.

Access I I | | administrative |
point Intermittent connection ™ functions
Internet I ...........

connectivity

Central location

Figure 5. Elements of distributed access control

The observant reader will observethat LI has become very difficult. The central function has no knowledge of when an
account is active. Such arrangements could support a pre-pay service, or an account-based service using cryptographic
tickets.

4.4 Technical issues

There are anumber of technical issues which arise from the use of IEEE 802.11 [i.2] technology.

4.4.1 Link sharing

The |EEE 802.11 protocols are designed to permit the sharing of the radio link's capacity between several mobile
terminals. Thus one access point can simultaneously support a number of mobile terminals. The number of mobile
terminals which can satisfactorily share an access point depends on the services which those mobile terminals are
accessing.

4.4.2 Distance issues

The access range between a mobile terminal and an access point will be somewhere between 100 m, if there are few
obstructions, and 30 m or lessin an urban environment. Within a building the range may be 10 m, or less, if there are
walls between the mobile terminal and the access point.

As the distance between a mobile terminal and its current access point increases, so, typically, the data rate supported
by the radio link will drop.
4.4.3 Congestion

|EEE 802.11b [i.2] and |EEE 802.11g [i.2] both use unprotected and unlicensed (see note 1), but regulated (see note 2),

spectrum in the 2,4 GHz Industrial, Scientific and Medical (1ISM) band. However users of this alocation have no rights

of protection against interference from other users, and have to accept any interference which is received. Other users of
this spectrum include microwave ovens and Bluetooth.

The 5 GHz spectrum used by |EEE 802.11a[i.2] enjoysasimilar licensing regime.

NOTE 1: Unlicensed in the sense that an individual mobile terminal or access point does not require a specific
license to operate.

NOTE 2: Regulated in that national authorities may define permitted power levels and spectral restrictions.
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The proliferation of access points and the high number of usersincreasingly leads to congestion. Congestion on an
access point occurs when spectrum occupancy is high. Spectrum occupancy is not only related to the number of users
on that access point, but also on the presence of nearby access points and other devices using the ISM band.

There are about a dozen channels defined for |EEE 802.11b [i.2], which also apply, in principle, to IEEE 802.11g [i.2].
Because these channel s overlap, spectrum occupancy is also affected by nearby access points on other channels.
Wireless service providers have few options to reduce spectrum occupancy and thereby reduce congestion, because of
the unlicensed nature of the ISM bands.

NOTE 3: Moreresearch (specific for the UK) can be found at http://stakehol ders.of com.org.uk/market-data-
research/other/technol ogy-research/2013/key-licence-exempt-bands/.

4.4.4 Registration

When a mobile terminal wishesto receive Wireless LAN service at a hotspot, it first has to register with the service.
The terminal communicates with the access point, which in turn communicates with the AAA functionality.
Traditionally, this happens through a web page with encrypted access, although other methods could, in principle, be
used.

After registration aterminal remains registered until atimeout expires.

445 Handover

There is no standardized handover procedure between one access point and another. If a mobile terminal wishesto
maintain its Internet access as it leaves one access point and comes in to range of another, then it generally hasto
manage the registration procedures itself.

Issues like this are solved by the Hotspot 2.0 infrastructure which is currently being created by the WiFi Alliance. More
information Hotspot 2.0 will be included in a future version of the present document.

4.5 Security issues

45.1  Access protection

Wireless LAN is known for its poor security record. The first incarnations of home and office access points had no
protection at al, so any wireless device could connect and use services. "War-driving" (taking a notebook in a car and
driving around while searching for open access points) soon became a popular hobby within hacker groups.

Industry responded and introduced security mechanisms like MAC address filtering and access control mechanisms like
Wi-Fi Protected Access (WPA).

45.2 Link protection

The first generation of wireless access pointsincluded atraffic encryption mechanism called Wireless Equivalent
Privacy (WEP). WEP is based on RC4 encryption using a 40 bit key with a 24 bit Initialization Vector (V). Because of
the weak encryption, WEP can easily be cracked when the attacked obtains enough data (100 MB of datais sufficient).

The next generation of access points offers WPA, which is also using RC4. However, WPA incorporates a protocol
called Tempora Key Integrity Protocol (TKIP), which dynamically changes keys as the system is used. When
combined with the much larger Initialization Vector of 48 bit, this defeats the well-known key recovery attacks on
WEP.

From alawful interception perspective, it may be possible to intercept traffic while "sniffing" the ether, provided the

law enforcement officer is near the target. Thisis of course only a feasible solution when the target is not using link
protection at al or is using aweak encryption like WEP.
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4.6 Wireless LAN UMTS roaming

LI target may have User Equipment (UE) that supports WLAN, UMTS and GSM radio access technologies. Thiskind
of casesis addressed by 3GPP. 3GPP has defined a framework for 3GPP-WLAN interworking (I-WLAN as defined in
TS23.234[i.8], TS29.234 [i.9], TS 33.107 [i.10] and TS 33.108 [i.11]). Two major categories of scenarios were
identified.

Scenario 1 defines case when UE authenticates with given WLAN, and uses WLAN for accessing internet services.
This scenario is considered to be out of 3GPP scope because of the following reasons. In case UE is 3GPP operator's

customer (i.e. isregistered at HSS/HLR) but UE opts to use scenario 1, then 3GPP network considers the UE detached
from the network. The reason is that neither UE nor WLAN network make aware 3GPP network about UE activities.

Scenario 2 and up define various cases when UE simply uses WLAN radio access network to attach to UMTS/GSM
networks. That is, in these scenarios UE authenticates with UMTS/GSM HSS/HLR and receives all services defined in
HSS/HLR. In these scenarios UE may change WLAN radio accessto UMTS/GSM radio access and vice versa.

TS 33.107 [i.10] defines interception domain aspects of I-WLAN LI solution. TS 33.108 [i.11] defines handover
domain aspects for I-WLAN LI solution.

5 Lawful Interception of Public Wireless LAN Internet
access

5.1 Lawful Interception requirements

51.1 Relation to other standards

TS 101 331 [i.7] describes the LEA requirements for lawful interception. These requirements aso apply to interception
of wireless LAN. No additional requirements for the interception of wireless LAN exist.

5.2 Lawful Interception reference model
5.2.1  Generic LI architecture

The overall interception framework is extended from the model described in clause 5.2 of ES 201 158 [i.3] and from the
architecture identified in clause 5 of TS 101 671 [i.4] (seefigure 6).
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LEA
NWO/AP/SvP’s domain domain
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intercept related
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A

CC mediation
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LEMF

LI handover interface Hl

Figure 6: Functional block diagram showing Handover Interface Hl

The scope of the present document is the NWO/IAP/SvP's domain as shown in figure 6. The present document
describes theinternal interfaces INI1, INI12 and INI3 as shown in figure 7.

Managed IP Network
HI1 LEA
Administration Function (AF) < administration
function
INI1
h 4 v
Intercept Related Information : HI2
Internal Interception Function i|N|2 g >
Mediation Law
v Function Enfor_cement
Monitoring
Content of Communication | Facility
| > (MF) HI3
Internal Interception Function | IINI3 » (LEMF)

Figure 7. Reference Model for Lawful Interception

The administrative information is exchanged via the Internal Network Interface INI 1.

Internal Network Interface INI2 carries Intercept Related Information (IRI). Internal Network Interface INI3 carries
Content of Communication (CC) information.
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5.2.2 Description of functional elements

5.2.2.1 Intercept Related Information Internal Interception Function

The purpose of the IRI 11F isto generate information related to calls or and other information involving interception
targetsidentified by Law Enforcement Agency (LEA) sessions, i.e. IRI.

The IRI information is sent to the Mediation Function (MF) to be delivered to the Law Enforcement Monitoring Facility
(LEMF) over interface HI 2.

5.2.2.2 Content of Communication Internal Interception Function

The CC IIF has to cause the CC to be duplicated and passed to the MF. The content may be duplicated within the Media
Layer or within the Transport Layer and this may be achieved by any means such that the sender and recipient(s) are
unaware of the copying process and cannot take steps that will reveal the copying processis taking place.

The CC isformatted in accordance with later clauses for delivery to the LEMF over interface HI3.

5.2.2.3 Lawful Interception Mediation Function

Within each administrative domain afunctional entity needs to exist - the MF. This entity receivesinformation from the
IRI 11F(s) and CC 11 F(s) within the administrative domain and formats that received information to be passed on to the
LEMF. If thereis more than one IRI I1F within an administrative domain the MF has to manage the reporting state of
the call so that information is sent to the LEMF asif it were from asingle IRI IIF. In this case the MF has to ensure that
the reported information elements represent a consistent and single view of the intercept.

The MF incorporates the mediation functions as defined in ES 201 158 [i.3] as™A function which selects sequences and
transforms information, including CC when necessary, between a number of [1Fs and the HI. Sometimes the mediation
function may be anull function, e.g. direct delivery of CC to the LEMF via HI3 with no changes'.

5.2.2.4 Lawful Intercept Administration Function

In each administrative domain an Administrative Function needs to exist to manage requests for interception. This
function ensures that the request from an LEA to send IRl and or CC information to an LEMF is acted upon. This
function is not the subject of the present document and is described here only for completeness.

5.3 Lawful Interception issues

5.3.1 Multi - provider environment

In the service architectures depicted in clause 4.3 of the present document, we can discern different parties; the Wireless
Internet Service provider (WISP), the Internet Service Provider (1SP) and the Service Provider (SvP). Since the
architecture with Central access control and backhaul to the Internet can be intercepted like aregular | AP environment,
this clause concentrates on the architecture with Central access control and federated access to the Internet; a common
architecture.

The WISP typically manages and maintains the Wireless Access Points as well as the portal and the logical network
infrastructure and AAA services required for first-line identification and authentication of customers.

Internet connectivity may be provided by one or more |APs; typically the Wireless Access Points are connected to the
Internet through a (consumer grade) broadband Internet connection. In turn, the |AP may provide Internet connectivity
to multiple WISPs.

Wireless LAN Internet Access may be provided to customers by the WISP, by Service Providers, such as a Mobile
Operator offering Wireless LAN Internet Access to its mobile customers, or by both on the same set of Wireless Access
Points.
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Figure 8: The Multi-provider environment

As an example, in figure 8, the WISP represents a collection of Wireless LAN Access Points, connected through
broadband Internet connections obtained from multiple IAPs. The WISPs have a central Internet connected location,
typically provided by a hosting provider, housing the equipment for the AAA services. In order to authenticate SvP
customers, the WISP may forward AAA requests to the SvP, thereby acting as an AAA proxy for the SvP.

532 Network Address Translation

Since Wireless LAN Access Points are typically connected through the Internet by a regular broadband I nternet
connection, in most cases the Wireless LAN Access Points will have only one public IP address. As a consequence,
concurrent users of the Wireless LAN Access Points will use a private P address, handed out at after successful
authentication, all sharing the single public IP address. To route traffic to and from the Internet, The Wireless LAN
Access Points will in this case apply Network Address Translation (NAT). The use of NAT complicates the interception
of Wireless LAN Internet Accessimmensely, since on the Internet one cannot discern the traffic of individual users.

5.3.3  Availability of Intercept Related Information

The Intercept Related Information (IRI) for Wireless LAN Internet Accessis similar to that of regular Internet Access;
the reference scenario's, events and attributes described in TS 102 232-3[i.1] apply. As an additional attribute, specific
for WirelessLAN Internet Access, the "private | P address" may be required.

IRI istypically derived from the AAA events. Therefore, al information required for composing the IRI will be
available to the WISP. In cases where the customers of SvP logon to a Wireless LAN Access Point, the WISP may
perform the AAA on behalf of the SvP or forward the AAA request to the SvP. If the latter isthe case, SvP also hasthe
information required for composing the IRI; obviously only for its own customers.

5.3.4  Availability of Content of Communication

The content of communication for Wireless LAN Internet Access consists of, in line with TS 102 232-3[i.1], the IP
packets routed to and from atarget using a Wireless LAN Access Point. The only difference with regular Internet
Accessis, that once the IP packets |eave the Wireless LAN Access Point, NAT has been applied and therefore, the
public IP address the target is using does not suffice to obtain the traffic. The WISP is the only party capable of
obtaining the I P traffic based on the private | P address. If any other party isto obtain the | P traffic, decoding of the
NAT algorithmisrequired; NAT may have to be applied by the WISP in away that aids decoding. Whether such an
approach is feasible requires further study.
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5.3.5 Identification of the target

In theory, any attribute used by atarget for identification to the WISP, may be used for identification of the target. In
the preparation of an intercept, efficient, fast, and structured means should be provided to obtain attribute bindings
where lookups are required in subscriber data management systems. In general, the preparation process has to provide
identifying information that is exchanged between the potential target and the AAA service as part of the logon
procedure in the access domain. Attributes which may be used include areal name or alias, a credit card number, public
cryptographic key, or anything else that may provide target identification.

For information exchanged as part of the logon in the access domain, one can think of the following attributes:

. Username: This applies only to subscription users. The username may be provided by the WISP as part of a
WISP subscription or by a SvP that offers Wireless Internet Access to its customers viathe particular WISP. In
the latter case the username may be, for example, a cell phone number for a Mobile Operator or an |AP
username, which may be forwarded by the WISP AAA service to the SYP AAA service for authentication. As
in every identification and authentication procedure, spoofing and masguerading are an issue that has to be
taken into account.

0 MAC address: Alternatively the target may be identified by means of the MAC address of the device used for
Internet Access. The device may be alaptop, a PDA or even acell phone with wireless LAN capability. It has
to be noted that the MAC address can very easily be spoofed and traffic obtained by this means should be
treated as such.

. Scratch card number: Although not likely, it is possible that atarget uses a scratch card with a number, or
number in arange, that is known in advance by the LEA. If such isthe case, the scratch card number may be
used to identify the target.

5.3.6 Capabilities of Wireless LAN Access Points

If one plans using Lawful Intercept facilities on the Wireless LAN Access Pointsitself, one hasto consider the
capabilities of the device offering the Wireless LAN Access. The actual device may be either a proprietary box or an
open device such as a PC in a box running Linux®. In the case of a proprietary device, its supplier hasto provide
Lawful Intercept facilities. In the case of an open device, Lawful Interception software may be developed to run on the
device. In the latter case, one hasto realize that a PC in box typically has arelatively slow CPU (in the range of a
couple of hundreds of MHZz), typically has no hard disk but more likely aflash RAM memory and limited volatile
RAM. Thislimits the possibilities of the Lawful Interception software for using high speed processing and CPU
intensive tasks such as asymmetric encryption.

5.3.7 Security of the Wireless LAN Access Points

The Wireless LAN Access Point istypically located in a hostile environment, i.e. not physically secured and in aworst
case even prone to theft. Therefore, target information stored on Wireless LAN Access Point, if any, needs not to be
stored persistently.

5.3.8  Target location

Depending on national legislation, wireless LAN might be treated as a mobile service. In that case it might be desirable
to include location parametersin the IRI. TS 102 232-3 [i.1] currently offers one text-based field to include location
information. A WISP might use thisfield to include any location information they reliably have, varying from the MAC
address of the access point to exact WGS84 coordinates. Future work might expand thisinto a more fine grained
method of handing over location information. It is recommended that this work will take into account the reliability of
the location information because, contrary to for example mobile cell locations, wireless access points may easily move
without the WISP's or ISP's knowledge.

54 Lawful Interception solution approaches

Lawful Interception of public Wireless LAN Internet Access can basically be approached in two different ways, each
applicable to particular architectures as presented in clause 4.3 of the present document.
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5.4.1  Aggregation Point Lawful Interception

The architecture with Central access control and backhaul to the Internet allows for interception at the CSP's
aggregation point, since all IP traffic of all Wireless LAN Access Pointsis routed over a central spot in the
infrastructure. Although one may have to cope with private and public | P addresses, e.g. NAT, the interception
approach described in TS 102 232-3 [i.1] fully applies.

In case of the "access as part of internet service" business model, the WISP and ISP are the same party. If the (W)ISP
receives an intercept for the CPE owner, there isarisk that the (tunneled) traffic of avisiting user isincluded in the
intercepted material. Thisis of course undesirable and the | SP should take technical measures to avoid this.

5.4.2 Decentralized Lawful Interception

The architectures with Central access control and federated or local access to the Internet require another interception
approach, since the I P traffic is routed from an to the internet without ever reaching a central location held by either
WISP or SvP. Therefore, interception has to take place in a decentralized fashion; preferably on the Wireless LAN
Access Points or Wireless LAN Access Point concentrators itself.

A possible approach to this kind of decentralized interception is presented in the figure 9 and will be explained there
under.

WISP Central location

AAA LI
server system

5
Target
IDs

)/
[ 1 2| (Copy )l BB LI{ AP LN 0
—v Internet

WAP Location

Figure 9: Decentralized Lawful Interception approach

Centralized Targetl D storage: In order to prevent disclosure of target IDs, the list of targets IDsis kept inside a
well-protected central location, under control of the WISP.

Secureinspection of AAA traffic: The Lawful Intercept system is provided with a copy of every AAA event handled
by the AAA server. Thisway scanning of AAA traffic for target 1Ds can take place inside the LI system, thereby
avoiding extreme security measures for the AAA server.

Secure communication with the WAP: Every WAP is connected with the WISP's central |ocation via a secure,
encrypted tunnel. Thistunnel is preferably dedicated for L1 purposes; for regular management purposes another tunnel
may be maintained.
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Collection of 1P traffic: Once the LI system encounters atarget logon in the AAA traffic, a collection process ("copy")
on the WAP is provisioned with the private | P address of the target. This collection process takes copies of al 1P
packets from and to the particular private IP address and forwards these through the tunnel. The transport of intercepted
traffic may entail encapsulation inside an L1 specific protocol. Note that redirection of target traffic, as opposed to
copying, is not an option, since the aternate traffic path may be spotted using tools such as "tracert”.

NOTE: The use of an asymmetric, low-bandwidth network connection to the WAP, such as low-end,
consumer-grade ADSL, may prohibit application of decentralized interception, since the available
upstream bandwidth may not be sufficient to carry the intercepted traffic. In case of a high-bandwidth
asymmetric, network connection, throttling the downstream bandwidth per user is still required to prevent
choking the upstream when transmitting intercepted traffic.
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