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Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the ETSI Web
server (http://webapp.etsi.org/| PR/home.asp).

Pursuant to the ETSI IPR Palicy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This Group Specification (GS) has been produced by ETSI Industry Specification (ISG) Group Quantum Key
Distribution (QKD).
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1 Scope

The present document is intended to describe the interface between security applications and a QKD key management
layer, which is an additional layer that sits between the QKD systems and various applications.

Key Management in general, covers the exchange, storage, protection, use, identification, installation, replacement and
destruction of cryptographic keys. A QKD system may provide keys for a Key Management System.

QKD, like most key distribution protocols, requires a distributed key management process that operates in a symmetric
(vs. server/client) mode. So both key management peers shall negotiate and verify all reservations and allocations.

The QKD protocol generates a pool of ordered secure bits. The function of this key management layer isto demultiplex
these bits into separate, ordered groups, where each group is used independently by applications and thus shall be
synchronized between the two communication end points. By synchronized we mean that a group of secure bits
reserved at one communication end point are identical to the associated group at the other communication end point. It
isalso required that these same secure bits are then discarded by this layer once they are used and never revealed to
anyone else.

2 References

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
http://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication ETSI cannot guarantee
their long term validity.

2.1 Normative references

The following referenced documents are necessary for the application of the present document.

Not applicable.

2.2 Informative references

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] OMG IDL Syntax and Semantics, Object Management Group Inc., formal/02-06-39
(CORBA 3.0 - OMG IDL Syntax and Semantics chapter).

NOTE: Available at http://www.omg.org/cgi-bin/doc?formal/02-06-39.
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3 Definitions and Abbreviations

3.1 Definitions

For the purposes of the present document, the following terms and definitions apply:

Application Program I nterface (API): interface implemented by a software program to be able to interact with other
software programs

Key Management Interface: interface between an application and a Key Management Layer

Key Management I nteroperability Protocol (KM IP): protocol for the communication between enterprise key
management systems and encryption systems

NOTE: TheKMIP isdirected by the OASISinitiative.

Key Management Layer: abstraction in alayered model including physically distributed key management systems,
e.g. on two network nodes connected with a QKD Link

NOTE: The Key Management Layer sits between the QKD Link and various applications.

Key Management System: part of a cryptography system managing the exchange, storage, protection, use,
identification, installation, replacement and destruction of cryptographic keys

Link Encryptor: device performing link encryption, i.e. the communication security process of encrypting information
between two peers on the data link level

Organization for the Advancement of Structured Information Standards (OASIS): global consortium that drives
the development, convergence and adoption of e-business and web service standards, incluing KMIP

QKD Link, QKD System: pair of two QKD Modules, interconnected by a quantum channel and a classical channel

QKD Module: set of hardware and software components that implements cryptographic functions and quantum optical
processes, including cryptographic algorithms and protocols and key generation, and is contained within a defined
cryptographic boundary

QKD protocoal: list of steps that have to be performed in a QKD module to distill a secure key out of the measurement
data of the underlying quantum optical subsystem

Quality of Service (QoS): ahility to provide different priority to different applications or users of a QKD system.

Transport Layer Security (TLS): cryptographic protocols used to encrypt the segments of network connections above
the Transport Layer, using symmetric cryptography for privacy and a keyed message authentication code for message
reliability

3.2 Abbreviations

For the purposes of the present document, the following abbreviations apply:

API Application Program Interface

APPA Application A

APPB Application B

KMIP Key Management Interoperability Protocol

OASIS Organization for the Advancement of Structured Information Standards
QKD Quantum Key Distribution

QoS Quality of Service

TLS Transport Layer Security
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4 Introduction to the QKD Key Management Layer

The QKD key management layer is an additional layer that sits between the QKD protocol and various security
applications. Thisis a distributed process and shall operate in a symmetric (vs. server/client) mode. So all key
management peers shall negotiate and verify al reservations and allocations that are associated with them. The QKD
protocol generates a pool of ordered secure bits. The function of this key management layer isto demultiplex these bits
into separate, ordered groups, where each group is used independently by applications and thus shall be synchronized
between the two ends of the communication end points. By synchronized we mean that a group of secure bits reserved
at one end point are identical to the associated group at the other end point. It is also required that these same secure bits
are then discarded by this layer once they are used (delivered to the application) and never revealed to anyone el se.

The Key Management Interface describes the interface of the applications with this layer.

It is assumed that applications that call upon the services of this layer do so via the application programming

interfaces (APIs) specified in the following clauses and that this interchange is accomplished within the security
perimeter of the QKD System. Manufacturers shall supply and implement these API function calls when a key
management layer is provided. Manufacturers may provide additional APIs and expanded functionality as they deem fit.
Furthermore this layer is not required if the manufacturer is using the QKD system in a dedicated single application,
such asalink encryptor product where they are the only user.

5 QKD Application Interface Specification Description

The QKD key management layer shall demultiplex the ordered QKD pool of secure bits into separate independent
groups that are synchronized at both ends of the QKD link and pass those groupsto their associated applications. This
requires that each local key manager shall communicate with its peer at the other end of the QKD link to perform this
service. In addition, some communication between the peer applications may a so be necessary to establish acommon
key association. Communication between the local applications and the local QKD key manager is assumed to occur
within the security perimeter of the local system, as shown in the Figure 1.

Application Application

QKD Apg int QKD App Int

synchronization

Key Management Layer

|

4——Classical Channel—

uantum Channel-

Site A Site B

Figure 1. QKD Application Interface and peer relationship

Scenario for aQKD network with multiple QKD links per node is described in Annex C.
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6 QKD Application Interface API Specification

The QKD key provider mode must provide the following API functions.

QKD_OPEN

Reserve an association (key_handle) to a set of future keys at both ends of the QKD
link through this distributed Key Management Layer and establish a set of parameters
that define the expected levels of key service. This function shall return immediately
and not block.

QKD_CONNECT_NONBLOCK

Verifies that the QKD link is available and the key_handle association is synchronized
at both ends of the link. This function shall not block and returns immediately indicating
that both sides of the link have rendezvoused or an error has occurred.

QKD_CONNECT_BLOCKING

Verifies that the QKD link is available and the key handle association is synchronized
at both ends of the link. This function shall block until both sides of the link have
rendezvoused, an error is detected, or the specified TIMEOUT delay has been
exceeded.

QKD_CLOSE

This terminates the association established for this key_handle and no further keys will
be allocated for this key_handle. Due to timing differences at the other end of the link,
the peer operation will happen at some other time and any unused keys shall be held
until that occurs and then be discarded.

QKD_GET_KEY

Obtain the required amount of key material requested for this key_handle. Each call
shall return the fixed amount of requested key or an error message indicating why it
failed. This function may be called as often as desired, but the key manager only needs
to respond at the bit rate requested through the QOS parameters, or at the best rate
the system can manage. The key manager is responsible for reserving and
synchronizing the keys at the two ends of the QKD link through communication with its
peer. This function may be blocking (wait for the key or an error) or non-blocking and
always return with the status parameter indicating success or failure, depending on the
request made via the QKD_OPEN function.

The TIMEOUT value for this function is specified in the QKD_OPEN() function.

The syntax of these functionsis as follows (according to OMG IDL syntax defined in [i.1]).

Interface QKD AppInt{

QKD_OPEN (in destination, in QoS, inout key handle , out status);

QKD CONNECT NONBLOCK (in key handle, out status);

QKD_CONNECT BLOCKING (in key handle, in timeout, out status);

QKD_GET_KEY (in key handle, out key buffer, out status);

QKD_CLOSE (in key_handle, out status);

}

NOTE: The parameter "key handl€" isan output parameter when the caller isinitially opening the connection
and the value passed inis"NULL". If the valueis not "NULL" the valueis assumed to be either a
"key handle" recently established by the peer end or a specifically desired/predefined "key handl€". For
usein al other functions"key handle" isan input. If the "key_handle" is aready in use by some other
application, the QKD_OPEN function will return with an error.

The parameters are described in Table 1.
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Name

Description

Type

Comments

key_handle

A unique handle to identify
the group of synchronized
bits provided by the QKD
Key Manager to the
application

64 octet string (512 bits)

It contains a reference to the
necessary information to
locate a key, but does not
contain any key material.
Key material cannot be
derived from the
key_handle.

It shall be represented as a
character array (char *), with
the high order octet being
the most significant octet
(i.e., octet[63] is the most
significant, of 0 to 63)
Maybe passed and stored in
other systems

It shall be unique and both
peers will use the same
value to reference an
application key stream.

The "key_handle" may be
previously agreed upon
between the peer
applications or sent between
them by a public channel.

If local applications and the
QKD system are within the
same security perimeter, the
"key_handle" may be sent
over a public channel to its
peer.

key_buffer

Buffer containing the current
stream of keys.

Array of bytes (octets)

Key buffer is an array of hits
packed into octets (char *)
ordered such that bit[0] of
octet[0] is the 1% bit and
bit[7] of octet[n] is the
8*n+8" bit.

destination

Address of Peer Application

IP address structure

Initially we are assuming the
IP address will be sufficient
to specify the peer node, but
future consideration may
use the port number for
reserved applications, such
as IPSec, TLS, or other
protocols.
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QOS

A Structure describing the characteristics of the requested key source

Requested_length

Length of the key buffer
requested by the application

32 bit unsigned integer

If the requested key amount
cannot be provided, an error
shall be returned in the
status parameter.

Max_bps

Maximum key rate requested
in bits per second

32 bit unsigned integer

This is intended to provide
guidance to the Key
Manager on expected
demand. The Key Manager
may choose to reject the
request if it cannot be met
or do its best which may
result in a lower rate than
requested.

Priority

Priority of the request

32 bit unsigned integer

This is intended to provide
guidance to the Key
Manager about the priority
level of the request. The
handling of this information
is left to the specific
implementation.

Timeout

Time in ms, after which the
call will be aborted, returning
an error.

32 bit unsigned integer

If this much time has
passed and the function has
not completed, the function
shall return a
TIMEOUT_ERROR in the
status parameter

This value shall be
expressed in milliseconds.

status

Success/Failure of the
request

32 bit unsigned integer

The values will be the
following

0 -> Successful

1-> QKD_GET_KEY failed
because insufficient key
available

2 -> No QKD connection
available.

3 -> QKD_OPEN failed
because the "key_handle" is
already in use.

4 -> TIMEOUT_ERROR
The call failed because the
specified TIMEOUT has
occurred

Values 5-1 023 are
reserved for future use of
the present document.
Values above 1 023 are left
for vendor specific
implementations.

I mportant considerations:

An application may manage several independent key streams through different "key handles' (e.g. one set of
keys for output messages and another for input messages, where each set isidentified by a separate
"key handle"). Thereis no limit on the number of "key handles' that one application can request.

The key_handle shall be generated in such away that uniquely identifies the key material and that key material
cannot be derived fromiit.

It has not been considered how the internal operation of this QKD service isto be accomplished, except for
error messages back to the application through the status parameter. Thiswill be left to the implementer.

It has not been considered how the QOS priority parameter shall be handled by the internal operation of this
QKD service. This shall be left to the implementer.
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. The lifetime of the keysin the QKD bit pool that is managed by this layer is not specified nor is any action
specified at that time. This shall be left to the implementer.

6.1 Sequence diagrams for QKD Application Interface
In al sequences we have four actors:
Application at host A, APPA:
1) Application at host B, APPB
2) QKD key manager at host A, QKDA
3) QKD key manager at host B, QKDB
We show four different sequences:
APPA and APPB do not have a predefined key handle and execute successfully:

1) APPA and APPB do not have a predefined key handle and timeout on the QKD_CONNECT_BLOCKING()
call.

2)  APPA and APPB both know the predefined key handle that they will use for the key association and execute
successfully.

3) APPA and APPB both know the predefined key handle that they will use for the key association and timeout
onthe QKD_CONNECT_BLOCKING() call.

For the scenarios covered in this clause, one may assume that the communication between local applications and the
key manager layer is accomplished within the security perimeter of the QKD System.

6.1.1 Case 1: Undefined key handle

In this case, APPA starts the sequence with acall to QKD_OPEN() indicating the level of service desired and aNULL
value in the key _handle parameter. QKD_OPEN() returns akey handle value and status information indicating success.
APPA sendsthis key handle value to APPB on the public channel and then calls QKD_CONNECT_BLOCKING() to
wait for APPB to also connect. APPB is waiting on the public channel from APPA for a message with the key handle
that they will share. Once APPB gets the key handle it shall call QKD_OPEN() to register itskey handle but it does not
need to repeat the level of service desired aslong as APPA has already done so. APPB shall check the status parameter
returned by QKD_OPEN for success and then call QKD_CONNECT_BLOCKING() to rendezvous with APPA. At this
point the key association has been verified and established and if the QKD system is operational the status shall be
returned as successful. After that, both APPA and APPB start making callsto QKD_GET_KEY () until they have no
more need for secure keys and call the QKD_CLOSE() function in order to terminate the key _handle association in a
timely manner.

ETSI
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Figure 2. Case 1 - Undefined key handle

NOTE: SEND_KEY_HANDLE() isnot in the scope of the QKD Application Interface. It isincluded to illustrate
the functionality of the case.

6.1.2 Case 2: Undefined key handle and failed blocking call

Thisisthe same asin case 1, except for some reason QKDA cannot exchange the necessary information with QKDB in
the time specified by the TIMEOUT parameter of QKD_CONNECT_ BLOCKING(). Both APPA and APPB receive a
TIMEOUT ERROR in the status parameter from their callsto QKD_CONNECT_ BLOCKING().
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T T
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|
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| [
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1
u Timeout_Error |
————————— —>

QKD _CLOSE()

I
|
|
|
| | |
| ™ i
I | |
| | |
I I I

Figure 3: Case 2 - Undefined key handle and failed blocking call

NOTE: SEND_KEY_HANDLE() is not in the scope of the QKD Application Interface. It isincluded to illustrate
the functionality of the case.
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6.1.3 Case 3: Predefined key handle

Inthiscase, itisirrelevant who starts the sequence. Both APPA and APPB call QKD_OPEN() indicating the level of
service desired and a predefined value in the key _handle parameter. QKD_OPEN() verifies that the specified

key handleis not already in use and returns status information indicating success. No key handle information needsto
be sent between APPA and APPB. Both APPA and APPB then call QKD_CONNECT_BLOCKING() to rendezvous.
At this point the key association has been verified and established between QKDA and QKDB, and if the QKD system
is operational the status will be returned as successful. After that, both APPA and APPB start making calls to
QKD_GET_KEY/() until they have no more need for secure key and call the QKD_CLOSE() function that terminates

the key _handle association in atimely manner.
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Figure 4: Case 3 - Predefined key handle

6.1.4  Case 4: Predefined key handle and failed blocking call

Thisisthe same as case 3, except for some reason QKDA cannot exchange the needed information with QKDB in the
time specified by the TIMEOUT parameter of QKD_CONNECT_BLOCKING(). Both APPA and APPB receive a
TIMEOUT ERROR in the status parameter from their callsto QKD_CONNECT_BLOCKING().
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: QKD_OPEM(key_handie)

: |
QKD CONMMECT BLOCKING()

| ™

e, ARG

[ Timeout_Errar

QKD_CLOSE()

el S

QHDB APFB
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< |
' |

|
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Timeout_Error %J
_________ |

QKD _CLOSE()
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Figure 5: Case 4 - Predefined key handle and failed blocking call
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Annex B (informative):
Conventional Key Management Systems

Conventiona key management systems were investigated for use within a QKD system. One such protocol, the KMIP
initiative within the OASIS open standards consortium <http://www.0oasi s-open.org/home/index.php> was considered.
It specifies a protocol and interface for communication between clients and a key server. QKD instead operates under a
distributed paradigm, where the keys are aready distributed to the QKD end points but demultiplexing them into
independent synchronized streams and distributing them to various applications, at those communication end points, is

needed.

Some thought was given to adopting the KMIP framework for QKD System as well as using QKD to strengthen the
KMIP asfollows:

1)

2)

3)

To enhance security of KMIP authentication protocols. KMIP does not specify, as part of the protocol, the
mechanisms by which key management systems and cryptographic clients identify themselves to each other.
Rather, KMIP relies on existing standards for mutual authentication that specify how thisidentification isto be
established. KMIP currently defines two authentication profiles, the first based on TLS, the second on HTTPS.
In both profiles, digital certificates are used by the client and the server to identify themselves as participants
in KMIP requests and responses. Registration mechanisms by which the enterprise key manager learns the
identity of cryptographic clients are not defined in KMIP. The credentials used by the cryptographic client to
identify itself can be included in the protocol as part of a request message, to simplify processing of the request
by the key management system. However, the credential element is not guaranteed to be authenticated and is
therefore not intended for use in authentication. Message integrity for KMIP exchanges, as well as entity
authentication, is provided by TLS. Other mechanisms (for example with the inclusion of QKD inside TLS or
HTTPS key exchange process) that could also be used for enhanced security of KMIP messages are not
currently defined for KMIP.

To enhance security of a Key Management system using QKD one-time-pad tunnels for the interchange of
KIMP messages.

Toinclude QKD keys as athird party source of keys for KMIP servers.

B.1

KMIP Draft Documents Version 0.98

"KMIP: Key Management Interoperability Protocol”
(online: http://xml.coverpages.org/KM I P/KMIP-v0.98-final.pdf ).

"Key Management Interoperability Protocol Usage Guide"
(online: http://xml.coverpages.org/KMIP/KMIP-UsageGuide-v0.98-final.pdf).

"Key Management | nteroperability Protocol Use Cases"
(online: http://xml.coverpages.org/KMIP/KM I P-UseCases-v0.98-final.pdf).

Key Management Interoperability Protocol (KMIP) FAQ Document
(online: http://xml.coverpages.org/KMIP/KMIP-FAQ.pdf).

B.2

Other Material

"Key Management | nteroperability Protocol (KMIP): Addressing the Need for Standardization in Enterprise
Key Management". (online: http://xml.coverpages.org/KMIP/KMIP-WhitePaper.pdf) KMIP White Paper.
Version 1.0. May 20, 2009. 22 pages. Previous Version, Draft 0.9, April 05, 2009.(online:
http://xml.coverpages.org/KM I P/KMIP-v0.98-final.pdf).

"Key Management | nteroperability Protocol (KMIP)" (online: http://xml.coverpages.org/KMIP/KMIP-
Webinar20090402.pdf). Prepared for a Webinar Presentation, April 02, 2009.
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Annex C (informative):
Scenario for a QKD network

In this clause we outline guidance for a more complex network scenario instead of a single point-to-point QKD system.
A new architectural element, the Key Server isintroduced to manage several QKD links at any given node, while
individual Local Key Managers handle keys from only one QKD link, as shown in Figure C.1.

Thereis no change to the API presented in the present document. The differenceis purely internal to the Key
Management Layer that now needs an additional management structure, the Key Server, to coordinate the multiple
QKD links within anode. The Key Server can be responsible for communicating with multiple peers for the
synchronization, exchange, storage, and destruction of the keys generated by the QKD Systems.

Application X @ Application ¥ @ Application X @ Application Y @
Site A site: A Site B site B
Public Channel
|l

QKD App Int QKD App Int

HPublic Channels

QKD Adp Int D e
Local Key Local Key Manager Lacal Key Manager
Manager 2 1 2

lass|cal Channe

uangem Channe

Site A Site B

Figure C.1: Multilink QKD Network scenario
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QKD Key Manager QKD Key Manager
Apo X Key Server Local Key Manar ‘ Local Key Mangr, || Key Server App X
T | [
OKD_OPEN( | ! | : :
— I | | | |
I I | | | |
t :GKD_AGCEssn : : : :
! Granted I | |
N | | |
t Eﬁr QKD_NEW _HANDLE{key_handle) : I
! I T T :
I I | | |
t : : :QKD_ACCESS{ ) :
t : : Granted |
I | QKD Handle Verified r—————- :
I —ouTis ST M | |
1 I ! | |
key handie " | | | :
I"':_ T : {?:!KD_SEND_KEY__HANDLE[}: : JI
'F : : ] ?KD_DPEN(kw_ﬁandla}
I I | | -——
i I I I : Success |
OKD_EONTNECT_BLDCKINC?‘-{} : : : :
" I ! I | |
I I | |
| : | OkDJOND I :
5 : ‘I Success) ; QDK_CONNECT_BLOCKING()
I = o o o o e e —
Connection OK I | | | Connaction {[‘.IK
- t | | -
Site A Site B

Figure C.2: Network Message Exchange scenario

The scenario, depicted in Figure C.2, isintended to show one possible internal communication sequence between the
Key Server and aLocal Key Manager asit relates to an application open request.

Inthis case, an application at site A initiates a QKD session with its Key Management layer. The Key Server then
proceeds to initiate communication with the proper Local Key Manager and its remote peer. The remote peer Key
Server establishes communication with its proper Local Key Manager and together they all validate the proposed
key-handle, verifying that it is unique and determining if the services requested by the application can be successfully
supplied. Once determined, a success indicator is return to the application along with the key _handle. The peer
applications at the communication end points can use the key handle to recover synchronized key material.
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