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Essential patents
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found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the
ETSI Web server (https:/ipr.etsi.org/).
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Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.
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Foreword

This Group Specification (GS) has been produced by ETSI Industry Specification Group (1SG) Network Functions
Virtualisation (NFV).

Modal verbs terminology

In the present document “shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT alowed in ETSI deliverables except when used in direct citation.
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1 Scope

The present document specifies a set of RESTful protocols and data models fulfilling the requirements specified in
ETSI GSNFV-IFA 013 [3] for the interfaces used over the Os-Ma-nfvo reference point.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected |ocation might be found at
https://docbox.etsi.org/Referencel.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long-term validity.

The following referenced documents are necessary for the application of the present document.

[1] IANA: "Assigned Internet Protocol Numbers'.

2] ETSI GSNFV-1FA 010: "Network Functions Virtualisation (NFV) Release 4; Management and
Orchestration; Functional requirements specification”.

[3] ETSI GSNFV-1FA 013: "Network Functions Virtualisation (NFV) Release 4; Management and
Orchestration; Os-Ma-nfvo reference point - Interface and Information Model Specification".

[4] ETSI GS NFV-SOL 003: "Network Functions Virtualisation (NFV) Release 4; Protocols and Data
Models; RESTful protocols specification for the Or-V nfm Reference Point™.

[5] ETSI GS NFV-SOL 004: "Network Functions Virtualisation (NFV) Release 4; Protocols and Data
Models, VNF Package and PNFD Archive specification”.

[6] |EEE 802.1Q™-2018: "|EEE Standard for Local and Metropolitan Area Networks - Bridges and
Bridged Networks'.

[7] IETF RFC 791: "Internet Protocol”.

[8] IETF RFC 4776: "Dynamic Host Configuration Protocol (DHCPv4 and DHCPv6) Option for
Civic Addresses Configuration Information”.

[9] IETF RFC 5646: "Tags for Identifying Languages".

[10] Void.

[11] IETF RFC 7396: "JSON Merge Patch".

[12] IETF RFC 8200: "Internet Protocol, Version 6 (IPv6) Specification”.

[13] SO 3166 (all parts): "Codes for the representation of names of countries and their subdivisions'.

[14] Recommendation ITU-T X.733: "Information technology - Open Systems Interconnection -

Systems Management: Alarm reporting function”.

[15] ETSI GS NFV-IFA 027: "Network Functions Virtualisation (NFV) Release 4; Management and
Orchestration; Performance M easurements Specification”.

[16] ETSI GSNFV-SOL 013: "Network Functions Virtualisation (NFV) Release 4; Protocols and Data
Models; Specification of common aspects for RESTful NFV MANO APIs".
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IETF RFC 7193: "The application/cms Media Type".

ETSI GSNFV-SOL 007: "Network Functions Virtualisation (NFV) Release 4; Protocols and Data
Models; Network Service Descriptor File Structure Specification”.

ETSI GSNFV-1FA 007: "Network Functions Virtualisation (NFV) Release 4; Management and
Orchestration; Or-V nfm reference point - Interface and Information Model Specification”.

IETF RFC 7946: "The GeoJSON Format".
IETF RFC 7432: "BGP MPLS-Based Ethernet VPN".

IETF RFC 4761: "Virtua Private LAN Service (VPLS) Using BGP for Auto-Discovery and
Signaling".

IETF RFC 6624: "Layer 2 Virtua Private Networks Using BGP for Auto-Discovery and
Signaling”.

IETF RFC 4762: "Virtual Private LAN Service (VPLS) Using Label Distribution Protocol (LDP)
Signaling”.

|IETF RFC 6074: "Provisioning, Auto-Discovery, and Signaling in Layer 2 Virtua Private
Networks (L2VPNs)".

IETF RFC 4364: "BGP/MPLS IP Virtual Private Networks (VPNs)".
Void.
Void.

ETSI GSNFV-IFA 011: "Network Functions Virtualisation (NFV) Release 4; Management and
Orchestration; VNF Descriptor and Packaging Specification™.

|IETF RFC 8214: "Virtual Private Wire Service Support in Ethernet VPN".
IETF RFC 9110: "HTTP Semantics'.

Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE:

While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long-term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1]

[i.2]

NOTE:

[i.3]
[i.4]
[i.5]

ETSI GSNFV-SOL 001: "Network Functions Virtualisation (NFV) Release 4; Protocols and Data
Models; NFV descriptors based on TOSCA specification”.

OpenStack®: "Disk and container formats for images”.

The OpenStack® Word Mark and OpenStack Logo are either registered trademarks/service marks or
trademarks/service marks of the OpenStack Foundation, in the United States and other countries and are
used with the OpenStack Foundation's permission. ETSI is not affiliated with, endorsed or sponsored by
the OpenStack Foundation, or the OpenStack community.

OpenAPI™ Specification.

Void.

Void.
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https://github.com/OAI/OpenAPI-Specification

[i.6]
[i.7]

[i.8]

[i.9]

[i.10]

[i.11]

[i.12]

NOTE:

[i.13]
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Void.

ETSI GSNFV-SOL 015: "Network Functions Virtualisation (NFV); Protocols and Data Models;
Specification of Patterns and Conventions for RESTful NFV-MANO APIs".

ETSI GSNFV-SOL 010: "Network Functions Virtuaisation (NFV) Release 3; Protocols and Data
Models; VNF Snapshot Package specification".

ETSI GS NFV-IFA 005: "Network Functions Virtualisation (NFV) Release 4, Management and
Orchestration; Or-Vi reference point - Interface and Information Model Specification”.

ETSI GSNFV-IFA 032: "Network Functions Virtualisation (NFV) Release 4; Management and
Orchestration; Interface and Information Model Specification for Multi-Site Connectivity
Services'.

ETSI GR NFV 003: "Network Functions Virtualisation (NFV); Terminology for Main Conceptsin
NFV".

K ubernetes® Production-grade Container Orchestration.

Kubernetes® is aregistered trademark of the Linux Foundation in the United States and other countries,
and is used pursuant to a license from the Linux Foundation.

ETSI GSNFV-SOL 018: "Network Functions Virtualisation (NFV) Release 4; Protocols and Data
Models; Profiling specification of protocol and data model solutions for OS Container
management and orchestration”.

3

3.1

Definition of terms, symbols and abbreviations

Terms

For the purposes of the present document, the terms given in ETSI GR NFV 003 [i.11] and the following apply:

Compute MCIO: MCIO which declarative descriptor specifies compute infrastructure resource requests

Network M Cl1O: MCIO which declarative descriptor specifies network infrastructure resource requests

Storage M CIO: MCIO which declarative descriptor specifies storage infrastructure resource requests

3.2

Void.

3.3

Symbols

Abbreviations

For the purposes of the present document, the abbreviations given in ETSI GR NFV 003 [i.11] and the following apply:

API
AS
BFD
BGP
BSS
CE
CIDR
CP
CPD
CSAR
CSE
DC

Application Programming Interface
Autonomous System

Bidirectional Forwarding Detection
Border Gateway Protocol

Business Support System

Customer Edge

Clasdless Inter-Domain Routing
Connection Point

CP Descriptor

Cloud Service Archive
Connectivity Service Endpoint
Data Centre
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DF Deployment Flavour

DSCP Differentiated Services Code Point
EM Element Management

ETH Ethernet

ETS European Telecommunications Standards I nstitute
FM Fault Management

GS Group Specification

GUI Graphical User Interface

GW Gateway

HTML Hypertext Markup Language
HTTP Hypertext Transfer Protocol
HTTPS HTTP Secure

IANA Internet Assigned Numbers Authority
ICMP Internet Control Message Protocol
IETF Internet Engineering Task Force
IFA Interfaces and Architecture

IP Internet Protocol

IPV4 Internet Protocol (version 4)

IPV6 Internet Protocol (version 6)
JSON JavaScript Object Notation
L2VPN Level 2 Virtual Private Network
L3VPN Level 3 Virtual Private Network
LACP Link Aggregation Control Protocol
LAG Link Aggregation Group

LB Load Balancer

LCCN Lifecycle Change Notification
LCM Lifecycle Management

MAC Medium Access Control

MANO Management and Orchestration
MSCS Multi-Site Connectivity Service
MTU Maximum Transmission Unit
NAD Network Attachment Definition
NFP Network Forwarding Path

NFPD NFP Descriptor

NFV Network Functions Virtualisation
NFVI Network Function Virtualisation Infrastructure
NFVO NFV Orchestrator

NS Network Service

NSD Network Service Descriptor

NsDf Network service Deployment flavour
OSPF Open Shortest Path First

(OS] Operation Support System

PDU Packet Data Unit

PE Provider Edge

PM Performance Management

PNF Physical Network Function

PNFD Physical Network Function Descriptor
RAM Random-Access Memory

RFC Request For Comments

RIP Routing Information Protocol
SAP Service Access Point

SAPD Service Access Point Descriptor
TCP Transmission Control Protocol
TLS Transport Layer Security

TOSCA Topology and Orchestration Specification for Cloud Applications
uc Use Case

UDP User Datagram Protocol

UNI User Network Interface

URI Uniform Resource Identifier

VDU Virtualisation Deployment Unit
VIM Virtualised Infrastructure Manager
VIP Virtual IP
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VL Virtual Link

VLAN Virtual Local Area Network

VLD VL Descriptor

VN Virtual Network

VNF Virtualised Network Function

VNFC VNF Component

VNFD VNF Descriptor

VNFFG VNF Forwarding Graph

VNFFGD VNFFG Descriptor

VNFM VNF Manager

VNFSR VNF Snapshot Record

VNI VXLAN Network Identifier

VPN Virtual Private Network

VRF Virtual Routing and Forwarding

VRRP Virtual Router Redundancy Protocol

VTEP VXLAN Tunnel Endpoint

VXLAN Virtual eXtensible LAN

WAN Wide Area Network

WIM WAN Infrastructure Manager

YAML YAML Ain't Markup Language

YANG Y et Another Next Generation
4 General Aspects
4.1 Overview

The present document defines the protocol and data model for the following interfaces, in the form of RESTful
Application Programming Interface (API) specifications:

. NSD Management interface (as produced by the NFV O towards the OSS/BSS)

. NS Lifecycle Management interface (as produced by the NFV O towards the OSS/BSS)

. NS Performance Management interface (as produced by the NFV O towards the OSS/BSS)

. NS Fault Management interface (as produced by the NFV O towards the OSS/BSS)

e VNF Package Management interface (as produced by the NFV O towards the OSS/BSS)

. NFVI Capacity Information interface (as produced by the NFV O towards the OSS/BSS)

e  VNF Snapshot Package Management interface (as produced by the NFV O towards the OSS/BSS)

. NS LCM coordination interface (as produced by the OSS/BSS towards the NFVO)

Table 4.1-1 lists the versions of the APIs defined in the present document.

Table 4.1-1: Versions of the APIs specified in the present document

API API version
NSD Management interface 2.11.0
NS Lifecycle Management interface 2.11.0
NS Performance Management interface 2.11.0
NS Fault Management interface 1.11.0
VNF Package Management interface 2.11.0
NFVI Capacity Information interface 1.11.0
VNF Snapshot Package Management interface 1.11.0
NS LCM Coordination interface 1.11.0
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The design of the protocol and data model for the above interfacesis based on the information model and requirements
defined in ETSI GS NFV-IFA 013 [3]. In clause 4, general aspects are specified that apply to multiple APIs on the
Os-Ma-nfvo reference point. In addition, the provisionsin clauses 4, 5, 6, 8 and 9 of ETSI GS NFV-SOL 013 [16]
define common aspects of RESTful NFV MANO APIs, and shall apply for al APIs defined in the present document.

In the subsequent clauses, the protocol and data model for the individual interfaces are specified. Per interface, the
resource structure with associated HTTP methods is defined and applicable flows are provided. Further, the resources
and the data model are specified in detail.

Annex A provides the mapping of the combination of resources and methods defined in the present document to the
operations defined in ETSI GS NFV-I1FA 013 [3]. Annex F defines authorization scope values for selected APIsin the
present document.

Even though the various interfaces defined in the present document are related, implementations shall not assume a
particular order of messages that arrive via different interfaces.

4.2 Void
4.3 Void
4.4 Common data types

4.4.1 Structured data types

441.1 Introduction

This clause defines data structures that are referenced from data structures in multiple interfaces. In addition, the
structured data types defined in clause 7.1 of ETSI GS NFV-SOL 013 [16] shall apply.

4.4.1.2 Void
4.4.1.3 Void
4.4.1.3a Void
4414 Void

4415 Type: NsInstanceSubscriptionFilter

This type represents subscription filter criteriato match NS instances. It shall comply with the provisions defined in
table 4.4.1.5-1.

Table 4.4.1.5-1: Definition of the NsinstanceSubscriptionFilter data type

Attribute name Data type Cardinality Description
nsdlds Identifier 0..N If present, match NS instances that were
created based on an NSD identified by one of
the nsdld values listed in this attribute.
See note 1.
vnfdlds Identifier 0..N If present, match NS instances that contain
VNF instances that were created based on a
VNFD identified by one of the vnfdld values
listed in this attribute.
See note 1.
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Attribute name Data type Cardinality Description

pnfdlds Identifier 0..N If present, match NS instances that contain
PNFs that are represented by a PNFD
identified by one of the pnfdld values listed in
this attribute.
See note 1.

nsinstancelds Identifier 0..N If present, match NS instances with an
instance identifier listed in this attribute.
See note 2.

nsinstanceNames String 0..N If present, match NS instances with an NS
Instance Name listed in this attribute.
See note 2.

NOTE 1: The attributes "nsdlds", "vnfdlds" and "pnfdlds" are alternatives to reference to NS instances that are
created based on certain NSDs, or contain VNF instances that are based on certain VNFDs, or contain
PNFs that are based on certain PNFDs in a filter. They should not be used together in the same filter
instance, but one alternative should be chosen.

NOTE 2: The attributes "nsInstancelds" and "nsIinstanceNames" are alternatives to reference to particular NS
Instances in a filter. They should not be used both in the same filter instance, but one alternative should be
chosen.

4.4.1.6 Type: ResourceHandle

This type represents the information that allows addressing a virtualised resource that is used by a VNF instance or by
an NS instance. Information about the resource is available from the VIM. The ResourceHandle type shall comply with

the provisions defined in table 4.4.1.6-1.

Table 4.4.1.6-1: Definition of the ResourceHandle data type

Attribute name Data type Cardinality

Description

vimld Identifier 0..1

Identifier of the VIM or CISM or WIM under whose
control this resource is placed.

This attribute shall be supported when the resource is
managed by a CISM.

When the resource is managed by a VIM or WIM, this
attribute shall be present if VNF-related resource
management in direct mode is applicable. It shall also be
present for resources that are part of an NS instance
such as virtual link resources.

resourceProviderld Identifier 0.1

Identifier of the entity responsible for the management of
the resource.

This attribute shall only be supported and present when
VNF-related resource management in indirect mode is
applicable. The identification scheme is outside the
scope of the present document.

resourceld IdentifierinVim |1

Identifier of the resource in the scope of the VIM, the
CISM, the WIM or the resource provider. See note 2.

vimLevelResourceType |String 0.1

Type of the resource in the scope of the VIM, the CISM,
the WIM or the resource provider. See note 1.

vimLevelAdditionalReso |AdditionalReso [0..1

Additional resource information which is specific to this

urcelnfo urcelnfo resource and its type, and which is available from the
VIM or the CISM or the resource provider.
containerNamespace String 0.1 The value of the namespace in which the MCIO

corresponding to the resource is deployed.
This attribute shall be present if the resource is managed
by a CISM and it shall be absent otherwise.
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NOTE 1: The value set of the "vimLevelResourceType" attribute is within the scope of the VIM, the CISM, the WIM or
the resource provider and can be used as information that complements the ResourceHandle. When the
container infrastructure service is a Kubernetes® instance the vimLevelResourceType is the type of
resource, as would correspond to the 'kind' field if the resource is declared in its own Kubernetes® manifest,
e.g. Pod, PersistentVolumeClaim, NetworkAttachmentDefinition.

NOTE 2: When the container infrastructure service is a Kubernetes® instance the resourceld shall be populated in the
following way:

— For a compute MCIO, it is the instance identifier that Kubernetes® assigns, which is unique cluster wide
per resource type.

— For a storage MCIO modelled as a persistent volume claim, it is the name of the persistent volume
claim, i.e. the value of the ‘claimName' field in the Kubernetes® manifest, or a compound name built by
Kubernetes® if the persistent volume claim is defined inline in another template instead of in its own
manifest.

— For a network MCIO representing a NetworkAttachmentDefinition, a Service or an Ingress, it is the

value of the 'metadata.name’ field in Kubernetes® manifest.

4.41.7 Type: AdditionalResourcelnfo

This type represents additional resource information which resource and resource type specific, and which is available
fromthe VIM or the CISM or the resource provider. It shall comply with the provisions defined in table 4.4.1.7-1.

Table 4.4.1.7-1: Definition of the AdditionalResourcelnfo data type

Attribute name Data type Cardinality Description

hostName String 0.1 Name of the host where the resource is allocated. It shall be
present for compute resources in the scope of the CISM and
shall be absent otherwise. See note.

persistentVolume |String 0.1 Name of the persistent volume to which the persistent volume

claim representing the storage resource is bound. It may be
present for storage resources in the scope of the CISM and shall
be absent otherwise. See note.

additionallnfo

KeyValuePairs 0.1

Information related to other properties directly owned by the
resource and available from the VIM or CISM or WIM or the
resource provider. See note.

NOTE: At least one attribute shall be present.

4.4.2 Simple data types and enumerations

This clause defines simple data types and enumerations that can be referenced from data structures defined in multiple

4.4.2.1 Introduction
interfaces.
4.4.2.2 Simple data types

Table 4.4.2.2-1 defines simple data types for reference from data type definitions in the present document. In addition,
the simple data types defined in clause 7.2.2 of ETSI GS NFV-SOL 013 [16] shall apply.

Table 4.4.2.2-1: Simple data types

Type name

Description

IdentifierinNs

An identifier that is unigue with respect to an NS. Representation: string of variable length.

IdentifierinNsd

An identifier that is unigue within an NS descriptor. Representation: string of variable length.

IdentifierlnPnf

An Identifier that is unigue within respect to a PNF. Representation: string of variable length.

IdentifierlnVim

An identifier maintained by the VIM or the CISM or other resource provider. It is expected to
be unigue within the VIM instance. Representation: string of variable length.

4423 Enumerations

The enumerations defined in clause 7.2.3 of ETSI GS NFV-SOL 013 [16] shall apply to be available for referencing
from data type definitions in the present document.
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HTTP conditional requests

Conditional requestsare HTTP (POST, PUT, PATCH and DELETE) requests that include one or more header fields
indicating a precondition to be tested before applying the method semantics to the target resource. They are supported
by metainformation about the resource that was provided in earlier HTTP responses. The set of HTTP header fieldsto
compose a conditional request allowed in the present version of the present document is defined in clause 4.2 of ETSI
GS NFV-SOL 013 [16] with the following provisions applicable to the HTTP requests and responses:

POST:

GET:

PATCH:

PUT:

DELETE:

4.6

4.7

For resources that aso support the PUT or PATCH method, the API producer should provide the
"ETag" and the "Last-Modified" HTTP headersin the POST response when the HTTP response
codes are"200 OK", "201 Created" or "204 No Content".

For resources that aso support the PUT or PATCH method, the API producer should provide the
"ETag" and the "Last-Modified" HTTP headersin the GET response when the response codeis
"200 OK".

The API producer should provide the "ETag" and the "Last-Modified" HTTP headers in the
PATCH response when the response code are "200 OK" or "204 No Content". In case the related
"Last-Modified" or "ETag" headers have been received in previous responses related to the target
resource, the APl consumer should provide the "If-Unmodified-Since" or the "If-Match" header
fields as conditions (see sections 13.1.1 and 13.1.4 of IETF RFC 9110 [31]) in order to prevent
conflicts with other changes to the resource.

When receiving the request, the API producer shall test if thereisan "If-Unmodified-Since" or
"If-Match" header included. If such header isincluded, the following applies:

= If the API producer supports providing the "Last-Modified" and "ETag" headersin HTTP
responses, it shall further process the request according to sections 13.1.1, 13.1.4 and 15.5.13
of IETF RFC 9110 [31]. Thisincludes to check if there is a mismatch between the content of
that header and the last modification of the target resource and to return the HTTP response
code "412 Precondition failed" in such a case, indicating that the resource was modified by
another entity since the API consumer has obtained the representation of the resource.

= If the API producer does not support providing the "Last-Modified" and "ETag" headersin
HTTP responses, it shall return the HT TP response code "412 Precondition failed".

The same provisions as for PATCH apply.

The API producer shall not provide the "ETag" and the "Last-Modified" HTTP headers in the
DELETE response as these headers are not applicable when the resource has ceased to exist.

Void

Void

5

5.1

NSD Management interface

Description

This interface allows the OSS/BSS to invoke management operations of NSDs towards the NFV O and to subscribe to
notifications related to NSD management changes.

The operations provided through this interface are as follows:
. Create NSD Info

. Upload NSD archive
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0 Fetch NSD archive

. Update NSD Info

. Delete NSD

. Query NSD Info

. Read NSD

. Fetch NSD archive manifest
J Fetch NSD archive artifact

. Create PNFD Info

. Upload PNFD archive

. Fetch PNFD archive

o Update PNFD Info

. Delete PNFD

. Query PNFD Info

. Read PNFD

. Fetch PNFD archive manifest
o Fetch PNFD archive artifact
e  Subscribe

e  Terminate Subscription

. Query Subscription Information
. Notify

Thisinterface also enables to invoke error handling procedures (i.e. Retry, Rollback, Continue, Cancel, and Fail) on the
actual NS lifecycle management operation occurrences, and APl version information retrieval.

The state changes of an NSD areillustrated in clause B.2.

5.1a APl version

For the NSD management interface version as specified in the present document, the MAJOR version field shall be 2,
the MINOR version field shall be 11, and the PATCH version field shall be O (see clause 9.1 of ETSI

GS NFV-SOL 013 [16] for adefinition of the version fields). Consequently, the { apiMajorVersion} URI variable shall
be set to "v2".

52 Resource structure and methods

All resource URIs of the API shall use the base URI specification defined in clause 4.1 of ETSI GS NFV-SOL 013 [16].
The string "nsd" shall be used to represent { apiName} . All resource URIsin the clauses below are defined relative to
the above base URI.

Figure 5.2-1 shows the overall resource URI structure defined for the NSD management interface.
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{apiRoot}/nsd/{apiMajorVersion}

/ns_descriptors
— ]
—{ Ansdinfold} |

—[ /nsd_archive_content

]
—[ /nsd ]
]
]

—[ /artifacts

—{ HartifactPath} |
/pnf_descriptors

— ]

—{ /{pnfdinfold )

—[ /manifest
—{ /pnfd

]
]
—[ /pnfd_archive_content ]
]

—[ /artifacts

——{ KartifactPath} |

[ /subscriptions ]

—[ /{subscriptionld} ]

Figure 5.2-1: Resource URI structure of NSD Management Interface

Table 5.2-1 liststhe individual resources defined, and the applicable HTTP methods.

The NFVO shall support responding to requests for all HTTP methods on the resourcesin table 5.2-1 that are marked as
"M" (mandatory) in the "Cat" column. The NFV O shall also support the "API versions' resources as specified in
clause 9.3.2 of ETSI GS NFV-SOL 013 [16].
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Table 5.2-1: Resources and methods overview of the NSD Management interface

Resource name Resource URI HTTP Cat Meaning
Method
GET M Query infprmation about multiple
NS descriptors /ns_descriptors NS descriptor resources.
- POST M |Create a new NS descriptor
resource.
Read information about an
GET M individual NS descriptor resource.
Individual NS _ Modify the operatio_nal state
descriptor /ns_descriptors/{nsdInfold} PATCH M ancj/pr the user deflped data of an
individual NS descriptor resource.

DELETE M Delete an individual NS descriptor
resource.

GET M |Fetch the content of an NS

NSD archive content |/ns_descriptors/{nsdinfold}/nsd_archive_c descriptor archive.

ontent PUT M |Upload the content of an NS

descriptor archive.

Hgg gl;callqr;vlgdlwdual /ns_descriptors/{nsdinfold}/nsd GET M ggsgig?oﬁnboarded NS
Manifest of an GET M  |Fetch the manifest file of an
individual NSD Ins_descriptors/{nsdinfold}/manifest onboarded NSD archive.
archive
Individual NSD Ins_descriptors/{nsdinfold}/artifacts/{artifa |GET M  |Fetch individual NSD archive
archive artifact ctPath} artifact.

GET M |Query information about multiple

. . PNF descriptor resources.
PNF descriptors fpnf_descriptors POST M |Create a new PNF descriptor
resource.

GET M |Read information about an
individual PNF descriptor
resource.

Individual PNF . Modify the user defined data of an
descriptor pni_descriptors/{pnfdinfold} PATCH M |individual PNF descriptor
resource.

DELETE M Delett_a an individual PNF
descriptor resource.

GET M  |Fetch the content of a PNF

PNFD archive /pnf_descriptors/{pnfdinfold}/pnfd_archive descriptor archive.
content _content PUT M |Upload the content of a PNF
descriptor archive.
PNFD of an GET M |Read an onboarded PNF
individual PNFD /pnf_descriptors/{pnfdinfold}/pnfd descriptor.
archive
Manifest of an GET M  |Fetch the manifest file of an
individual PNFD /pnf_descriptors/{pnfdinfold}/manifest onboarded PNFD archive.
archive
Individual PNFD /pnf_descriptors/{pnfdinfold}/artifacts/{artif |GET M |Fetch individual PNFD archive
archive artifact actPath} artifact.
Subscribe to NS descriptor and
- - POST M  |PNF descriptor change
Subscriptions /subscriptions notifications.
GET M |Query multiple subscriptions.
Individual o o GET M  |Read an individual subscription
subscription /subscriptions/{subscriptionld} resource. _

DELETE M |Terminate a subscription.

See Notify aboqt NS descriptor and

POST note PNF descriptor changes.

Notification endpoint |(provided by API consumer) See note.

GET See |Test the notification endpoint.

note |See note.

NOTE:

"Notification endpoint” resource.

The NFVO shall support invoking the HTTP methods defined for the "Notification endpoint” resource
exposed by the OSS/BSS. If the OSS/BSS supports invoking the POST method on the "Subscriptions™
resource towards the NFVO, it shall also support responding to the HTTP requests defined for the
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5.3 Sequence diagrams (informative)

5.3.1 Flow of the creation of an individual NS descriptor resource

This clause describes the procedure for creating an individual NS descriptor resource.

DS55/B5S MEYO

! 1. POST .../ns_descriptors (CreateMsdinfoRequest)

y

nsdOnhoardingState="CREATED",
" nsdCperationalState="DISABLED", and
nsdUsageState="NCOT _IN_USE"

[ —— .

:'E:'. ........

|
I creates a new NS descriptor resource with

3. 201 Created (MNsdinfa)

T GhEnREEEE T

Postcondition: The individual NS descriptor resource is created. I}]

OSS/BSS MEYIO

Figure 5.3.1-1: Flow of the creation of an individual NS descriptor resource

The procedure consists of the following steps as illustrated in figure 5.3.1-1:

1) The OSS/BSS sends a POST request to the "NS descriptors' resource including in the message content a data
structure of type " CreateNsdlnfoRequest”.

2) TheNFVO creates anew NS descriptor resource with nsdOnboardingState="CREATED",
nsdOperational State="DISABLED" and nsdUsageState="NOT_IN_USE".

3) TheNFVO returnsa 201 Created response containing a representation of the "Individual NS descriptor”
resource just created by the NFVO.

Postcondition: Upon successful completion, the "Individual NS descriptor” resource has been created with
nsdOnboardingState="CREATED", nsdOperational State="DISABLED", and hsdUsageState="NOT _IN_USE".
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5.3.2 Flow of the uploading of NSD archive content

This clause describes the procedure for the uploading of an NSD archive.

OSS/BSS MFEYO

Precondition: A NS descriptor resource has already been created. I}]

; 1. PUT ../ns_descriptorsf{nsdinfoldl/nsd_archive_content >

alt / [for asynchronous processing]
]

| 2,202 Accepted |
< .

[succeslsful uploading of H5D content]
"3 204 Mo Content
[

:H( 4. Send NsdOnboardingNotification [

OS5/BSS MFEYO

Figure 5.3.2-1: Flow of the uploading of NSD archive content

NOTE: Dueto possible race conditions, the 202 or 204 response and the NsdOnBoardingNotification can arrive
in any order at the OSS/BSS.

Precondition: An NS descriptor resource has been created and the value of "nsdOnboardingState” attribute equals to
"CREATED", or the value of "nsdOnboardingState” equalsto "ERROR" due to a previous failure of uploading or
processing.

The procedure consists of the following steps asillustrated in figure 5.3.2- 1.

1) TheOSS/BSS sendsaPUT request to an "NSD archive content” resource using a"Content-Type" HTTP
header as defined in clause 5.4.4.3.3 of the present document.

2)  For asynchronous processing, the NFV O returns "202 Accepted".

3) Otherwise, the NFVO returns a”204 No Content” response to the OSS/BSS with an empty message content
for successful uploading of the NSD content.

4)  After successful uploading and processing, the NFV O sends an NsdOnboardingNotification to the OSS/BSS.

Error handling: In case of failure, appropriate error information is provided in the response, and/or the
"nsdOnboardingState” is set to "ERROR".
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5.3.3 Flow of the fetching of an onboarded NSD archive

This clause describes the procedure for fetching the content of an onboarded NSD archive.

DS5/BSS MFYO
) )
Frecondition: The NSD has been on-boarded to the NFVO. Iﬁ
alt J [fetch the whole HSD archive content]

i 1. GET .. ins_descriptors/{nsdinfoldynsd_archive_content

(2. 200 0K (NSD archive file) |

Y

I

[fetch tl'lle HSD archive content using partial download]
' 3. GET .../ns_descriptors/{nsdinfold}/nsd_archive_content (Range: bytes=xxx-yyy)

-
4. 206 Partial Content (Content-Range: bytes=xxx-yyy/zzz, Partial content of the NSD archive file)

FPostcondition: The OSS/BSS gets the whole or partial content of the NSD archive file. I}]

OS5/BSS MFEWO

L

Figure 5.3.3-1: Flow of the fetching of an NSD archive

Precondition: The NSD is on-boarded to the NFVO.
Fetching an on-boarded NSD, asillustrated in figure 5.3.3-1, consists of the following steps:
1) If fetching the whole NSD content, the OSS/BSS sends a GET request to the "NSD archive content” resource.

2) TheNFVO returnsa"200 OK" response, and includes a copy of the complete NSD archive in the message
content.

NOTE: The complete NSD archiveisthe zip file as onboarded in the Upload NSD archive operation.

3)  If fetching the NSD content using partial download, the OSS/BSS sends a GET request to the "NSD archive
content” resource, and includes a"Range" HTTP header indicating the partition of the NSD content that needs
to be transferred.

4) TheNFVO returnsa"206 Partial Content" response with a message content containing the partial content of
the NSD, and a " Content-Range" HTTP header indicating the byte range enclosed in the message content and
the complete length of the NSD.

Postcondition: Upon successful completion, the OSS/BSS gets the whole or partial content of the NSD.

Error handling: In case of failure, appropriate error information is provided in the response.
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5.34 Flow of the update of an individual NS descriptor resource

This clause describes the procedure for the update of an NS descriptor resource. The Update NSD Info operation allows
for the modification of the operational state and/or user defined data of an individual NS descriptor resource.

DSS/BSS MNFWVO

Precondition: The individual NSD descriptor resource has been created. To modify the nsdOperationalState, the
individual NS descriptor has nsdOperationalState="0NBOARDED".

I
1. PATCH .../ns_descriptorsf{nsdinfold} (NsdinfoMadifications) ,_:

ol
]
i
i
]
]

updates information
2. about an individual
______ M5 descriptor resource
P
3. 200 OK [MsdinfoModifications)

.4, Send NsdChangeNotification to OSS/BSS

Postcondition: The information of an individual NS descriptor resource is updated. B]

OSS/BSS MNFYVO

Figure 5.3.4-1: Flow of the update of an individual NS descriptor resource

NOTE: Dueto possible race conditions, the 200 response and the NsdChangeNotification can arrive in any order
at the OSS/BSS.

Precondition: Theindividual NS descriptor resource has been created. To modify the nsdOperational State from
"ENABLED" to "DISABLED" or vice-versa, the individual NS descriptor resource has
nsdOnboardingState="ONBOARDED".

The procedure consists of the following steps asillustrated in figure 5.3.4-1:
1) The OSS/BSS sendsaPATCH request to the "Individual NS descriptor” resource.
2) The NFVO modifies the information associated with the "Individual NS descriptor" resource.

3) TheNFVO returnsa'"200 OK" response including the data structure of type "NsdinfoModifications” in the
message content.

4)  When modifying the nsdOperational State attribute, the NFV O sends to the OSS/BSS an
NsdChangeNotification to indicate the state change of the "Individual NS descriptor” resource.

Postcondition: Upon successful completion, the information about an "Individual NS descriptor" resource has been
updated.
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5.3.5 Flow of the deletion of an individual NS descriptor resource

This clause describes the procedure for the deletion of an individual NS descriptor resource.

OS5/BSS

MEYO

Precondition: MSD has been on-boarded to the NFWVO,
the operational state of the NSD is "DISABLED",
and the usage state of the NSD is "NOT_IN_USE".

1. DELETE .../ns_descriptorsi{nsdinfold}

3. 204 Mo Content

.

deletes an individual
" NS descriptor resource

Fosteondition: The individual NS descriptor resource is deleted. I}]

OS5/BSS

MFEYO

Figure 5.3.5-1: Flow of the deletion of an individual NS descriptor resource

NOTE: Dueto possible race conditions, the 204 response and the NsdDel etionNotification can arrive in any order

at the OSS/BSS.

Precondition: NSD has been on-boarded to the NFV O, the operational state of the NSD is equal to "DISABLED", and

the usage state of the NSD isequal to "NOT _IN_USE".

The procedure consists of the following steps asillustrated in figure 5.3.5-1:

1) The OSS/BSS sendsa DELETE request to an "Individual NS descriptor” resource.

2) TheNFVO deletesthe "Individual NS descriptor” resource.

3) TheNFVOreturnsa"204 No Content" response to the OSS/BSS with an empty message content.

4) TheNFVO sendsto the OSS/BSS an NsdDeletionNotification to indicate the deletion of the "Individual NS

descriptor" resource.

Postcondition: Upon successful completion, the "Individual NS descriptor” resource has been del eted.
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5.3.6 Flow of the querying/reading of NS descriptor information

This clause describes the procedure for querying information about multiple NS descriptor resources and reading
information about an individual NS descriptor resource.

D55/B55 NFWVO

Precondition: One or more MS descriptor resources have been created. b]

|
alt / [query information about multiple NS {:Iescriptur resources]
i 1. GET ...Ins_descriptors |

| 2.200 OK (Nsdinfo[])

]

]
[ [}

[read imlfurma‘tiun abouwt an individual HS descriptor resource]

! 3. GET _ /ns_descriptors/{nsdinfold}

v

ke
-

L 4200 0K (Msdinfo)

Postcondition: The OSS/BSS gets the infarmation of multiple NS descriptor
resources or an indwvidual NS descriptor resource.

D55/B55 NFWVO

Figure 5.3.6-1: Flow of the querying/reading of NS descriptor resources

Precondition: One or more NS descriptor resources have been created.
The procedure consists of the following steps as illustrated in figure 5.3.6-1:

1) If the OSS/BSS intends to query information about multiple NS descriptor resources, it sends a GET request to
the "NS descriptors' resource.

2) TheNFVO returnsa"200 OK" response and includes in the message content zero or more data structures of
type "Nsdinfo".

3) If the OSS/BSS intends to read information about an "Individual NS descriptor” resource, the OSS/BSS sends
a GET request to the "Individual NS descriptor” resource, addressed by the appropriate Nsdinfo identifier in its
resource URI.

4) TheNFVO returnsa"200 OK" response, and includesin the message content a data structure of type
"Nsdinfo".

Postcondition: Upon successful completion, the OSS/BSS gets the information of multiple (i.e. zero or more) NS
descriptor resources or an "Individual NS descriptor" resource.

Error handling: In case of failure, appropriate error information is provided in the response.
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5.3.6a Flow of reading the NSD

This clause describes the procedure for reading an onboarded NSD.

OS5/BSS MNFYO

Precondition: The MSD is on-boarded to the NFWVO. Il|

| 1. GET .../ns_descriptors/{nsdinfold)nsd }:

| ¢ 2200 OK (nsd) g

O5S5/BSS MNFWO

Figure 5.3.6a-1: Flow of reading an NSD

Precondition: The NSD is onboarded to the NFVO.
The procedure consists of the following steps asillustrated in figure 5.3.6a-1:
1) The OSS/BSS sendsa GET request to the "NSD of an individual NSD archive" resource.

2) TheNFVO returnsa"200 OK" response and includes a copy of the NSD in the message content.

5.3.6b  Flow of fetching the manifest file of an onboarded NSD archive

This clause describes the procedure for fetching the manifest file of an onboarded NSD.

D55/BSS MEYO

Frecondition: The NSD is on-boarded to the NFYVO. B'

; 1. GET .../ns_descriptorsf{nsdinfold}manifest

. >
'_( 2. 200 Ok (manifest) '

055/B55 MFYO

Figure 5.3.6b-1: Flow of fetching the manifest file of an onboarded NSD archive

Precondition: The NSD is onboarded to the NFVO.
The procedure consists of the following steps asillustrated in figure 5.3.6b-1:
1) The OSS/BSS sendsa GET request to the "Manifest of an individual NSD archive" resource.

2) TheNFVO returnsa"200 OK" response and includes a copy of the manifest file in the message content.
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5.3.6c Flow of fetching an NSD archive artifact

This clause describes the procedure for fetching an individual artifact contained in an on-boarded NSD archive.

OS5S/BSS MFWO

Precondition: The MSD archive is on-boarded to the NFWVO! Iﬁ

alt [fetch the whole content of the artifact]
i 1. GET .../ns_descriptors/{nsdinfold Yartifacts/{artifactPath}

ke
v

| 2.200 OK (artifact file) |

e

[fetch tl'lle artifact using partial download]
' 3. GET .. ./ns_descriptors/{nsdinfoldfartifacts/{artifactPath} (Range: bytes=xux-yyy)

b

v

4. 206 Partial Content (Content-Range: bytes=xxx-yyy/zzz, Partial content of the artifact file)

O55/B55 MNFWVO

Figure 5.3.6¢-1: Flow of fetching an NSD archive artifact

Precondition: The NSD archive is on-boarded to the NFVO.

Fetching an individual artifact contained in an on-boarded NSD archive, asillustrated in figure 5.3.6¢-1, consists of the
following steps:

1) If fetching the whole content of the artifact, the OSS/BSS sends a GET request to the "Individual NSD archive
artifact” resource.

2) TheNFVO returnsa"200 OK" response, and includes a copy of the applicable artifact file from the NSD
archive in the message content.

3) If fetching the artifact using partial download, the OSS/BSS sends a GET request to the "Individual NSD
archive artifact” resource and includes a"Range" HTTP header indicating the partition of the artifact needsto
be transferred.

4) TheNFVO returnsa"206 Partial Content” response with a message content containing the partial content of
the artifact file, and a " Content-Range" HTTP header indicating the byte range enclosed in the message
content and the compl ete length of the artifact file.

Error handling: In case of failure, appropriate error information is provided in the response.
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5.3.7 Flow of the creation of an individual PNF descriptor resource

This clause describes the procedure for creating an individual PNF descriptor resource.

O5S/B5S MNFEYO

! 1. POST . Jpnf_descriptors (CreatePnfdInfoRequest) ’_E

creates a new PMF descriptor resource with
2. pnfdOnboardingState="CREATED" and
pnfdUsageState="NOT _IN_USE"

< 3. 201 Created (Pnfdlnfo) |

Postcondition: The individual PMF descriptor resource is created. I}]

D55/BSS MNFEYO

Figure 5.3.7-1: Flow of the creation of an individual PNF descriptor resource

The procedure consists of the following steps asillustrated in figure 5.3.7-1:

1) TheOSS/BSS sendsaPOST request to the "PNF descriptors' resource including in the message content a data
structure of type " CreatePnfdl nfoRequest”.

2) TheNFVO creates anew PNF descriptor resource with pnfdOnboardingState="CREATED" and
pnfdUsageState="NOT_IN_USE".

3) TheNFVO returnsa 201 Created response containing a representation of the "Individual PNF descriptor"
resource just created by the NFVO.

Postcondition: Upon successful completion, the "Individual PNF descriptor” resource has been created with
pnfdOnboardingState="CREATED" and pnfdUsageState="NOT _IN_USE".

5.3.8 Flow of the uploading of PNFD archive

This clause describes the procedure for the uploading of a PNFD archive.

D55/B5S5 MFYO

Precondition: A FPMF descriptor resource has already been created
with "PnfdOnboardingState"=CREATED and "pnfdlUsageState™=NOT _IN_LISE.

1. PUT .../pnf_descriptorsf{pnfdinfold}/pnfd_archive_content

-

2. 204 Mo Content

=

' . 3. Send PnfdOnboardingNotification

OS5/BSS MNFYO

Figure 5.3.8-1: Flow of the uploading of PNFD archive content
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Precondition: A PNF descriptor resource has been created and the value of the "pnfdOnboardingState” attribute equals
to "CREATED" or the value of the "pnfdOnboardingState" attribute equalsto "ERROR" due to a previous failure of
uploading or processing.

The procedure consists of the following steps asillustrated in figure 5.3.8- 1.

1)

2)

3)

The OSS/BSS sends a PUT request to a"PNFD archive content” resource using a" Content-Type" HTTP
header as defined in clause 5.4.4.3.3 of the present document.

The NFVO returns a"204 No Content" response to the OSS/BSS with an empty message content for
successful uploading of the PNFD content.

After successful uploading and processing, the NFVO sends a PnfdOnboardingNoatification to the OSS/BSS.

Error handling: In case of failure, appropriate error information is provided in the response, and/or the
"pnfdOnboardingState” is set to "ERROR".

5.3.9

Flow of the fetching of an onboarded PNFD archive

This clause describes the procedure for fetching the content of an onboarded PNFD archive.

0OSS/BSS MFYO

Precondition: The PNFD has been on-boarded to the NFYO. I}]

|
alt J [fetch the whole PHFD archive content]

i 1. GET ..fprf_descriptors/{pnfdinfoldpnfd_archive_content -

| 2,200 OK (PNFD archive filz)

=

[fetch tI'Ile PHFD archive content using partial download]

! 3. GET .. ./pnf_descriptors/pnfdinfold/pnfd_archive_content (Range: bytes=wx-yyy) -

4. 206 Partial Content (Content-Range: bytes=xxx-yyy/zzz, Partial content of the PNFD archive file)

Postcondition: The OSS/BSS gets the whole or partial content of the PNFD archive file. I}]

055/B55 MNFYO

Figure 5.3.9-1: Flow of the fetching of PNFD archive content

Precondition: The PNFD has been on-boarded to the NFVO.

Fetching an on-boarded PNFD, asillustrated in figure 5.3.9-1, consists of the following steps:

1)
2)

The OSS/BSS sends a GET request to the "PNFD archive content” resource.

The NFVO returns a"200 OK" response and includes a copy of the complete PNFD archive in the message
content.

NOTE: The complete PNFD archive isthe zip file as onboarded in the Upload PNFD archive operation.

3)

4)

If fetching the PNFD archive using partial download, the OSS/BSS sends a GET request to the "PNFD archive
content” resource and includes a"Range" HT TP header indicating the partition of the PNFD archive content
that needs to be transferred.

The NFVO returns a"206 Partial Content" response with a message content containing the partial content of
the PNFD archive, and a"Content-Range" HTTP header indicating the byte range enclosed in the message
content and the compl ete length of the PNFD archive content.
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Postcondition: Upon successful completion, the OSS/BSS gets the content of the PNFD.

Error handling: In case of failure, appropriate error information is provided in the response.

5.3.9a Flow of the update of an individual PNF descriptor resource

This clause describes the procedure for the update of a PNF descriptor resource. The Update PNFD Info operation
alows for the modification of the operational state and/or user defined data of an individual PNF descriptor resource.

OS5/BSS MNFEWVO

Frecondition: The individual PNFD descriptor resource has heen created. I}]

; 1. PATCH .. ./pnf_descriptors/ipnfdinfold} (PnfdinfoMadifications)

Y

! updates information
i 2. about an individual
i PMF descriptor resource

3. 200 Ok (PnfdinfoModifications) |

-

FPostcondition: The information of an individual PNF descriptor resource is updated. I}]

OS5/BSS MNFEYO

Figure 5.3.9a-1: Flow of the update of an individual PNF descriptor resource

NOTE: Dueto possible race conditions, the 200 response and the PnfdChangeNotification can arrive in any order
at the OSS/BSS.

Precondition: Theindividual PNF descriptor resource has been created. To modify the pnfdOperational State from
"ENABLED" to "DISABLED" or vice-versa, the individual PNF descriptor resource has
pnfdOnboardingState="ONBOARDED".

The procedure consists of the following steps asillustrated in figure 5.3.9a-1.
1) The OSS/BSS sendsaPATCH request to the "Individual PNF descriptor” resource.
2) The NFVO modifies the information associated with the "Individual PNF descriptor” resource.

3) TheNFVO returnsa"200 OK" response including the data structure of type "PnfdinfoModifications’ in the
message content.

Postcondition: Upon successful completion, the information about an "Individual PNF descriptor” resource has been
updated.
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5.3.10 Flow of the deletion of an individual PNF descriptor resource

This clause describes the procedure for the deletion of an individual PNF descriptor resource.

OSS/BSS MNFYO

Frecondition: There is no NS instance using the PNFD
and there is no NSD referencing it.
I I

1. DELETE ...Jpnf_descriptors/{pnfdinfold} }'

i, deletes an individual
i 7 PNF descriptor resource

:{ ........
3. 204 No Content
| 4. Send PnfdDeletionNotification |
DS5/BSS MFEYW D

Figure 5.3.10-1: Flow of the deletion of an individual PNF descriptor resource

Precondition: NSD has been on-boarded to the NFV O and in the Disabled state.

The procedure consists of the following steps asillustrated in figure 5.3.10-1:

1)
2)
3)
4)

The OSS/BSS sends a DELETE request to an "Individual PNF descriptor" resource.
The NFVO deletes the "Individual PNF descriptor" resource.
The NFVO returns a"204 No Content" response to the OSS/BSS with an empty message content.

The NFVO sends to the OSS/BSS a PnfdDel etionNotification to indicate the deletion of the "Individual PNF
descriptor" resource.
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5.3.11 Flow of the querying/reading of PNF descriptor information

This clause describes the procedure for querying information about multiple PNF descriptor resources and reading
information about an individual PNF descriptor resource.

OSS/BSS MEWO

Frecondition: One or more PMF descriptor resources have heen created. B}

alt / [query information about multiple PNF hescriptur resources]
1. GET .../pnf_descriptors

|
i |
] il
i
i
i

2,200 OK (Pnfdinfo[]

1
:
[read inilfurmatiun about an individual PNF descriptor resource]

! 3. GET .. /pnf_descriptors/{pnfdinfold}

]

i

ey |
v o

i

i

]

4200 QK (Pnfdinfa)

Fastcondition: The OSS/BSS gets the information of multiple
PMNF descriptor resources or an individual PMF descriptor resource.

OSS/BSS MEWO

Figure 5.3.11-1: Flow of the querying/reading of PNF descriptor resources

Precondition: One or more PNF descriptor resources have been created.
The procedure consists of the following steps asillustrated in figure 5.3.11-1:

1) If the OSS/BSS intendsto query information about multiple PNF descriptor resources, it sends a GET request
to the "PNF descriptors' resource.

2) TheNFVO returnsa'"200 OK" response, and includes in the message content zero or more data structures of
type "Pnfdinfo".

3) If the OSS/BSS intends to read information about an "Individual PNF descriptor” resource, the OSS/BSS
sends a GET request to the "Individual PNF descriptor" resource, addressed by the appropriate Pnfdinfo
identifier in its resource URI.

4) TheNFVO returnsa"200 OK" response, and includes in the message content a data structure of type
"Pnfdinfo".

Postcondition: Upon successful completion, the OSS/BSS gets the information of multiple (i.e. zero or more) PNF
descriptor resources or an "Individual PNF descriptor" resource.

Error handling: In case of failure, appropriate error information is provided in the response.
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5.3.11a Flow of reading the PNFD

This clause describes the procedure for reading an onboarded PNFD.

OSS/BSS MEYO

Frecondition: The PMFD is on-boarded to the MFEWVD, Il|

1. GET .._/pnf_descriptors/{pnfdinfold)/pnfd }:

| ¢ 2200 OK (pnfd) g

DSS/BES MFYO

Figure 5.3.11a-1: Flow of reading a PNFD

Precondition: The PNFD is onboarded to the NFVO.
The procedure consists of the following steps asillustrated in figure 5.3.11a-1:
1) The OSS/BSS sendsa GET request to the "PNFD of an individual PNFD archive" resource.

2) TheNFVO returnsa"200 OK" response and includes a copy of the PNFD in the message content.

5.3.11b Flow of fetching the manifest file of an onboarded PNFD archive

This clause describes the procedure for fetching the manifest file of an onboarded PNFD archive.

DS5/BSS MFYO

Frecondition: The PNFD is on-boarded to the NFWVO. I}]

; 1. GET .../pnf_descriptors/{pnfdinfald}Ymanife st

. >
'_E 2. 200 Ok {manifest) '

D55/B55 MNFWO

Figure 5.3.11b-1: Flow of fetching the manifest file of an onboarded PNFD archive

Precondition: The PNFD is onboarded to the NFVO.
The procedure consists of the following steps asillustrated in figure 5.3.11b-1.
1) The OSS/BSS sendsa GET request to the "Manifest of anindividual PNFD archive" resource.

2) TheNFVO returnsa"200 OK" response and includes the manifest file in the message content.
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5.3.11c Flow of fetching a PNFD archive artifact

This clause describes the procedure for fetching an individual artifact contained in an on-boarded PNFD archive.

OS5S/BSS MFWO

Precondition: The PMFD archive is on-boarded to the NFVO, Iﬁ

alt [fetch the whole content of the artifact]
i 1. GET .../pnf_descriptors/{pnfdinfoldYartifacts/{artifactPath}

ke
v

| 2,200 OK (artifact file)

e

[fetch tl'lle artifact using partial download]
' 3. GET .. /pnf_descriptors/{pnfdinfoldfartifactsf{arntifactPath} (Range: bytes=xxx-yyy)

b
v

4. 206 Partial Content (Content-Range: bytes=xxx-yyy/zzz, Partial content of the artifact file) |

O55/B55 MNFWVO

Figure 5.3.11c-1: Flow of fetching a PNFD archive artifact

Precondition: The PNFD archive is on-boarded to the NFVO.

Fetching an individual artifact contained in an on-boarded PNFD archive, asillustrated in figure 5.3.11c-1, consists of
the following steps:

1) If fetching the whole content of the artifact, the OSS/BSS sends a GET reguest to the "Individual PNFD
archive artifact" resource.

2) TheNFVO returnsa"200 OK" response, and includes a copy of the applicable artifact file from the PNFD
archive in the message content.

3) If fetching the artifact using partial download, the OSS/BSS sends a GET request to the "Individual PNFD
archive artifact” resource, and includes a"Range" HTTP header indicating the partition of the artifact needs to
be transferred.

4) TheNFVO returnsa"206 Partial Content” response with a message content containing the partial content of
the artifact file, and a " Content-Range" HTTP header indicating the byte range enclosed in the message
content and the compl ete length of the artifact file.

Error handling: In case of failure, appropriate error information is provided in the response.

5.3.12 Flow of managing subscriptions

This clause describes the procedure for creating, reading and terminating subscriptions to notifications related to NSD
management.
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QO5S/B5S MNFWO
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Figure 5.3.12-1: Flow of managing subscriptions

The procedure consists of the following steps asillustrated in figure 5.3.12-1:

1) The OSS/BSS sends a POST request to the " Subscriptions' resource including in the message content a data
structure of type "NsdmSubscriptionRequest”. This data structure contains filtering criteria and a callback URI
to which the NFV O will subsequently send notifications about events that match the filter.

2) Totest the notification endpoint that has been registered by the OSS/BSS as part of the subscription, the
NFVO sends a GET request to the notification endpoint URI.

3) The OSS/BSS returnsa™204 No Content” response to indicate success.

4) TheNFVO creates anew subscription for notifications related to NS fault management, and a resource that
represents this subscription.

5) TheNFVOreturnsa"201 Created" response containing a data structure of type "NsdmSubscription”,
representing the subscription resource just created by the NFVO, and provides the URI of the newly-created
resource in the "Location" HTTP header.

6) If desired, e.g. to recover from an error situation, the OSS/BSS can query information about its subscriptions
by sending a GET request to the " Subscriptions” resource.
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In that case, the NFVO returns a 200 OK" response that contains the list of representations of all existing
subscriptions that were created by the NFVO.

If desired, e.g. to recover from an error situation, the OSS/BSS can read information about a particular
subscription by sending a GET request to the resource representing that individual subscription.

In that case, the NFVO returns a"200 OK" response that contains a representation of that individual
subscription.

When the OSS/BSS does not need the subscription anymore, it terminates the subscription by sending a
DELETE request to the resource that represents the individual subscription.

The NFV O acknowledges the successful termination of the subscription by returning a"204 No Content”
response.

Error handling: The NFVO rejects a subscription if the subscription information is not valid: endpoint cannot be
reached, subscription information is malformed, etc.

5.3.13 Flow of sending notifications

This clause describes the procedure for sending notifications related to NSD management.

OS5/BSS MFEW O

Precondition: O55/BSS has subscribed previously I}]

Event occurs that B‘

matches subsecription
I

:r{ 1. POST «<<Callback URl==> [<<Matification>:)

! 2. 204 No Content .
DO55/B5S MNFY O

Figure 5.3.13-1: Flow of sending notifications

Precondition: The OSS/BSS has subscribed previously for notifications related to NSD management.

The procedure consists of the following steps asillustrated in figure 5.3.13-1;

1)

2)

If an event occurs that matches the filtering criteria which are part of the subscription, the NFVO generates a
notification that includes information about the event, and sendsiit in the body of a POST request to the URI
which the NFV O has registered as part of the subscription request. The variable <<Noatification>> in the flow
is a placeholder for the different types of notifications that can be sent by this API (see clauses 5.5.2.9,
5.5.2.10,5.5.2.11,5.5.2.12,5.5.2.13,5.5.2.14 and 5.5.2.15).

The OSS/BSS acknowledges the successful delivery of the notification by returning a"204 No Content"
response.

Error handling: If the NFVO does not receive the *204 No Content” response from the OSS/BSS, it can retry sending
the notification.
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5.4 Resources

541 Introduction

This clause defines all the resource and methods provided by the NSD management interface.
The on-boarding of an NSD includes:

1) Creation of anindividual NS descriptor resource.

2) Uploading the NSD content.

3) Validation of the NSD inside the NFVO.

In the present document, the NSD isreferred to as "on-boarded" only after these three procedures are successfully
accomplished.

NOTE: Annex B describes the state model of NSD inthe NFVO. It includes the state models for two phases, i.e.
onboarding phase of NSD and operational phase of NSD.

Further, the on-boarding of a PNFD includes:
1) Creation of anindividual PNF descriptor resource.
2)  Uploading the PNFD.
3) Processing the PNFD, including validation, inside the NFVO.

A PNFD isreferred as "on-boarded" only after these three procedures are successfully accomplished.

5.4.1a Resource: API versions

The"API versions' resources as defined in clause 9.3.3 of ETSI GS NFV-SOL 013 [16] are part of the NSD
management interface.

5.4.2 Resource: NS Descriptors

5421 Description

This resource represents NS descriptors. It can be used to create an individual NS descriptor resource, and to query
multiple NS descriptor resources.

5.4.2.2 Resource definition
Theresource URI is:
{apiRoot}/nsd/{apiM ajor Version}/ns_descriptors

This resource shall support the resource URI variables defined in table 5.4.2.2-1.

Table 5.4.2.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [16].
apiMajorVersion See clause 5.1a.

ETSI



5.4.2.3

54.23.1 POST

Resource methods
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The POST method is used to create a new NS descriptor resource.
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This method shall follow the provisions specified in the tables 5.4.2.3.1-1 and 5.4.2.3.1-2 for URI query parameters,
request and response data structures, and response codes.

Table 5.4.2.3.1-1: URI query parameters supported by the POST method on this resource

Name

Cardinality

Description

none supported

Table 5.4.2.3.1-2: Details of the POST request/response on this resource

Request Data type Cardinality Description
body CreateNsdInfoRequest |1 Parameters of creating an NS descriptor resource, as defined in
clause 5.5.2.3.
Data type Cardinality | Response Description
Codes
Nsdinfo 1 201 Created |Shall be returned when a new "Individual NS
descriptor” resource and the associated NS
descriptor identifier has been created successfully.
The response body shall contain a representation
Response _of the created NS descriptor resource, as defined
body in clause 5.5.2.2.
The HTTP response shall include a "Location”
HTTP header that contains the resource URI of the
created NS descriptor resource.
ProblemDetails See AxXX/5xX In addition to the response codes defined above,
clause 6.4 any common error response code as defined in
of [16] clause 6.4 of ETSI GS NFV-SOL 013 [16] may be

returned.

5.4.2.3.2 GET

The GET method queries information about multiple NS descriptor resources.

This method shall follow the provisions specified in the tables 5.4.2.3.2-1 and 5.4.2.3.2-2 for URI query parameters,
request and response data structures, and response codes.

Table 5.4.2.3.2-1: URI query parameters supported by the GET method on this resource

Name

Cardinality

Description

filter 0..1

Attribute-based filtering expression according to clause 5.2 of ETSI
GS NFV-SOL 013 [16].

The NFVO shall support receiving this filtering parameter as part of the
URI query string. The OSS/BSS may supply this parameter.

All attribute names that appear in the Nsdinfo and in data types
referenced from it shall be supported by the NFVO in the filter
expression.

all_fields 0.1

Include all complex attributes in the response. See clause 5.3 of ETSI
GS NFV-SOL 013 [16] for details. The NFVO shall support this
parameter.

fields 0.1

Complex attributes to be included into the response. See clause 5.3 of
ETSI GS NFV-SOL 013 [16] for details. The NFVO should support this
parameter.
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Name Cardinality Description
exclude_fields 0.1 Complex attributes to be excluded from the response. See clause 5.3 of

ETSI GS NFV-SOL 013 [16] for details. The NFVO should support this
parameter.

exclude_default

0.1

Indicates to exclude the following complex attributes from the response.
See clause 5.3 of ETSI GS NFV-SOL 013 [16] for details. The NFVO
shall support this parameter.

The following attributes shall be excluded from the Nsdinfo structure in
the response body if this parameter is provided, or none of the
parameters "all_fields", "fields", "exclude_fields", "exclude_default" are
provided:

- userDefinedData

- onboardingFailureDetails

nextpage_opaque_marker

0.1

Marker to obtain the next page of a paged response. Shall be supported
by the NFVO if the NFVO supports alternative 2 (paging) according to
clause 5.4.2.1 of ETSI GS NFV-SOL 013 [16] for this resource.

Table 5.4.2.3.2-2: Details of the GET request/response on this resource

Request
body

Data type

Cardinality

Description

n/a

Response
body

Data type

Cardinality

Response
Codes

Description

NsdInfo

0..N

200 OK Shall be returned when information about zero or

more NS descriptors has been queried successfully.

The response body shall contain in an array the
representations of zero or more NS descriptors, as
defined in clause 5.5.2.2.

If the NFVO supports alternative 2 (paging) according
to clause 5.4.2.1 of ETSI GS NFV-SOL 013 [16] for
this resource, inclusion of the Link HTTP header in
this response shall follow the provisions in

clause 5.4.2.3 of ETSI GS NFV-SOL 013 [16].

ProblemDetails

400 Bad
Request

Shall be returned upon the following error: Invalid
attribute-based filtering expression.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute should convey
more information about the error.

ProblemDetails

400 Bad
Request

Shall be returned upon the following error: Invalid
attribute selector.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute should convey
more information about the error.

ProblemDetails

400 Bad
Request

Shall be returned upon the following error: Response
too big.

If the NFVO supports alternative 1 (error) according to
clause 5.4.2.1 of ETSI GS NFV-SOL 013 [16] for this
resource, this error response shall follow the
provisions in clause 5.4.2.2 of ETSI

GS NFV-SOL 013 [16].

ProblemDetails

See

of [16]

clause 6.4

AXX/5xx In addition to the response codes defined above, any
common error response code as defined in clause 6.4

of ETSI GS NFV-SOL 013 [16] may be returned.

5.4.2.3.3

PUT

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GSNFV-SOL 013 [16].
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54.2.34 PATCH

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GSNFV-SOL 013 [16].

5.4.2.35 DELETE

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [16].

5.4.3 Resource: Individual NS Descriptor

5431 Description

Thistask resource represents an individual NS descriptor. The API consumer can use this resource to modify, delete
and read the information of the individual NS descriptor.

5.4.3.2 Resource definition
The resource URI is:
{apiRoot}/nsd/{apiM ajorVersion}/ns_descriptorg/{nsdinfold}
This resource shall support the resource URI variables defined in table 5.4.3.2-1.

Table 5.4.3.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [16].
apiMajorVersion See clause 5.1a.
nsdinfold Identifier of the individual NS descriptor resource. See note.

NOTE: This identifier can be retrieved from the resource referenced by the "Location” HTTP header in the response
to a POST request creating a new NS descriptor resource. It can also be retrieved from the "id" attribute in
the message content of that response.

5.43.3 Resource methods

54331 POST

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [16].

5.4.3.3.2 GET
The GET method reads information about an individual NS descriptor.

This method shall follow the provisions specified in the tables 5.4.3.3.2-1 and 5.4.3.3.2-2 for URI query parameters,
request and response data structures, and response codes.

Table 5.4.3.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description
None supported
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Table 5.4.3.3.2-2: Details of the GET request/response on this resource

Request Data type Cardinality Description
body n/a
Data type Cardinality | Response Description
Codes
Nsdinfo 1 200 OK Shall be returned when information about the
individual NS descriptor has been read successfully.
Response The response body shall contain a representation of
body the individual NS descriptor, as defined in
clause 5.5.2.2.
ProblemDetails See AXx/5xx In addition to the response codes defined above, any
clause 6.4 of common error response code as defined in
[16] clause 6.4 of ETSI GS NFV-SOL 013 [16] may be
returned.
5.4.3.3.3 PUT

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GSNFV-SOL 013 [16].

5.4.3.3.4 PATCH

The PATCH method modifies the operational state and/or user defined data of an individual NS descriptor resource.
This method can be used to:

1) Enableaprevioudy disabled individual NS descriptor resource, allowing again its use for instantiation of new
network service with this descriptor. The usage state (i.e. "IN_USE/NOT_IN_USE") shall not changeasa
result.

2) Disable apreviously enabled individual NS descriptor resource, preventing any further use for instantiation of
new network service(s) with this descriptor. The usage state (i.e. "IN_USE/NOT_IN_USE") shal not change
asaresult.

3) Moaodify the user defined data of an individual NS descriptor resource.

This method shall follow the provisions specified in the tables 5.4.3.3.4-1 and 5.4.3.3.4-2 for URI query parameters,
request and response data structures, and response codes.

Table 5.4.3.3.4-1: URI query parameters supported by the PATCH method on this resource

Name Cardinality Description
None supported
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Table 5.4.3.3.4-2: Details of the PATCH request/response on this resource

Data type

Cardinality

Description

Request
body

NsdInfoModifications

1

Parameters for the modification of an individual NS descriptor
resource, as defined in clause 5.5.2.1.

The Content-Type header shall be set to "application/merge-
patch+json" according to IETF RFC 7396 [11].

Data type

Cardinality

Response
Codes

Description

NsdInfoModifications

1

200 OK

Shall be returned when the operation has been
accepted and completed successfully.

The response body shall contain attribute
modifications for an "Individual NS descriptor"
resource (see clause 5.5.2.1).

Response
body

ProblemDetails

409 Conflict

Shall be returned upon the following error: The
operation cannot be executed currently, due to a
conflict with the state of the "Individual NS
descriptor" resource.

Typically, this is due to an operational state
mismatch, i.e. enable an already enabled or
disable an already disabled individual NS
descriptor resource, or the "nsdOnboardingState"
is not ONBOARDED.

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.

ProblemDetails

0.1

412
Precondition
failed

Shall be returned upon the following error:
A precondition given in an HTTP request header is
not fulfilled.

Typically, this is due to an ETag mismatch,
indicating that the resource was modified by
another entity.

The response body should contain a
ProblemDetails structure, in which the "detail"
attribute should convey more information about the
error.

ProblemDetails

See
clause 6.4
of [16]

AxXX/5XX

In addition to the response codes defined above,
any common error response code as defined in
clause 6.4 of ETSI GS NFV-SOL 013 [16] may be
returned.

5.4.3.35

The DELETE method deletes an individual NS descriptor resource.

DELETE

Anindividual NS descriptor resource can only be deleted when thereis no NS instance using it (i.e. "nsdUsageState" =
"NOT_IN_USE"), thereisno NSD referring to it which have avalue of "strict NSD constituent onboarding" set to True
and has been disabled aready (i.e. "nsdOperational State”" = "DISABLED"). Otherwise, the DELETE method shall fail.

This method shall follow the provisions specified in the tables 5.4.3.3.5-1 and 5.4.3.3.5-2 for URI query parameters,
request and response data structures, and response codes.

Table 5.4.3.3.5-1: URI query parameters supported by the DELETE method on this resource

Name

Cardinality

Description

None supported
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Table 5.4.3.3.5-2: Details of the DELETE request/response on this resource

Request
body

Data type

Cardinality

Description

n/a

Response
body

Data type

Cardinality

Response
Codes

Description

n/a

204 No
Content

Shall be returned when the operation has completed
successfully.

The response body shall be empty.

ProblemDetails

409
Conflict

Shall be returned upon the following error: The
operation cannot be executed currently, due to a
conflict with the state of the resource.

Typically, this is due to the fact the NS descriptor
resource is in the enabled operational state (i.e.
nsdOperationalState = ENABLED) or there are
running NS instances using the concerned individual
NS descriptor resource (i.e. nsdUsageState =
IN_USE).

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.

ProblemDetails

See
clause 6.4
of [16]

AxX/5%X

In addition to the response codes defined above,
any common error response code as defined in
clause 6.4 of ETSI GS NFV-SOL 013 [16] may be
returned.

5.4.4

5.44.1

Resource: NSD archive content

Description

This resource represents the content of the individual NSD archive. The APl consumer can use this resource to upload
and download the content of the NSD.

5.4.4.2 Resource definition
Theresource URI is:
{apiRoot}/nsd/{apiM ajorVersion}/ns_descriptor s/{nsdinfold}/nsd_content

This resource shall support the resource URI variables defined in table 5.4.4.2-1.

Table 5.4.4.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [16].
apiMajorVersion See clause 5.1a.
nsdinfold Identifier of the individual NS descriptor. See note.

NOTE: This identifier can be retrieved from the resource referenced by the "Location" HTTP header in the response
to a POST request creating a new NS descriptor resource. It can also be retrieved from the "id" attribute in

the message content of that response.
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This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GSNFV-SOL 013 [16].

5.4.4.3.2 GET

The GET method fetches the content of the NSD archive.

The NSD archiveisimplemented asasingle zip file.

The content of the NSD archiveis provided as onboarded, i.e. depending on the security option used, the CSAR or the
CSAR wrapped in a ZIP archive together with an external signature is returned, as defined in clause 5.1 of ETSI

GSNFV-SOL 007 [18].
NOTE:

Information about the applicable security option can be obtained by eval uating the

"archiveSecurityOption™ attribute in the "nsdinfo" structure.

This method shall follow the provisions specified in the tables 5.4.4.3.2-1 and 5.4.4.3.2-2 for URI query parameters,
request and response data structures, and response codes.

Table 5.4.4.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality

Description

none supported

Table 5.4.4.3.2-2:

Details of the GET request/response on this resource

Data type Cardinality Description
n/a The request may contain a "Range" HTTP header to obtain single
range of bytes from the NSD archive. This can be used to
Request continue an aborted transmission.
body
If the Range header is present in the request and the NFVO does
not support responding to range requests with a 206 response, it
shall return a 200 OK response instead as defined below.
Data type Cardinality | Response Description
Codes
n/a 1 200 OK Shall be returned when the content of the NSD has
been read successfully.
The message content shall contain a copy of the
ZIP file that contains the NSD file structure.
The "Content-Type" HTTP header shall be set to
"application/zip".
Res n/a 1 206 Partial |If the NFVO supports range requests, this response
ponse ; ;
body Content shall be returned when a single con;ecutlve byte
range from the content of the NSD file has been
read successfully according to the request.
The response body shall contain the requested part
of the NSD archive.
The "Content-Range" HTTP header shall be
provided according to IETF RFC 9110 [31].
The "Content-Type" HTTP header shall be set as
defined above for the "200 OK" response.

ETSI



62 ETSI GS NFV-SOL 005 V4.4.1 (2023-03)

ProblemDetails 1 409 Conflict [Shall be returned upon the following error: The
operation cannot be executed currently, due to a
conflict with the state of the resource.

Typically, this is due to the fact
"nsdOnboardingState" has a value different from
ONBOARDED.

The response body shall contain a ProblemDetails
structure, in which the "detail” attribute shall convey
more information about the error.

ProblemDetails 0.1 416 Range |The byte range passed in the "Range" header did
Not not match any available byte range in the NSD file
Satisfiable  [(e.g. "access after end of file").

The response body may contain a ProblemDetails

structure.

ProblemDetails See AxX/5xX In addition to the response codes defined above,
clause 6.4 any common error response code as defined in
of [16] clause 6.4 of ETSI GS NFV-SOL 013 [16] may be

returned.

5.4.4.3.3 PUT

The PUT method is used to upload the content of an NSD archive.

The NSD to be uploaded isimplemented as asingle ZIP file as defined in clause 5.4.4.3.2.
The"Content-Type" HTTP header in the PUT request shall be set to "application/zip”.

Whether all descriptors referenced from the NSD: VNFD, PNFD and NSD for nested NSs shall be on-boarded before
this operation depends on the value of "strict NSD constituent onboarding” present in the NSD.

The user may use this operation to upload a new NSD version, which can be associated to an NS instance with the
Update NS operation (see clause 6.4.6). Different NSD versions have the same "nsdinvariantld” attribute, but different
"nsdld" attributes and different NSD information objects. The design of different NSD versions and their business logic
is out of scope of the present document.

After a successful result, the NSD and those referenced descriptors that are already on-boarded are known to and
validated by the NFVO. The associated NSD information object is updated with the information populated from the
validated NSD. The NSD is on-boarded and isin "nsdOperational State" = "ENABLED" and "nsdUsageState" =
"NOT_IN_USE" dates, allowing its use for NS lifecycle management. See the NSD state model in clause B.1.2. If there
are on-boarded NSDs that refer to this NSD as a nested NSD, their respective Nsdlnfo records are updated to refer to
the on-boarded nested NSD.

This method shall follow the provisions specified in the tables 5.4.4.3.3-1 and 5.4.4.3.3-2 for URI query parameters,
request and response data structures, and response codes.

Table 5.4.4.3.3-1: URI query parameters supported by the PUT method on this resource

Name Cardinality Description
none supported
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Table 5.4.4.3.3-2: Details of the PUT request/response on this resource

Data type Cardinality Description
n/a 1 The message content contains a ZIP file that represents the NSD
Request archive, as specified above.
body
The request shall set the "Content-Type" HTTP header to
"application/zip".
Data type Cardinality | Response Description
Codes
n/a 1 202 Shall be returned when the NSD archive has been
Accepted accepted for uploading, but the processing has not
been completed. It is expected to take some time
for processing (asynchronous mode).
The response body shall be empty. See note.
n/a 1 204 No The NSD content successfully uploaded and
Content validated (synchronous mode).
The response body shall be empty.
Res ProblemDetails 1 409 Conflict [Shall be returned upon the following error: The
ponse .
body opergtlon_ cannot be executed currently, due to a
conflict with the state of the resource.
Typically, this is due to the fact that the
"nsdOnboardingState" attribute has a value other
than "CREATED" or "ERROR".
The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.

ProblemDetails See AXX/5xx In addition to the response codes defined above,
clause 6.4 any common error "response code" as defined in
of [16] clause 6.4 of ETSI GS NFV-SOL 013 [16] may be

returned.
NOTE: The API consumer can track the uploading progress by receiving the "NsdOnBoardingNotification" and
"NsdOnBoardingFailureNotification" from the NFVO or by reading the status of the individual NS descriptor
resource using the GET method.

54434 PATCH

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GSNFV-SOL 013 [16].

5.4.4.35 DELETE

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [16].

5.4.4a Resource: NSD

5.4.4a.1 Description

This resource represents the NSD contained in an on-boarded NSD archive. The APl consumer can use this resource to

obtain the content of the NSD.

5.4.4a.2 Resource definition

Theresource URI is:

{apiRoot}/nsd/{apiM ajor Version}/ns_descriptors{nsdinfold}/nsd

Thisresource shall support the resource URI variables defined in table 5.4.4a.2-1.
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Table 5.4.4a.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [16].
apiMajorVersion See clause 5.1a.
nsdinfold Identifier of the individual NS descriptor. See note.

NOTE: This identifier can be retrieved from the resource referenced by the "Location"” HTTP header in the response
to a POST request creating a new NS descriptor resource. It can also be retrieved from the "id" attribute in
the message content of that response.

5.4.4a.3 Resource methods

5.4.4a.3.1 POST

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GSNFV-SOL 013 [16].

5.4.4a.3.2 GET

The GET method reads the content of the NSD within an NSD archive.

The NSD can be implemented as asingle file or as a collection of multiple files. If the NSD isimplemented in the form
of multiple files, a ZIP file embedding these files shall be returned. If the NSD isimplemented as a single file, either
that file or a ZIP file embedding that file shall be returned.

The selection of the format is controlled by the "Accept" HTTP header passed in the GET request:

. If the " Accept” header contains only "text/plain” and the NSD isimplemented as asinglefile, the file shall be
returned; otherwise, an error message shall be returned.

. If the "Accept" header contains only "application/zip”, the single file or the multiple files that make up the
NSD shall be returned embedded in a ZIPfile.

. If the "Accept" header contains both "text/plain" and "application/zip", it is up to the NFV O to choose the
format to return for asingle-file NSD; for a multi-file NSD, a ZIP file shall be returned.

The default format of the ZIP file shall comply with the CSAR format as specified in ETSI GS NFV-SOL 007 [18]
where only the Y AML files representing the NSD, and information necessary to navigate the ZIP file and to identify the
filethat isthe entry point for parsing the NSD and (if requested) further security information are included, and other
artifacts referenced from the Y AML files are excluded. This means that the content of the ZIP archive shall contain the
following files from the NSD archive:

. TOSCA.meta (if available in the NSD archive).

. The main TOSCA definitions YAML file (either as referenced by the Entry-Definitions keyword from
TOSCA.meta or available as a file with the extension ".yml" or ".yaml" from the root of the archive).

. Other TOSCA YAML files, if any, asreferenced by the Other-Definitions keyword from TOSCA.meta.
. Every component of the NSD referenced (recursively) from the Y AML files as mentioned above.

NOTE 1: For an NSD based on TOSCA, it includes al the imported type definition files as indicated in the top
level service template and in any of the lower level service templateif it has any as described in ETS|
GSNFV-SOL 001 [i.1].

NOTE 2: For an NSD based on Y ANG, it includes the file as indicated by the "yang_definitions' keynamein the
metadata section of the main yaml file as described in ETSI GS NFV-SOL 007 [18].

e  Therelated security information, if the "include_signatures® URI parameter is provided, as follows:
- the manifest fileg;

- the singleton certificate file in the root of the NSD archive (if available in the NSD archive);
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- the signing certificates of the individual filesincluded in the ZIP archive (if available in the NSD
archive);
- the signatures of the individual files (if available in the NSD archive).

This method shall follow the provisions specified in the tables 5.4.4a.3.2-1 and 5.4.4a.3.2-2 for URI query parameters,
request and response data structures, and response codes.

Table 5.4.4a.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality Description
include_signatures |(0..1 If this parameter is provided, the NFVO shall include in the ZIP file the security
information as specified above.

This URI query parameter is a flag, i.e. it shall have no value.

The NFVO shall support this parameter.

Table 5.4.4a.3.2-2: Details of the GET request/response on this resource

Data type Cardinality Description
Request - - —— m —
body n/a The request shall contain the appropriate entries in the "Accept
HTTP header as defined above.
Data type Cardinality |[Response Description
Codes
n/a 1 200 OK Shall be returned when the content of the NSD has

been read successfully.

The message content shall contain a copy of the file
representing the NSD or a ZIP file that contains the
file or multiple files representing the NSD, as
specified above.

The "Content-Type" HTTP header shall be set
according to the format of the returned file. It shall
be set to "text/plain” for a YAML file.
ProblemDetails 0.1 406 Not If the "Accept" header does not contain at least one
Acceptable |name of a content type for which the NFVO can
provide a representation of the NSD, the NFVO
shall respond with this response code.

Response The "ProblemDetails" structure may be included
body with the "detail" attribute providing more information
about the error.
ProblemDetails 1 409 Shall be returned upon the following error: The
Conflict operation cannot be executed currently, due to a

conflict with the state of the resource.

Typically, this is due to the fact that
"nsdOnboardingState" has a value different from
"ONBOARDED".

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.

ProblemDetails See AXX/5XX In addition to the response codes defined above,
clause 6.4 of any common error response code as defined in
[16] clause 6.4 of ETSI GS NFV-SOL 013 [16] may be
returned.
5.4.4a.3.3 PUT

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GSNFV-SOL 013 [16].
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5.4.4a.3.4 PATCH

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GSNFV-SOL 013 [16].

5.4.4a.3.5 DELETE

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [16].

5.4.4b Resource: NSD archive manifest

5.4.4b.1 Description

This resource represents the manifest file contained in an on-boarded NSD archive. The API consumer can use this
resource to obtain the content of the manifest file.

5.4.4b.2 Resource definition
Theresource URI is:
{apiRoot}/nsd/{apiM ajorVersion}/ns_descriptor s/{nsdinfol d}/manifest

This resource shall support the resource URI variables defined in table 5.4.4b.2-1.

Table 5.4.4b.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [16].
apiMajorVersion See clause 5.1a.
nsdinfold Identifier of the individual NS descriptor. See note.

NOTE: This identifier can be retrieved from the resource referenced by the "Location"” HTTP header in the response
to a POST request creating a new NS descriptor resource. It can also be retrieved from the "id" attribute in
the message content of that response.

5.4.4b.3 Resource methods

5.4.4b.3.1 POST

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GSNFV-SOL 013 [16].

5.4.4b.3.2 GET
The GET method reads the content of the manifest file within an NSD archive.

This method shall follow the provisions specified in the tables 5.4.4b.3.2-1 and 5.4.4b.3.2-2 for URI query parameters,
request and response data structures, and response codes.
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Table 5.4.4b.3.2-1: URI query parameters supported by the GET method on this resource

Name Cardinality

Description

include_signatures (0.1

If this parameter is provided, the NFVO shall return the manifest and related
security information (signature and certificate) either in a single text file if the
signature and certificate are included in the manifest file, or in a zip file
containing the manifest and the certificate file, if this is provided as a separate
file in the NSD archive.

If this parameter is not given, the NFVO shall provide only a copy of the manifest
file, as onboarded. If the security information is included in the onboarded
manifest, it shall also be included in the returned copy.

This URI query parameter is a flag, i.e. it shall have no value.

The NFVO shall support this parameter.

Table 5.4.4b.3.2-2: Details of the GET request/response on this resource

Request Data type

Cardinality

Description

body n/a

Data type

Cardinality

Response
Codes

Description

n/a

Response
body

1

200 OK

Shall be returned when the content of the manifest
file has been read successfully.

If the "include_signatures" URI query parameter
was absent in the request, or if the manifest file has
all security-related information embedded (i.e. there
is no separate certificate file), the message content
shall contain a copy of the manifest file of the NSD
archive, and the "Content-Type" HTTP header shall
be set to "text/plain”.

If the "include_signatures" URI query parameter
was present in the related request and the manifest
file does not have all the security-related information
embedded (i.e. there is a separate certificate file),
the "Content-Type" HTTP header shall be set to
"application/zip" and the message content shall
contain a ZIP archive which includes:

- acopy of the manifest file of the NSD
archive;

- acopy of the related individual certificate
file.

ProblemDetails

409
Conflict

Shall be returned upon the following error: The
operation cannot be executed currently, due to a
conflict with the state of the resource.

Typically, this is due to the fact that
"nsdOnboardingState " has a value different from
"ONBOARDED".

The response body shall contain a ProblemDetails
structure, in which the "detail" attribute shall convey
more information about the error.

ProblemDetails

See
clause 6.4 of
[16]

AXX/5XX

In addition to the response codes defined above,
any common error response code as defined in
clause 6.4 of ETSI GS NFV-SOL 013 [16] may be

returned.
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5.4.4b.3.3 PUT

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GSNFV-SOL 013 [16].

5.4.4b.3.4 PATCH

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [16].

5.4.4b.3.5 DELETE

This method is not supported. When this method is requested on this resource, the NFV O shall return a”405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GSNFV-SOL 013 [16].

5.4.4c Resource: Individual NSD archive artifact

5.4.4c.1 Description

This resource represents an individual artifact contained in an NSD archive. The APl consumer can use this resource to
fetch the content of the artifact.

5.4.4c.2 Resource definition
Theresource URI is:
{apiRoot}/nsd/{apiM ajorVersion}/ns_descriptor g{nsdl nfol d}/artifacts/{artifactPath}

Thisresource shall support the resource URI variables defined in table 5.4.4¢.2-1.

Table 5.4.4c.2-1: Resource URI variables for this resource

Name Definition
apiRoot See clause 4.1 of ETSI GS NFV-SOL 013 [16].
apiMajorVersion See clause 5.1a.
nsdinfold Identifier of the individual NS descriptor. See note 1.
artifactPath For an artifact contained as a file in the NSD archive, this variable shall contain a sequence of

one or path segments representing the path of the artifact within the NSD archive, relative to
the root of the package.

EXAMPLE: foo/bar/m%40ster.sh

For an external artifact represented as a URI in the NSD archive manifest, this variable shall
contain the URI as provided in the NS archive.

See note 2 and note 3.

NOTE 1: This identifier can be retrieved from the resource referenced by the "Location"” HTTP header in the response
to a POST request creating a new NS descriptor resource. It can also be retrieved from the "id" attribute in
the message content of that response.

NOTE 2: This identifier can be retrieved from the "artifactPath" attribute of the applicable "artifacts" entry in the body
of the response to a GET request querying the "Individual NSD" resource.

NOTE 3: Since multiple path segments are allowed to be contained in this variable, the "/* character that separates
these segments is not percent-encoded. Each individual segment is percent-encoded if necessary as
defined in clause 4.1 of ETSI GS NFV-SOL 013 [16].

5.4.4c.3 Resource methods

5.4.4c.3.1 POST

This method is not supported. When this method is requested on this resource, the NFV O shall return a"405 Method
Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [16].
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The GET method fetches the content of an individual artifact within an NSD archive.

This method shall follow the provisions specified in the tables 5.4.4¢.3.2-1 and 5.4.4¢.3.2-2 for URI query parameters,
request and response data structures, and response codes.

Table 5.4.4c.3.2-1: URI query parameters supported by the GET method on this resource

Name

Cardinality

Description

include_signatures

0.1

If this parameter is provided, the NFVO shall return the artifact and related security
information (such as signature and optional certificate) in a ZIP archive.

If this parameter is not given, the NFVO shall provide only a copy of the artifact file.
This URI query parameter is a flag, i.e. it shall have no value.

The NFVO shall support this parameter.

Table 5.4.4c.3.2-2: Details of the GET request/response on this resource

Data type Cardinality Description
n/a The request may contain a "Range" HTTP header to obtain single
range of bytes from an artifact file. This can be used to continue
Request an aborted transmission.
body
If the Range header is present in the request and the NFVO does
not support responding to range requests with a 206 response, it
shall return a 200 OK response instead as defined below.
Data type Cardinality | Response Description
Codes
n/a 1 200 OK Shall be returned when the whole content of the
artifact file has been read successfully.
If the "include_signatures" request URI parameter
was not provided in the related request, the
message content shall contain a copy of the artifact
file from the NSD archive, as defined by ETSI
GS NFV-SOL 007 [18], and the "Content-Type"
HTTP header shall be set according to the content
type of the artifact file. If the artifact is encrypted,
the header shall be set to the value
Response "application/cms” (