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Intellectual Property Rights

Essential patents

IPRs essential or potentialy essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI membersand non-members, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards’, which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Palicy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not congtitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

Foreword

This European Standard (EN) has been produced by ETSI Technical Committee Intelligent Transport Systems (ITS).

The present document is part 4, sub-part 1 of a multi-part deliverable. Full details of the entire series can be found in
part 1[2].

National transposition dates

Date of adoption of this EN: 21 August 2017
Date of latest announcement of this EN (doa): 30 November 2017
Date of latest publication of new National Standard

or endorsement of this EN (dop/e): 31 May 2018

Date of withdrawal of any conflicting National Standard (dow): 31 May 2018

Modal verbs terminology

In the present document "shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT alowed in ETSI deliverables except when used in direct citation.
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Introduction

The GeoNetworking protocol is a network layer protocol that provides packet routing in an ad hoc network. It makes
use of geographical positions for packet transport. GeoNetworking supports the communication among individual ITS
stations as well as the distribution of packetsin geographical aress.

GeoNetworking can be executed over different ITS access technol ogies for short-range wirel ess technologies, such as
ITS-G5 and infrared. The ITS access technologies for short-range wirel ess technol ogies have many technical
commonalities, but also differences. In order to reuse the GeoNetworking protocol specification for multiple ITS access
technologies, the specification is separated into media-independent and media-dependent functionalities.
Media-independent functionalities are those which are common to al I TS access technol ogies for short-range wireless
communication to be used for GeoNetworking. The media-dependent functionalities extend the media-independent
functionality for a specific ITS access technology. Therefore, the GeoNetworking protocol specification consists of the
standard for media-independent functionality and at least one standard for media-dependent functionality. However, it
should be noted that the media-dependent extensions do not represent distinct protocol entities.
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1 Scope

The present document specifies the media-independent functionality of the GeoNetworking protocol.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
http://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.
[1] ETSI EN 302 665 (V1.1.1): "Intelligent Transport Systems (ITS); Communications Architecture”.

[2] ETSI EN 302 636-1 (V1.2.1): "Intelligent Transport Systems (ITS); Vehicular Communications,
GeoNetworking; Part 1: Requirements”.

[3] ETSI EN 302 636-2 (V1.2.1): "Intelligent Transport Systems (ITS); Vehicular Communications;
GeoNetworking; Part 2: Scenarios’.

[4] ETSI EN 302 636-3 (V1.2.1): "Intelligent Transport Systems (ITS); Vehicular Communications;
GeoNetworking; Part 3: Network architecture'.

[5] ETSI TS 102 636-4-2: "Intelligent Transport Systems (ITS); Vehicular Communications;
GeoNetworking; Part 4: Geographical addressing and forwarding for point-to-point and point-to-
multipoint communications; Sub-part 2: Media-dependent functionalities for ITS-G5".

[6] ETSI EN 302 636-5-1 (V1.2.1): "Intelligent Transport Systems (ITS); Vehicular Communications,
GeoNetworking; Part 5: Transport Protocols; Sub-part 1: Basic Transport Protocol”.

[7] ETSI EN 302 636-6-1 (V1.2.1): "Intelligent Transport Systems (ITS); Vehicular Communications;
GeoNetworking; Part 6: Internet Integration; Sub-part 1: Transmission of 1Pv6 Packets over
GeoNetworking Protocols'.

[8] ETSI EN 302 931 (V1.1.1): "Intelligent Transport Systems (ITS); Vehicular Communications,
Geographical Area Definition".

[9] ETSI TS 102 731: "Intelligent Transport Systems (ITS); Security; Security Services and
Architecture”.

[10] ETSI TS 103 097: "Intelligent Transport Systems (ITS); Security; Security header and certificate
formats'.

[171] ETSI TS 102 894-2: "Intelligent Transport Systems (ITS); Users and applications requirements;

Part 2: Applications and facilities layer common data dictionary".
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2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] ETSI EN 302 663: "Intelligent Transport Systems (ITS); Access layer specification for Intelligent
Transport Systems operating in the 5 GHz frequency band".

[1.2] ETSI TS 102 723-8: "Intelligent Transport Systems (ITS); OS| cross-layer topics; Part 8: Interface
between security entity and network and transport layer”.

[i.3] ETSI TS 102 940: "Intelligent Transport Systems (ITS); Security; I TS communications security
architecture and security management”.

[i.4] I SO/IEC 8802-2:1998: "Information technol ogy-Telecommunications and information exchange
between systems-Local and metropolitan area networks-Specific requirements - Part 2: Logical
link control".

[i.5] IETF RFC 2578: " Structure of Management Information Version 2 (SMIv2)".

[i.6] National Imagery and Mapping Agency (NIMA), US Department of Defense: "World Geodetic

System 1984 - Its Definition and Relation with Local Geodetic Systems', Third Edition -
Amendment 1, NIMA TR 8350.2.

[i.7] IETF RFC 2579: "Textual Conventions for SMIv2".

[i.8] |EEE 802.3:2008™: "|EEE Standard for Information Technology - Telecommunications and
information exchange between systems-L ocal and metropolitan area networks - Specific
requirements - Part 3: Carrier Sense Multiple Access with Collision Detection (CSMA/CD)
Access Method and Physical Layer Specifications'.

[1.9] ETSI TS 102 965: "Intelligent Transport Systems (ITS); Application Object Identifier (ITS-AID);
Registration”.
3 Definitions, symbols and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions givenin ETSI EN 302 665 [1], ETSI
EN 302 636-3[4], ETSI EN 302 636-6-1 [ 7] and the following apply:

destination: receiver that processes a packet and deliversit to upper protocol entities, but does not relay the packet to
other GeoAdhoc routers

forwarder: GeoAdhoc router that processes a packet and relaysit to other GeoAdhoc routers
GeoAdhoc router: ad hoc router that implements the GeoNetworking protocol

local position vector: position vector for the local GeoAdhoc router

neighbour: GeoAdhoc router in direct (single-hop) communication range

packet: GeoNetworking PDU

packet transport type: method of handling GeoNetworking packets

ETSI



11 ETSI EN 302 636-4-1 V1.3.1 (2017-08)

position accuracy indicator: binary that indicates whether a position is within a specific confidence interval

position vector: position information of a GeoAdhoc router represented by atuple of address, timestamp, geographical

position, speed, heading and corresponding accuracy information

receiver: GeoAdhoc router that processes a packet, delivers its data to upper protocol entities

sender: GeoAdhoc router that has sent the GeoNetworking packet

source: GeoAdhoc router that originates a GeoNetworking packet

traffic class: identifier assigned to a GeoNetworking packet that expresses its requirements on data transport

3.2

Symbols

For the purposes of the present document, the following symbols apply:

3.3

GEO_MAX Maximum size of the GeoNetworking packet header

H(GN_ADDR) Heading of the ITS-S GN_ADDR

LAT Latitude

LL_ADDR Link layer address that identifiesthe ITS-S at the link layer protocol entity inthe ITS
Access Layer

LL_ADDR_NH Link layer address of the next hop

LONG Longitude

LS PENDING Location Service pending flag

MTU_AL MTU of the ITS Access Layer

PAI(POS, GN_ADDR)
PDR(GN_ADDR)

Position accuracy indicator for geographical position POS of the ITS-SGN_ADDR
Packet data rate (exponential moving average)

POS(GN_ADDR) Geographical position of the ITS-SGN_ADDR

PV(GN_ADDR) Position vector of the ITS-SGN_ADDR

RANDIx,y] Function that returns a random (integer) number from a uniform distribution in the
given interval [X,y]

S(GN_ADDR) Speed of the ITS-SGN_ADDR

SN_MAX Largest possible value of the sequence number

SN(P) Value of the sequence number field carried in a GeoNetworking packet

T(LocTE) Lifetime of an entry in the location table

TO_CBF _MIN Timeout; minimum duration a packet is buffered in the CBF cache

TO_CBF MAX Timeout; maximum duration a packet is buffered in the CBF cache

TST(GN_ADDR)
TST(P)
TST(TAI)

Last timestamp received from a GeoAdhoc router
Value of the timestamp field carried in a GeoNetworking packet
Number of elapsed TAI milliseconds since 2004-01-01 00:00:00.000 UTC

Abbreviations

For the purposes of the present document, the abbreviations given in ETSI EN 302 665 [1], ETSI EN 302 636-3 [4],
ETSI EN 302 636-6-1 [7] and the following apply:

ASN Abstract Syntax Notation

BC BroadCast

BTP Basic Transport Protocol

CBF Contention-Based Forwarding
DAD Duplicate Address Detection
DE Destination

DPC Duplicate Packet Counter
DPL Duplicate Packet List

DPD Duplicate Packet Detection
EMA Exponential Moving Average
EPV Ego Position Vector

FCS Frame Check Sequence

FIFO First In First Out

GAC Geographically-Scoped Anycast
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GBC Geographically-Scoped Broadcast
GF Greedy Forwarding
GN GeoNetworking
GN_ADDR GeoNetworking ADDRess
GNG6ASL GeoNetworking to |Pv6 Adaptation Sub-Layer
GN6-SDU GN6 Service Data Unit
GN-PDU GeoNetworking Protocol Data Unit
GN-SDU GeoNetworking Service Data Unit
GUC Geographically-Scoped Unicast
HST Header Sub-Type
HT Header Type
LL Link Layer
LLC Logic Link Control
LocT Location Table
LocTE Location Table Entry
LPV Local Position Vector
LS Location Service
LT LifeTime
MAC Medium Access Control
MFR Most Forward within Radius
MHL Maximum Hop Limit
MHVB Multi-Hop Vehicular Broadcast
MIB Management Information Base
MID MAC ID
MTU Maximum Transmit Unit
NH Next Header
PAI Position Accuracy Indicator
PCI Protocol Control Information
PDR Packet Data Rate
PDU Protocol Data Unit
PL Payload Length
POS POSition
PV Position Vector
RHL Remaining Hop Limit
RTC Retransmit Counter
SCF Store Carry & Forward
Sbu Service Data Unit
SE SEnder
SHB Single Hop Broadcast
SN Sequence Number
SO SOurce
SPV Short Position Vector
ST Station Type
TAI Temps Atomique International (International Atomic Time)
TC Traffic Class
TCID Traffic Class |dentifier
TSB Topologically Scoped Broadcast
T-SDU Transport Service Data Unit
TST TimeSTamp
uc Uni Cast
uTC Universal Time Coordinated
WGS World Geodetic System
4 Services provided by the GeoNetworking protocol

The GeoNetworking protocol is anetwork protocol that residesin the I TS networking & transport layer. It shall meet
the requirements as specified in ETSI EN 302 665 [1]. It is executed in the ad hoc router (ETSI EN 302 636-3 [4]),
specifically in the GeoAdhoc router. It provides the transport of packetsin the ITS ad hoc network (ETSI

EN 302 636-3 [4]). It shall support the requirements specified in ETSI EN 302 636-1 [2] and the scenarios specified in
ETSI EN 302 636-2 [3].
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The GeoNetworking protocol provides services to upper protocol entities, i.e. the ITS Transport Protocol, such as the
Basic Transport Protocol (BTP) as specified in ETSI EN 302 636-5-1 [6], and the GeoNetworking to IPv6 Adaptation
Sub-Layer (GN6ASL) as specified in ETSI EN 302 636-6-1 [7]. The services are provided viathe GN_SAP using
service primitives of different types that carry parameters and the PDU of the upper protocol entity, i.e. T/GN6 PDU
(seefigure 1). A PDU of the transport protocolsis considered as SDU in the GeoNetworking protocol. The SDU is
complemented with Protocol Control Information (PCI) and transmitted as GN PDU to the peer entity.

In order to provide its packet transport services, the GeoNetworking protocol uses the services of the ITS Access Layer.

Other

Transport ITS Basic GeoNetworking
Protocols | Transport IPv6 Adaptation
Protocol Sub-Layer

ITS _
Networking & ITS Se_curlty
Transport GN_SAP Entity

Layer
A 4
GeoNetworking
Protocol 2
ITS I TIGNG l I T/GN6 l s
oN. Sec_ w
Network | |\t [ PCl S - o #
and Transport SAP SAP 5
Management GN PDU Pl TIGN6 g
SDU
Y
ffffffffffffffffffffffffffffffffffffffff [ |
ITS Access A
Technologies Link Layer
Layer Protocol

Figure 1. Service primitives, SDUs and PDUs relevant for the GeoNetworking protocol

Figure 1 illustrates the interfaces and SAPs of the I TS networking & transport layer as specified in ETS

EN 302 636-3 [4]. The present document specifies the internal GN_SAP between the GeoNetworking protocol and the
I TS transport protocol, such as the Basic Transport Protocol (BTP) as specified in ETSI EN 302 636-5-1 [6], the
GeoNetworking I1Pv6 Adaptation Sub-Layer (GN6ASL) as defined in ETSI EN 302 636-6-1 [ 7] and other transport
protocols, the GN_Mgmt_SAP between the GeoNetworking protocol and the ITS Networking & Transport Layer
Management, aswell asthe Sec_ GN_SAP between the GeoNetworking protocol and the ITS Security.

5 Format convention

The basic convention for the specification of packet formatsisillustrated in figure 2. The bits are grouped into octets.
The bits of an octet are always shown horizontally and are numbered from O to 7. Up to 4 octets are shown horizontally;
multiple sets of 4 octets are grouped vertically. Octets are numbered from 0 to N-1.

1 2 3
1 2 3 45 6 7 01 2 3 45 6 7 01 2 3 45 6 7 01 2 3 45 6 7

Octet 0 | Octet 1 | Octet 2 | Octet 3

Octet 4 to Octet 7

| Octet N-1

Figure 2: Format convention
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When (a part of) an Octet represents a numeric quantity the left most bit in the diagram is the most significant bit (Big
Endian). Similarly when a numeric value spans multiple octet fields the left most field is the most significant.

Octets are transmitted in ascending numerical order (left to right).
EXAMPLE: The decimal value 199 shall be represented as shown below.

0 1 2 3 4 5 6 7
[1 ]2 [o o fo J1 1 1]

6 GeoNetworking address

6.1 General

Every GeoAdhoc router shall have a unique GeoNetworking address. This address shall be used in the header of a
GeoNetworking packet and identify the communicating GeoNetworking entities. In order to ensure the uniqueness of
the GeoNetworking address, duplicate detection as specified in clause 10.2.1.5 is applied.

NOTE: Incasethe GN MID changes, the MAC address should also be changed. In one possible implementation
the MAC address is set from the GeoNetworking protocol entity.

6.2 GeoNetworking address format
The format of the GeoNetworking address shall be as described in figure 3.
0 1 2 3
012 3 456 7 01 2 3 456 7 012 3 45 6 7 01 2 3 45 67
M | ST | Reserved | MID
MID

Figure 3. GeoNetworking address format

ETSI



6.3

15

ETSI EN 302 636-4-1 V1.3.1 (2017-08)

Fields of the GeoNetworking address

The GeoNetworking address shall be comprised of the fields specified in table 1.

Table 1: Fields of the GeoNetworking address

Field #

Field name

Octet/bit position

First

Last

Type

Description

M

Octet 0
Bit 0

Octet O
Bit 0

1 bit unsigned integer

This bit allows distinguishing between
manually configured network address
(clause 10.2.1.3.3) (update) and the initial
GeoNetworking address (clause 10.2.1.3.2).
M is set to 1 if the address is manually
configured otherwise it equals 0.

ST

Octet 0
Bit 1

Octet O
Bit 5

5 bit unsigned integer

ITS-S type
To identify the ITS-S type:
0 - Unknown
1 - Pedestrian
2 - Cyclist
3 - Moped
4 - Motorcycle
5 - Passenger Car
6 - Bus
7 - Light Truck
8 - Heavy Truck
9 - Trailer
10 - Special Vehicle
11 - Tram
15 - Road Side Unit
(see note).

4

Reserved

Octet 0
Bit 6

Octet 1
Bit 7

10 bit unsigned integer

Reserved

5

MID

Octet 2

Octet 7

48 bit address

Represents the LL_ADDR.

NOTE:

The values of the ITS-S type are aligned with ETSI TS 102 894-2 [11].

Thefirst bit is reserved for the recognition of manual configured GeoNetworking addresses.

The MID field corresponds to the access layer address. In case of ITS-G5 MAC layer as specified in ETSI
EN 302 663 [i.1], the 48-bit MAC layer address shall be used.

In order to alow for the resolution of a GeoUnicast destination GN_ADDR from an IPv6 destination address using
virtual interfaces of type Ethernet VV2.0/IEEE 802.3 LAN [i.8], the GeoNetworking address space shall remain 48-bit
wide (size of the MID field in the GeoNetworking address). In particular, as described in ETSI EN 302 636-6-1 [7],
table 1, note 1, the GNBASL resolves an MID from a unicast destination |Pv6 address and passes it to GeoNetworking
viathe service primitive GN-DATA.request (clause J.2). Then, the GeoNetworking protocol is responsible for deriving a
full GN_ADDR from the MID. Thisfull GN_ADDR shall be derived from a LocTE (if it exists) or by executing the
Location Service with Request GN_ADDR field containing only the MID part and the other bits set to 0.

To be compliant with the IPv6 over GeoNetworking architecture, the GeoNetworking address space shall remain 48-hit
wide (size of the MID field in the GeoNetworking address) in order to provide avirtual interface of Ethernet typeto
IPv6 and to perform the forwarding via GeoNetworking in a transparent way (see ETS|I EN 302 636-6-1 [7]).

If the addressis updated for privacy reasons, i.e. by assignment of an aliasidentity, only the last field of the address
shall be updated and derived from the alias identity (pseudonym, see ETSI TS 102 731 [9]).

2

Security and privacy

In order to ensure confidentiality, integrity, availability, accountability and authenticity as specified in ETSI
TS 102 731[9] and ETSI TS 102 940 [i.3], GeoNetworking shall support the security mechanisms defined by the
security configurations as specified in ETS|I TS 103 097 [10], including:

cryptographic protection by digital signatures;

ETSI




16 ETSI EN 302 636-4-1 V1.3.1 (2017-08)

. encryption;
. consistency checks; and
. plausibility checks.

The GeoNetworking standard al so restricts the forwarding of packets by hop count, lifetime, geographical area size and
packet data rate. Furthermore, the GeoNetworking standard supports anonymous address configuration for the use of
pseudonyms.

For a particular ITS implementation, all GeoAdhoc routers should implement the same minimum security measures.
The application of cryptographic protection is controlled by the GN protocol constanti t sGhSecurity (see
annex G).

NOTE: Thisisto ensurethat thereis no mix of GeoAdhoc routersin an I TS implementation, for example one
GeoAdhoc router applies security, others do not.

8 Data structures

8.1 Location table

8.1.1 General

A GeoAdhoc router shall maintain alocal data structure, referred to aslocation table (LocT). This data structure holds
information about other ITS-Ssthat execute the GeoNetworking protocol. The data elements of alocation table entry
are specified in clause 8.1.2 and the maintenance of the location table in clause 8.1.3.
8.1.2 Minimum data elements of a Location Table Entry
A Location Table Entry (LocTE) shall contain at least the following data elements:
. GeoNetwork address of the ITS-S GN_ADDR.
. LL addressof theITS-SLL_ADDR.
e TypeofthelTS-S(eg. vehicleITS S, roadside ITS-S).
. Version of the GeoNetworking protocol used by the ITS-S.
. Position vector PV, i.e. Long Position Vector LPV (clause 9.5.2), of the ITS-S, comprised of:
- Geographical position POS(GN_ADDR);
- Speed SGN_ADDR);
- Heading H(GN_ADDR);
- Timestamp of the geographical position TST(POS, GN_ADDR);
- Position accuracy indicator PAI(POS, GN_ADDR).
. Flag LS PENDING(GN_ADDR): Flag indicating that a Location Service (LS) (clause 10.2.4) isin progress.

. Flag IS NEIGHBOUR(GN_ADDR): Flag indicating that the GeoAdhoc router isin direct communication
range, i.e. isaneighbour.

. DPL(GN_ADDR): Duplicate packet list for source GN_ADDR.

. Timestamp TST(GN_ADDR): The timestamp of the last packet from the source GN_ADDR that was identified
as 'not duplicated'.
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. Packet datarate PDR(GN_ADDR) as Exponential Moving Average (EMA) (clause B.2).

NOTE 1: The LocTE may contain more data elements defined in media-dependent functionalities of
GeoNetworking.

NOTE 2: The format of the datain the LocT isimplementation-specific and, therefore, not further specified.
NOTE 3: LS PENDING(GN_ADDR) equals TRUE indicates that for the GN_ADDR alocation service has been
invoked and isin process.
8.1.3 Maintenance of the Location Table

The entriesin the location table shall be soft-state, i.e. entries are added with alifetime T(LocTE) set to the value of the
GN protocol constant i t sGnLi f eti meLocTE and shall be removed when the lifetimes expires.

Theflag LS PENDING(GN_ADDR) shall be soft-state, i.e. it shall be unset when the flag is not renewed within the
lifetime3 x i t sGhiBeaconServi ceRetransm t Ti ner.

8.2 Ego Position Vector

8.2.1 General

A GeoAdhoc router shall maintain alocal data structure that holds position-related information for the local GeoAdhoc
router, i.e. the ego position vector EPV. The data elements of a EPV are specified in clause 8.2.2 and the maintenance
of the location table in clause 8.2.3.
8.2.2 Minimum data elements
The EPV shall contain at least the following data elements:

1) Geographical position POS EPV.

2) Speed S EPV.

3) HeadingH_EPV.

4)  Timestamp TST_EPV indicating when the geographical position POS_EPV was generated.

5)  Accuracy of the geographical position PAI_EPV.

8.2.3 Maintenance
At start-up, all data elements of the EPV shall be initialized with 0 to indicate an unknown value.

The EPV shall be updated with a frequency of the GN protocol constant i t sGhM nUpdat eFr equencyEPV or
higher.

In case of astationary ITS-S, the timestamp of the EPV shall be updated with a frequency of the GN protocol constant

i t sGiM nUpdat eFr equencyEPV or higher. The position field in the EPV shall be set to avalue indicating the
position of the stationary ITS-S. Speed and heading fields of the EPV shall be set to 0. Whilethe ITS-Sis stationary, the
value of the position field should not change.

8.3 Sequence number

8.3.1 General

Each GeoAdhoc router shall maintain alocal sequence number that determines the Sequence Number (SN) field of the
next GeoNetworking packet to be transmitted.
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8.3.2 Maintenance

The SN shall beinitialized to 0. For every GeoNetworking packet P, the sequence number SN(P) shall be incremented
asfollows:

SN(P) = (SN(P) +1)mod SN _ MAX

with SN(P) being the sequence number of the GeoNetworking packet and SN_MAX the largest possible sequence
number. The resulting sequence number shall be included in the GeoNetworking packet.

The SN isincremented for multi-hop GeoNetworking packets only. Single-hop GeoNetworking packets (BEACON,
SHB) do not carry a SN field.

8.4 Location service packet buffer

8.4.1 General

Upon invocation of the LS (clause 10.2.4), a GeoAdhoc router shall queue a GeoNetworking packet in a LS packet
buffer for the sought destination until the LS is completed. Subsequent GeoNetworking packets, which are processed
whilethe LSisin progress, shall also be buffered (see clause 10.2.4).

8.4.2 Buffer size

The LS packet buffer shall have a minimum size of the value stored in the GN protocol constant
i tsGnLocati onServi cePacket Buf fer Si ze.

8.4.3 Maintenance

The LS packet buffer shall work as follows:

1) GeoNetworking packets arriving at the LS packet buffer for a destination (GN_ADDR of acertain ITS-S) shall
be queued at the tail of the queue.

2)  When anew GeoNetworking packet arrives at the LS packet buffer and exceeds the buffer capacity (buffer
overflow), GeoNetworking packets from the head of the queue are removed and the new GeoNetworking
packet queued at the tail (head drop).

3) WhentheLSiscompleted, the LS packet buffer shall be flushed, i.e. all GeoNetworking packets stored in the
buffer shall be sent in a FIFO manner.

4)  When the queuing time of the GeoNetworking packet in the LS packet buffer exceeds the packet lifetime
carried in the GeoNetworking packet's LT field in the Basic Header, the GeoNetworking packet shall be
discarded.

5)  When a stored GeoNetworking packet is sent:
a) thelLT field shall be reduced by the queuing time in the LS packet buffer;
b) itisrecommended to update the SO PV.

NOTE 1: When security isenabled, i.e. the GN protocol constanti t sGhSecuri ty issetto ENABLED, and the
local GeoAdhoc router is the source of the GeoNetworking packet, the signature may need to be updated.
Signatures of forwarded packets are not updated.

6) Whenthe LS does not complete, all stored GeoNetworking packets shall be discarded triggered by the LS.

NOTE 2: The mechanism to detect that a LS does not complete isimplementation dependent.
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8.5 Forwarding packet buffer

851 General

A GeoAdhoc router shall use forwarding packet buffers to temporarily keep packets in a GeoAdhoc router during the
forwarding process.

A GeoAdhoc router shall maintain the following forwarding packet buffers:
1) UC forwarding packet buffer to buffer GUC packets per GN_ADDR.
2) BCforwarding packet buffer to buffer TSB, GBC and GAC packets.

The GeoAdhoc router shall maintain a CBF packet buffer if Contention-Based Forwarding (CBF) isenabled, i.e. if:
1) the GN protocol constant i t sGaiNonAr eaFor war di ngAl gori t hmisset to 2 (CBF);

2) the GN protocol constant i t sGnAr eaFor war di ngAl gori t hm issetto 2 (CBF) or 3(ADVANCED).

85.2 Buffer size

The UC forwarding packet buffer shall have a minimum size given by the value of the GN protocol constant
i t sGhUcFor war di ngPacket Buf f er Si ze.

The BC forwarding packet buffer shall have a minimum size given by the value of the GN protocol constant
i t sGhBcFor war di ngPacket Buf f er Si ze.

The CBF packet buffer shall have a minimum size given by the value of the GN protocol constant
i t sGhCbf Packet Buf f er Si ze.

8.5.3 Maintenance
The UC forwarding packet buffer and the BC forwarding packet buffer shall work as follows:
1) GeoNetworking packets arriving at the forwarding packet buffer shall be queued at the tail of the queue.

2)  When anew GeoNetworking packet arrives at the forwarding packet buffer and exceeds the buffer capacity,
GeoNetworking packets from the head of the queue are removed and the new GeoNetworking packet queued
at thetail (head drop).

3)  When the forwarding packet buffer is flushed, the GeoNetworking packets stored in the buffer shall be
forwarded in a FIFO manner.

4)  When the queuing time of the GeoNetworking packet in the forwarding packet buffer exceeds the packet
lifetime carried in the packet's LT field in the Basic Header, the GeoNetworking packet shall be discarded.

5)  When astored GeoNetworking packet is sent:
a) thelLT field shall be reduced by the queuing time in the forwarding packet buffer;
b) itisrecommended to update the SO PV.

NOTE 1: When security isenabled, i.e. the GN protocol constanti t sGhSecuri ty issetto ENABLED, and the
local GeoAdhoc router is the source of the GeoNetworking packet, the signature may need to be updated.
Signatures of forwarded packets are not updated.

The CBF packet buffer shall work asfollows:
1) Packetsarriving at the CBF packet buffer shall be queued at the tail of the queue.

2)  When anew GeoNetworking packet arrives at the CBF packet buffer and exceeds the buffer capacity,
GeoNetworking packets from the head of the queue are removed and the new GeoNetworking packet queued
at the tail (head drop).
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3) Every GeoNetworking packet in the buffer is associated with atimer. When the timer expires the
GeoNetworking packet is removed from the queue and sent.
4)  When a stored GeoNetworking packet is sent:
a) thelLT field shall be reduced by the queuing time in the CBF packet buffer;
b) the SO PV in the sent packet should be updated.

NOTE 2: When security isenabled, i.e. the GN protocol constanti t sGhSecuri ty issetto ENABLED, and the
local GeoAdhoc router is the source of the GeoNetworking packet, the signature may need to be updated.
Signatures of forwarded packets are not updated.

NOTE 3: The value of the timer is set by the CBF forwarding algorithm specified in clause E.3.

9 GeoNetworking packet structure and formats

9.1 Overview

This clause specifies the structure and the format of the GeoNetworking packet.

9.2 Packet structure

9.2.1 General

As specified in ETSI EN 302 636-3 [4], the GeoNetworking protocol shall either be used in the GeoNetworking
protocol stack (see ETSI EN 302 636-3 [4], clause 7.3.2) or in the protocol stack that combines the GeoNetworking
protocol and I1Pv6 (see ETSI EN 302 636-3 [4], clause 7.3.4).

9.2.2 Overall packet structure

A GeoNetworking packet is part of the overall frame/packet structure depicted in figure 4 (without security) and
figure 6 (with security), respectively:

1) TheMAC header isthe header of the MAC protocol of the ITS access technology. The MAC protocol may
add additional protocol elements, such as atrailer for the MAC FCSasin ITS-G5 (ETSI EN 302 663 [i.1]).

NOTE 1: The MAC header is not specified by the present document. However, the GeoNetworking protocol sets
the MAC address, or more generally the link layer address, in order to define and identify the next hop of
a GeoNetworking packet.

2) ThelLLC header isthe header of 802.2 LLC/SNAP specified in | SO/IEC 8802-2 [i.4] with the Ethernet Type
field 0x8947 indicating GeoNetworking as the LL C transport protocol.

3) The GeoNetworking header is the header of the GeoNetworking packet as defined in the present document and
extended for media-dependent GeoNetworking functionality, such as for ITS-G5 specified in ETS
TS 102 636-4-2 [55].

4)  Theoptional payload represents the user data that are created by upper protocol entities, i.e. the T-SDU or
GN6-SDU. It is passed to the GeoNetworking protocol for transmission.

NOTE 2: The general packet structure is shown as seen by the MAC protocol of the ITS Access Layer.

NOTE 3: Some GeoNetworking packets do not carry a payload, such as Beacon.

MAC GeoNetworking Payload
Header LLC Header Header (optional)

Figure 4. GeoNetworking packet structure (without security)
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9.2.3 Maximum Transmit Unit

The Maximum Transmit Unit (MTU), which the GeoNetworking protocol supportsviathe GN_SAP, i.e. the MTU_GN
depends on the MTU of the access layer technology (MTU_AL) over which the GeoNetworking packet is transported.
In particular, MTU_GN shall be less or equal to MTU_AL reduced by the size of the largest GeoNetworking protocol
header (GEO_MAX) including Basic Header, Common Header and Extended Header and security overhead:

MTU _GN<MTU _AL-GEO_ MAX

GEO_MAX isset by the GN protocol constanti t sGhMaxGeoNet wor ki ngHeader Si ze.

9.3 GeoNetworking header structure

The GeoNetworking header shall be comprised of a Basic Header, Common Header and an optional Extended Header
(figure 5).

. Extended
Basic Common
Header Header Hegder
(optional)

Figure 5: GeoNetworking header structure

Basic Header, Common Header and Extended Header are specified in clause 9.6, clause 9.7 and clause 9.8.

NOTE: The composition of the Basic Header and Common Header equals for all packet transport types and
differsfor the Extended Header.

9.4 GeoNetworking Secured Packet

The overall packet structure may be protected by security services as specified in ETS|I TS 102 723-8[i.2] and ETSI
TS 103 097 [10], i.e. by digital signatures and certificates and by encryption.

With enabled security (GN protocol constanti t sGnSecurity issetto ENABLED), the overall packet structureis
depicted in figure 6.

Security operations are executed by the security entity viathe SAP Sec GN_SAP (figure 1) and as specified in
clause 10.3 and annex L.

MAC GeoNetworking GeoNetworking Secured Packet
Header LLC Header Basic with GeoNetworking Common Header, Optional
Header Extended Header and Optional Payload
Figure 6: GeoNetworking packet structure (with security)
9.5 Position vectors

95.1 Overview

For simplicity, a set of position-related fields of the GeoNetworking header are subsumed to a position vector (PV).
Two types of PV are defined:

1) Long position vector as specified in clause 9.5.2.

2)  Short position vector as specified in clause 9.5.3.
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9.5.2 Long Position Vector
9.5.2.1 Structure
The Long Position Vector (LPV) shall consist of the fields specified in figure 7.
0 1 2 3
0 1 2 3 45 6 7 01 2 3 45 6 7 012 3 456 7 012 3 456 7
GN_ADDR
TST
Lat
Long
PAIl | S | H
Figure 7: Long Position Vector
9.5.2.2 Fields
The Long Position Vector (LPV) shall consist of the fields as specified in table 2.
Table 2: Fields of Long Position Vector
Field | Field name Octet/bit position Type Unit Description
# First Last
1 GN_ADDR Octet 0 Octet 7 64 bit n/a Network address for the GeoAdhoc router
address entity in the ITS-S
2 TST Octet 8 | Octet 11 32 bit [ms] Expresses the time in milliseconds at which
unsigned the latitude and longitude of the ITS-S were
integer acquired by the GeoAdhoc router. The time is
encoded as:
TST =TST(TA ) mod 2%
where TST(TAI) is the number of elapsed TAI
milliseconds since 2004-01-01 00:00:00.000
UTC
3 Lat Octet 12 | Octet 15 |32 bit signed | [1/10 micro- [WGS 84 [i.6] latitude and longitude of the
integer degree] GeoAdhoc router reference position expressed
4 Long Octet 16 | Octet 19 |32 bit signed |[1/10 micro- |in 1/10 micro degree
integer degree]
5 PAI Octet 20 | Octet 20 1 bit n/a Position accuracy indicator of the GeoAdhoc
Bit 0 Bit O unsigned router reference position
integer Set to 1 if the semiMajorConfidence of the
PosConfidenceEllipse as specified in
ETSI TS 102 894-2 [11] is smaller than the GN
protocol constanti t sGnPai | nterval /2
Set to 0 otherwise
6 S Octet 20 | Octet 21 |15 bit signed | [1/100 m/s] |Speed of the GeoAdhoc router expressed in
Bit 1 integer signed units of 0,01 metre per second
7 H Octet 22 | Octet 23 16 bit [1/10 Heading of the GeoAdhoc router, expressed in
unsigned degrees] |unsigned units of 0,1 degree from North
integer
9.5.3 Short Position Vector
9.53.1 Structure

The Short Position Vector (SPV) shall consist of the fields specified in figure 8.
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0 1 2

0 1 2 3 45 6 7 01 2 3 45 6 7 01 2 3 45 6 7 01 2 3 45 6 7

3

GN_ADDR

TST

Lat

Long

Figure 8: Short Position Vector

9.5.3.2 Fields
The Short Position Vector (SPV) shall consist of the fields as specified in table 3.

Table 3: Fields of Short Position Vector

Field | Field name | Octet/bit position Type Unit Description

# First Last

1 GN_ADDR | Octet0 Octet 7 | 64 bit address n/a GN_ADDR field as specified in table 2

2 TST Octet 8 | Octet 11 (32 bit unsigned [ms] Timestamp TST field as specified in table 2
integer

3 Lat Octet 12 | Octet 15 | 32 hit signed |[1/10 micro- |Latitude (Lat) field as specified in table 2
integer degree]

4 Long Octet 16 | Octet 19 | 32 hit signed |[1/10 micro- |Longitude (Long) field as specified in table 2
integer degree]

NOTE: Thetimestamp TST field indicates the time when the position (LAT, LONG) of the SPV was acquired.

9.6 Basic Header

9.6.1 Composition of the Basic Header

The Basic Header shall be present in every GeoNetworking packet and consists of the fields as depicted in figure 9.

0 1 2

0 1. 2 3 45 6 7 01 2 3 45 6 7 01 2 3 45 6 7 01 2 3 45 6 7

3

|

Version | NH | Reserved | LT

RHL

|

Figure 9: Basic Header format
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9.6.2 Fields of the Basic Header
The Basic Header shall carry the fields as specified in table 4.

Table 4: Fields of the Basic Header

Field |Field name Octet/bit position Type Unit Description
# First Last
1 Version Octet 0 Octet 0 4 bit unsigned n/a Identifies the version of the GeoNetworking
Bit 0 Bit 3 integer protocol
2 NH Octet O Octet O 4 bit unsigned n/a Identifies the type of header immediately
Bit 4 Bit 7 integer following the GeoNetworking Basic Header as
specified in table 5
3 Reserved Octet 1 Octet 1 8-bit unsigned n/a Reserved
integer Setto 0
8 LT Octet 2 Octet 2 8 bit unsigned n/a Lifetime field. Indicates the maximum tolerable
integer time a packet may be buffered until it reaches

its destination

Bit 0 to Bit 5: LT sub-field Multiplier
Bit 6 to Bit 7: LT sub-field Base
Encoded as specified in clause 9.6.4

9 RHL Octet 3 Octet 3 8 bit unsigned | [hops] |Decremented by 1 by each GeoAdhoc router
integer that forwards the packet

The packet shall not be forwarded if RHL is
decremented to zero

9.6.3 Encoding of the NH field in the Basic Header

For the Next Header (NH) field in the Basic Header the values as specified in table 5 shall be used.

Table 5: Next Header (NH) field in the GeoNetworking Basic Header

Next Header (NH) Encoding Description
ANY 0 Unspecified
Common Header 1 GeoNetworking Common Header as specified in clause 9.7
Secured Packet 2 GeoNetworking Secured Packet as specified in ETSI TS 103 097 [10]
NOTE: The Common Header also carries a NH field.

9.6.4 Encoding of the LT field

The Lifetime (LT) field shall indicate the maximum tolerable time a packet may be buffered until it reachesits
destination.

NOTE 1: This parameter isrelevant for safety and traffic efficiency information that do not have strict real-time
requirements. In sparse network scenarios, this lifetime may also be used to avoid re-transmission and
forwarding of outdated information.

NOTE 2: When a GeoNetworking packet is buffered, the value of the Lifetime (LT) field is reduced by the queuing
time in the packet buffer.

The following method for encoding of the LT field uses a non-linear encoding, which provides a high resolution for low
numbers and progressively lower resolution for higher numbers.

The LT field shall be comprised of two sub-fields: a LTy¢ipiier SUb-field (Multiplier) and a L Tg,q sub-field (Base)
(figure 10) and shall be encoded as follows:

Lifetimg oses= L TwuiptieX Taase

The LT g, sub-field represents atwo bit unsigned selector that chooses one out of four predefined values as specified
intable 6.
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Table 6: Encoding of LT sub-field LT Base

Value LTy ase
0 50 ms
1 1s
2 10s
3 100s

The LTyytipiier 1526 bit unsigned integer, which represents a multiplier range from 0 to 26-1=63.

The default value of the LT field is set to the GN protocol constant i t sGnDef aul t Packet Li f eti me. Thevalue
shall be smaller than the GN protocol constant i t sGhVaxPacket Li f et i ne.

0 1 2 3 4 5 6 7
Multiplier [0 to 63] Base:50ms, 1s,10s,
100 s

Figure 10: Composition of the LT field

9.7 Common Header

9.7.1 Composition of the Common Header

The Common Header shall be present in every GeoNetworking packet and consists of the fields as depicted in
figure 11.

0 1 2 3
0 1 2 3 456 7 012 3 456 7 012 3 456 7 012 3 4567
NH | Reserved | HT | HST TC Flags
PL MHL Reserved

Figure 11: Common Header format

9.7.2 Fields of the Common Header

The Common Header shall carry the fields as specified in table 7.

Table 7: Fields of the Common Header

Field |Field name Octet/bit position Type Unit Description
# First Last
1 NH Octet O Octet O 4 bit unsigned n/a Identifies the type of header immediately
Bit 0 Bit 3 integer following the GeoNetworking headers as
specified in table 8
2 Reserved Octet 0 Octet 0 4 bit unsigned n/a Reserved
Bit 4 Bit 7 integer Setto 0
3 HT Octet 1 Octet 1 4 bit unsigned n/a Identifies the type of the GeoNetworking
Bit O Bit 3 integer header as specified in table 9
4 HST Octet 1 Octet 1 4 bit unsigned n/a Identifies the sub-type of the GeoNetworking
Bit 4 Bit 7 integer header as specified in table 9
5 TC Octet 2 Octet 2 8 bit unsigned n/a Traffic class that represents Facility-layer
integer requirements on packet transport. Encoding is
specified in clause 9.7.5
6 Flags Octet 3 Octet 3 Bit field n/a Bit O: Indicates whether the ITS-S is mobile or
stationary (GN protocol constant
itsGnl shbbil e)
Bit 1 to Bit 7: Reserve, setto 0
7 PL Octet 4 Octet 5 16 bit unsigned | [octets] |Length of the GeoNetworking payload, i.e. the
integer rest of the packet following the whole
GeoNetworking header in octets, for example
BTP + CAM
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Field |Field name Octet/bit position Type Unit Description
# First Last
8 MHL Octet 6 Octet 6 8 bitunsigned | [hops] |Maximum hop limit
integer (see note)
9 Reserved Octet 7 Octet 7 8 bit unsigned n/a Reserved
integer Setto 0
NOTE:  The Maximum hop limit is not decremented by a GeoAdhoc router that forwards the packet.
9.7.3 Encoding of the NH field in the Common Header

For the Next Header (NH) field in the Common Header the values as specified in table 8 shall be used.

Table 8: Next Header (NH) field in the GeoNetworking Common Header

Next Header (NH) Encoding Description

ANY 0 Unspecified

BTP-A 1 Transport protocol (BTP-A for interactive packet
transport) as defined in ETSI EN 302 636-5-1 [6]

BTP-B 2 Transport protocol (BTP-B for non-interactive packet
transport) as defined in ETSI EN 302 636-5-1 [6]

IPv6 3 IPv6 header as defined in ETSI EN 302 636-6-1 [7]
NOTE: TheBasic Header also carriesa NH field.
9.7.4 Encoding of the HT and HST fields

For the Header Type (HT) and the Header Sub-Type (HST) fields in the Common Header the values as specified in

table 9 shall be used.

Table 9: GeoNetworking Header Types and Header Sub-Types

Header Type (HT) Header Sub-type (HST) Encoding Description

ANY 0 Unspecified
UNSPECIFIED 0 Unspecified

BEACON 1 Beacon
UNSPECIFIED 0 Unspecified

GEOUNICAST 2 GeoUnicast
UNSPECIFIED 0 Unspecified

GEOANYCAST 3 Geographically-Scoped Anycast (GAC)
GEOANYCAST_CIRCLE 0 Circular area
GEOANYCAST_RECT 1 Rectangular area
GEOANYCAST _ELIP 2 Ellipsoidal area

GEOBROADCAST 4 Geographically-Scoped broadcast (GBC)
GEOBROADCAST CIRCLE 0 Circular area
GEOBROADCAST_RECT 1 Rectangular area
GEOBROADCAST_ELIP 2 Ellipsoidal area

TSB 5 Topologically-scoped broadcast (TSB)
SINGLE_HOP 0 Single-hop broadcast (SHB)
MULTI_HOP 1 Multi-hop TSB

LS 6 Location service (LS)
LS REQUEST 0 Location service request
LS_REPLY 1 Location service reply
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The TC field shall consist of the fields as depicted in figure 12.
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0 1 2 3 4 5 6 7
Channe
SCF | TCID
Offload

Figure 12: Traffic Class (TC) field composition

Table 10: TC field in the GeoNetworking Common Header

Field | Field name Octet/bit position Type Unit Description

# First Last

1 SCF Bit O Bit O Bit n/a |Indicates whether the packet shall be buffered when
no suitable neighbour exists
(store-carry-forward, SCF)
Length: 1 bit

2 Channel Bit 1 Bit 1 Bit n/a |Indicates whether the packet may be offloaded to

Offload another channel than specified in the TC ID

Length: 1 bit

3 TCID Bit 2 Bit 7 6-bit unsigned | n/a |TC ID as specified in the media-dependent part of

integer GeoNetworking, e.g. in ETSI TS 102 636-4-2 [5] for

ITS-G5
Length: 6 bits

The default value for the TC field is set by the GN protocol constant i t sGnDef aul t Traf fi cC ass.

9.8

9.8.1

GeoNetworking packet header types

Overview

The following GeoNetworking packet header types are defined:

9.8.2

9.8.2.1

1)
2)
3)
4)
5)
6)

GUC packet header (clause 9.8.2).

TSB packet header (clause 9.8.3).

SHB packet header (clause 9.8.4).

GBC and GAC packet headers (clause 9.8.5).

BEACON packet header (clause 9.8.6).

LS Request and LS Reply packet headers (clause 9.8.7 and clause 9.8.8).

GUC packet header

Composition of the GUC packet header

The GUC header shall be comprised of the Basic Header, the Common Header and the Extended Header as shown in
figure 13.

NOTE:

ETSI
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0 1 2 3
0 1 2 3 456 7 01 2 3 456 7 01 2 3 45 6 7 01 2 3 45 6 7

Basic Header

Common Header

SN | Reserved

SO PV

DE PV

Figure 13: Packet header format: GUC

9.8.2.2 Fields of the GUC packet header
The GUC packet header shall consist of the fields as specified in table 11.

Table 11: Fields of the GUC packet header

Field Field name Octet/bit position Type Unit Description
# First Last
1 Basic Header Octet 0 Octet 3 Basic Header n/a Basic Header as specified in clause 9.6
Length: 4 octets

2 Common Octet4 | Octet 11 Common n/a Common Header as specified in clause 9.7
Header Header Length: 8 octets

3 SN Octet 12 | Octet 13 | 16-bit unsigned n/a Sequence number field. Indicates the index

integer of the sent GUC packet (clause 8.3) and

used to detect duplicate GeoNetworking
packets (annex A)

4 Reserved Octet 14 | Octet 15 | 16-bit unsigned n/a Reserved
integer Setto 0
5 SO PV Octet 16 | Octet 39 | Long position n/a Long Position Vector containing the
vector reference position of the source as
specified in clause 9.5.2 (Long Position
Vector)
Length: 24 octets
6 DE PV Octet 40 | Octet 59 | Short position n/a Short Position Vector containing the
vector position of the destination. It shall consist of

the fields as specified in clause 9.5.3 (SPV)
Length: 20 octets

9.8.3 TSB packet header

9.8.3.1 Composition of the TSB packet header

The TSB header shall be comprised of the Basic Header, the Common Header and the Extended Header as shown in
figure 14.

NOTE: The Extended Header comprises all fields except the Basic Header and the Common Header.

0 1 2 3
0 1 2 3 456 7 01 2 3 456 7 01 2 3 45 6 7 01 2 3 45 6 7

Basic Header

Common Header

SN | Reserved

SO PV

Figure 14: Packet header format: TSB
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9.8.3.2 Fields of the TSB packet header
The TSB packet header shall consist of the fields as specified in table 12.

Table 12: Fields of the TSB packet header

Field Field name Octet/bit position Type Unit Description
# First Last
1 Basic Header Octet 0 Octet 3 Basic Header n/a Basic Header as specified in clause 9.6
Length: 4 octets
2 Common Octet4 | Octet 11 Common n/a Common Header as specified in clause 9.7
Header Header Length: 8 octets
3 SN Octet 12 | Octet 13 | 16-bit unsigned n/a Sequence number field. Indicates the index of
integer the sent TSB packet (clause 8.3) and used to
detect duplicate GeoNetworking packets
(annex A)
4 Reserved Octet 14 | Octet 15 | 16-bit unsigned n/a Reserved
integer Setto 0
5 SO PV Octet 16 | Octet 39 | Long Position n/a Long Position Vector containing the reference
Vector position of the source as specified in
clause 9.5.2 (Long Position Vector)
Length: 24 octets

9.8.4  SHB packet header

9.84.1 Composition of the SHB packet header

The SHB header shall consist of the Basic Header, the Common Header and the Extended Header as shown in
figure 15.

NOTE: The Extended Header comprises all fields except the Basic Header and the Common Header .

0 1 2 3
0 1. 2 3 45 6 7 01 2 3 45 6 7 01 2 3 45 6 7 01 2 3 45 6 7

Basic Header

Common Header

SO PV

Reserved

Figure 15: Packet header format: SHB
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9.8.4.2 Fields of the SHB packet header
The SHB packet header shall consist of the fields as specified in table 13.

Table 13: Fields of the SHB packet header

Field | Field name Octet/bit position Type Unit Description

# First Last

1 Basic Header | Octet0 | Octet 3 Basic n/a Basic Header as specified in clause 9.6
Header Length: 4 octets

2 Common Octet4 | Octet 11 | Common n/a Common Header as specified in clause 9.7

Header Header Length: 8 octets

3 SO PV Octet 12 | Octet 35 Long n/a Long Position Vector containing the reference
Position position of the source. It shall carry the fields as
Vector specified in clause 9.5.2 (Long Position Vector)

Length: 24 octets
4 Media- Octet 36 | Octet 39 32-bit n/a Used for media-dependent operations
dependent unsigned If not used, it shall be setto 0
data integer (see note)

NOTE:  With ITS-G5 as specified in ETSI TS 102 636-4-2 [5], the field is used to transmit DCC-related information.

9.8.5 GBC/GAC packet header

9.85.1 Composition of the GBC/GAC packet header

The GBC and GAC packets shall have the same header structure. They are distinguished by the HT field in the Common
Header.

The header shall be comprised of the Basic Header, the Common Header and the Extended Header as shown in
figure 16.

NOTE: The Extended Header comprises all fields except the Basic Header and the Common Header .

0 1 2 3
0 1. 2 3 45 6 7 01 2 3 45 6 7 01 2 3 45 6 7 01 2 3 45 6 7

Basic Header

Common Header

SN | Reserved

SO PV

GeoAreaPos Latitude

GeoAreaPos Longitude

Distance a Distance b

Angle Reserved

Figure 16: Packet header format: GBC/GAC

ETSI




31 ETSI EN 302 636-4-1 V1.3.1 (2017-08)

9.8.5.2 Fields of the GBC/GAC packet header
The GBC/GAC packet header shall consist of the fields as specified in table 14.

Table 14: Fields of the GBC/GAC packet header

Field Field name Octet/bit position Type Unit Description
# First Last
1 Basic Header Octet 0 Octet 3 Basic Header n/a Basic Header as specified in clause 9.6
Length: 4 octets

2 Common Octet 4 Octet 11 Common n/a Common Header as specified in clause 9.7
Header Header Length: 8 octets

3 SN Octet 12 | Octet 13 | 16-bit unsigned n/a Sequence number field. Indicates the index

integer of the sent GBC/GAC packet (clause 8.3)

and used to detect duplicate GeoNetworking
packets (annex A)

4 Reserved Octet 14 | Octet 15 | 16-bit unsigned n/a Reserved
integer Setto 0
5 SO PV Octet 16 | Octet 39 Long position n/a Long Position Vector containing the
vector reference position of the source as specified

in clause 9.5.2 (Long Position Vector)
Length: 24 octets

6 GeoAreaPos | Octet 40 | Octet 43 32-bit signed [1/10 micro- |WGS 84 [i.6] latitude for the centre position
Latitude integer degree] of the geometric shape as defined in
ETSI EN 302 931 [8] in 1/10 micro degree

7 GeoAreaPos | Octet44 | Octet 47 32-bit signed | [1/10 micro- |WGS 84 [i.6] longitude for the centre

Longitude integer degree] position of the geometric shape as defined
in ETSI EN 302 931 [8] in 1/10 micro degree
8 Distance a Octet 48 | Octet 49 | 16-bit unsigned [m] Distance a of the geometric shape as
integer defined in ETSI EN 302 931 [8] in metres
9 Distance b Octet 50 | Octet 51 | 16-bit unsigned [m] Distance b of the geometric shape as
integer defined in ETSI EN 302 931 [8] in metres
10 Angle Octet 52 | Octet 53 | 16-bit unsigned [°] Angle of the geometric shape as defined in
integer ETSI EN 302 931 [8] in degrees from North
11 Reserved Octet 54 | Octet 55 | 16-bit unsigned n/a Reserved
integer Setto 0

In case of acircular area (GeoNetworking packet sub-type HST = 0), the fields shall be set to the following values:
1) Digstanceaissettotheradiusr.
2) DistancebissettoO.

3) AngleissettoO.

9.8.6 BEACON packet header

9.8.6.1 Composition of the BEACON packet header

A BEACON packet shall consist of the Basic Header, the Common Header, and the Extended Header as shown in
figure 17.

NOTE: The Extended Header comprises all fields except the Basic Header and the Common Header .

0 1 2 3
0 1. 2 3 45 6 7 01 2 3 45 6 7 01 2 3 45 6 7 01 2 3 45 6 7

Basic Header

Common Header

SO PV

Figure 17: Packet header format: BEACON
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9.8.6.2 Fields of the BEACON packet header

The BEACON shall consist of the fields of the Basic Header, the Common Header and the Extended Header as
specified in table 15.

Table 15: Fields of the BEACON packet header

Field | Field name | Octet/bit position Type Unit Description
# First Last
1 Basic Header | Octet 0 | Octet 3 Basic n/a Basic Header as specified in clause 9.6
Header Length: 4 octets
2 Common Octet4 | Octet 11 | Common n/a Common header as specified in clause 9.7
Header Header Length: 8 octets
3 SO PV Octet 12 | Octet 35 Long n/a Long Position Vector containing the
Position reference position of the source. It shall
Vector carry the fields as specified in clause 9.5.2
(Long Position Vector)
Length: 24 octets

9.8.7 LS Request packet header

9.9.7.1 Composition of the LS Request packet header

The LS Reguest packet header shall be comprised of the Common Header and the Extended Header as shownin
figure 18.

NOTE: The Extended Header comprises all fields except the Basic Header and the Common Header .

0 1 2 3
0 1. 2 3 45 6 7 01 2 3 45 6 7 01 2 3 45 6 7 01 2 3 45 6 7

Basic Header

Common Header

SN | Reserved

SO PV

Request GN_ADDR

Figure 18: Packet header format: LS Request
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9.8.7.2 Fields of the LS Request packet header
The LS Request packet header shall carry the fields as specified in table 16.

Table 16: Fields of the LS Request packet header

Field | Field name Octet/bit position Type Unit Description
# First Last
1 Basic Header | Octet O Octet 3 Basic Header n/a |Basic Header as specified in clause 9.6
Length: 4 octets

2 Common Octet4 | Octet 11 | Common Header n/a |Common Header as specified in clause 9.7
Header Length: 8 octets

3 SN Octet 12 | Octet 13 16-bit unsigned n/a |Sequence number field. Indicates the index of

integer the sent LS Request packet (clause 8.3) and

used to detect duplicate GeoNetworking
packets (annex A)

4 Reserved Octet 14 | Octet 15 16-bit unsigned n/a |Reserved
integer Setto 0

5 SO PV Octet 16 | Octet 39 Long position n/a |Long Position Vector containing the position of
vector the source as specified in clause 9.5.2 (Long

Position Vector)
Length: 24 octets

6 Request Octet 40 | Octet 47 64-bit address n/a |The GN_ADDR address for the GeoAdhoc
GN_ADDR router entity for which the location is being
requested

9.8.8 LS Reply packet header

9.8.8.1 Composition of the LS Reply packet header

The LS Reply packet header shall be comprised of the Basic Header, the Common Header and the Extended Header as
shown in figure 19.

NOTE: The Extended Header comprises all fields except the Basic Header and the Common Header.

0 1 2 3
0 1 2 3 456 7 01 2 3 456 7 01 2 3 45 6 7 01 2 3 45 6 7

Basic Header

Common Header

SN | Reserved

SO PV

DE PV

Figure 19: Packet header format: LS Reply
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9.8.8.2 Fields of the LS Reply packet header
The LS Reply packet header shall carry the fields as specified in table 17.

Table 17: Fields of the LS Reply packet header

Field Field name Octet/bit position Type Unit Description
# First Last
1 Basic Header | Octet 0 Octet 3 Basic Header n/a |Basic Header as specified in clause 9.6
Length: 4 octets

2 Common Octet4 | Octet 11 Common n/a |Common Header as specified in clause 9.7
Header Header Length: 8 octets

3 SN Octet 12 | Octet 13 | 16-bit unsigned n/a |Sequence number field. Indicates the index of

integer the sent LS Reply packet (clause 8.3) and

used to detect duplicate GeoNetworking
packets (annex A)

4 Reserved Octet 14 | Octet 15 | 16-bit unsigned n/a |Reserved
integer Setto 0

5 SO PV Octet 16 | Octet 39 Long position n/a |Long Position Vector containing the reference
vector position of the source, which represents the

Request GN_ADDR in the corresponding

LS Request, as specified in clause 9.5.2 (Long
Position Vector)

Length: 24 octets

6 DE PV Octet 40 | Octet 59 | Short position n/a |Short Position Vector containing the reference
vector position of the destination. It shall carry the
fields as specified in clause 9.5.3 (Short
Position Vector)

Length: 20 octets

10 Protocol operation

10.1 General

This clause specifies the media-independent operations of the GeoNetworking protocol.
The operations include:
1) Network management:
- Address configuration (clause 10.2.1);
- Local position vector and time update (clause 10.2.2);
- Beaconing (clause 10.2.3);
- Location service (clause 10.2.4).
2)  Packet handling:
- GUC (clause 10.3.8);
- TSB (clause 10.3.9);
- SHB (clause 10.3.10);
- GBC(clause 10.3.11);
- GAC(clause 10.3.12).
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10.2  Network management

10.2.1 Address configuration

10.2.1.1 General

At start-up, a GeoAdhoc router shall have a self-assigned initial GeoNetworking address with the format specified in
clause 6. GeoNetworking defines three methods for the configuration of the local GN_ADDR:

1) Auto-address configuration (clause 10.2.1.2).
2) Managed address configuration (clause 10.2.1.3).
3)  Anonymous address configuration (clause 10.2.1.4).
The method is defined in the GN protocol constant i t sGnLocal Addr Conf Met hod.

In the auto-address configuration, the GeoNetworking address cannot be changed. In the managed address
configuration, the initial GeoNetworking address (clause 10.2.1.3.2) of the GeoAdhoc router can be updated
(clause 10.2.1.3.3). In the anonymous address configuration, the address is configured by the security entity.

Operations for duplicate address detection (DAD) are specified in clause 10.2.1.5. DAD is applied for auto-address
configuration (clause 10.2.1.2) and managed address configuration (clause 10.2.1.3).
10.2.1.2 Auto-address configuration

The auto-address configuration method shall be used if the GN protocol constant i t sGhLocal Addr Conf Met hod is
set to AUTO (0).

At start-up, the GeoAdhoc router shall assign the MID field of the local GN_ADDR from the GN protocol constant
i t sGnLocal GhAddr .

NOTE: The setting of the GN protocol constant i t sGnLocal GhAddr  isimplementation dependent. One
example implementation is the usage of randomly-generated addresses.

Thelocal GN_ADDR shall not be changed unless the GN protocol constant i t sGhLocal Addr Conf Met hod is set
to MANAGED (1) or ANONYMOUS (2) or when DAD isinvoked.

10.2.1.3 Managed address configuration

10.2.1.3.1 General Requirements

The managed address configuration method shall be used if the GN protocol constant
i t sGhLocal Addr Conf Met hod isset to MANAGED (1).

With managed address configuration, the ITS Networking & Transport Layer Management entity is responsible for
providing the MID field of the GeoAdhoc router address GN_ADDR.

10.2.1.3.2 Initial address configuration

At startup, the GeoAdhoc router shall request an MID field for the GN_ADDR from the I TS Networking & Transport
Layer Management entity (see clause K.2, service primitive GN-MGMT.request). The I TS Networking & Transport
Layer Management entity is responsible for generating the appropriate GeoNetworking address (see clause K.3 using
the service primitive GN-MGMT.response).

10.2.1.3.3 Address update

The update of the MID field of the local GN_ADDR may be triggered by the GeoAdhoc router or the ITS Networking &
Transport Layer Management entity.
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If the update is triggered by the GeoAdhoc router, the GeoAdhoc router shall use the service primitive
GN-MGMT.request (clause K.2). The ITSNetworking & Transport Layer Management entity is responsible for
generating the appropriate GeoNetworking address using the service primitive GN-MGMT.response (clause K.3).

If the update istriggered by the I TS Networking & Transport Layer Management entity, the ITS Networking &
Transport Layer Management entity sends an unsolicited GN-MGMT.response to the GeoAdhoc router. Upon reception
of the GN-MGMT.response, the GeoAdhoc router shall update itslocal GN_ADDR.

NOTE 1: For privacy reasons, the GN_ADDR may be derived from the current authorization ticket (ETSI
TS 102 731 [99]). The frequency of update and the algorithm of generating pseudonyms are beyond the
scope of the present document.

NOTE 2: From communication point of view, afrequent update of the GN_ADDR may impair the performance of
the GeoNetworking protocol.
10.2.1.4 Anonymous address configuration

The anonymous address configuration method shall be used if the GN protocol constant

i t sGhLocal Addr Conf Met hod isset to ANONYMOUS (2). This method allows for configuration of anonymous
addresses controlled by the security entity. The services are provided viathe Sec_ GN_SAP interface and may be
realized as SN-SAP (ETSI TS 102 723-8 [i.2]).

In this method, the GeoNetworking protocol subscribes to the ID-CHANGE-SUBSCRIBE service at the security entity
(annex L and ETSI TS 102 723-8[i.2]). In one possible implementation, it may register a callback function, which is
executed when the pseudonym is changed.

At startup, the GeoAdhoc router shall execute the following operations:

1) subscribe to the IDCHANGE-SUBSCRIBE service provided by the security entity and send a service primitive
SN-IDCHANGE-SUBSCRIBE.request as specified in annex L and ETSI TS 102 723-8[i.2];

2)  process the service primitive SN-IDCHANGE-SUBSCRIBE.confirm that returns the subscription handle as
specified inannex L and ETSI TS 102 723-8 [i.2];

3)  process the service primitive SN-IDCHANGE-EVENT.indication that provides the parameter id as specified in
annex L and ETSI TS 102 723-8 [i.2]. The GeoAdhoc router shall set itslocal GN_ADDR to the parameter id;

4)  generate the service primitive SN-IDCHANGE-EVENT.response as specified in annex L and ETSI
TS 102 723-8[i.2] to acknowledge the given command.

When the GeoAdhocRouter is shutdown or restarted, it should execute the following operations:

1)  unsubscribe from the IDCHANGE-SUBSCRIBE service provided by the security entity and send a service
primitive SN-IDCHANGE-UNSUBSCRIBE.request as specified in annex L and ETSI TS 102 723-8 [i.2];

2)  process the service primitive SN-IDCHANGE-UNSUBSCRI BE.confirm as specified in annex L and ETS)
TS102 723-8i.2].

NOTE: Other services offered by the SN SAP, such asthe SN-ID-LOCK, SN-ID-UNLOCK,
SN-LOG-SECURITY-EVENT are not used in the present document.
10.2.1.5 Duplicate address detection

In order to achieve uniqueness of the GeoNetworking address configuration with the auto-address configuration
method, i.e. if the GN protocol constanti t sGnLocal Addr Conf Met hod isset to AUTO (0), a GeoAdhoc router
shall execute the following operations for DAD:

1)  Upon reception of a GeoNetworking packet, the GeoAdhoc router compares:
a) itslocal GN_ADDR and the GN_ADDR of the SO carried in the GeoNetworking packet header; and

b) itslocal link layer address (i.e. the MID field of the GN_ADDR, clause 6, corresponding to the 48-hit
MAC address), with the sender link layer address of the frame.
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2) If aconflict is detected, the GeoNetworking protocol shall request anew MID field for the GeoNetworking
address from the I TS Networking & Transport Layer Management entity using a service primitive
GN-MGMT.request (clause K.2) indicating Duplicate address as the Request cause.

NOTE: Incasethe GN MID changes, the MAC address should a so be changed. In one possible implementation
the MAC addressis set from the GeoNetworking protocol entity.

10.2.2 Ego position vector and time update

10.2.2.1 Overview

Ego position vector and time are set by the ITS Networking & Transport Layer Management entity viathe GN_MGT
interface (clause K.3).

10.2.2.2 Ego Position Vector update

For position update, the ITS Networking & Transport Layer Management entity shall send an unsolicited
GN-MGMT.response with the Ego position vector parameter (clause K.3) to the GeoAdhoc router. Upon reception of
the GN-MGMT.response with the Ego position vector parameter, the GeoAdhoc router shall update its EPV

(clause 8.2).

As specified in clause 8.2.3, the EPV shall be updated with a minimum frequency of the GN protocol constant
i t sGhM nUpdat eFr equencyEPV.
10.2.2.3 Time update

For time update, the ITS Networking & Transport Layer Management entity shall send an unsolicited
GN-MGMT.response with the Time parameter (clause K.3) to the GeoAdhoc router. Upon reception of the
GN-MGMT.response with the Time parameter, the GeoAdhoc router should set itslocal system time at areasonable
timeinterval.

It should be noted that time management shall support TAI.

NOTE: Details of the system time management and usage are implementation specific.

10.2.3 Beaconing
Beaconing is used to periodically advertise a GeoAdhoc router's position vector to its neighbours.

A BEACON packet shall be sent periodically unless the GeoAdhoc router sends another GeoNetworking packet that
carries the GeoAdhoc router's EPV. At startup a GeoAdhoc router shall sent an initial beacon to announce its presence
to other GeoAdhoc routers.

NOTE: Inone possible implementation atimer schedules the transmission of BEACON packets and is reset upon
transmission of a GeoNetworking packet that carriesaLPV, i.e. a SHB packet.

10.2.4 Location service

Thelocation service is used if a GeoAdhoc router needs to determine the position of another GeoAdhoc router. Thisis
the case if a GeoAdhoc router isin the process to send a T/GN6-SDU as a GUC packet to another GeoAdhoc router,
i.e. from the source to the destination, and does not have the position information for the destination in its LocT.

The execution of alocation serviceis fully transparent to protocol entities of higher layers and resides on top of the
forwarding function.

The location service is based on the exchange of control packets between GeoAdhoc routers (figure 20). The querying
GeoAdhoc router (source) issues a LS Request packet with the GN_ADDR of the sought GeoAdhoc router
(destination). The LS Request packet is forwarded by intermediate GeoAdhoc routers (forwarders) until it reaches the
destination. The destination replies with a LS Reply packet.
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Figure 20: Message sequence chart for the location service
(example scenario with two forwarders)

10.3  Packet handling

10.3.1 Overview

This clause defines the behaviour of the protocol in the source, forwarder and destination. Packet handling includes the
procedures to determine the destination (GeoAdhoc router, geographical area) of the T/GN6-SDU, execute security
functions, execute functions that are specific to the packet type, and pass the GN-PDU to the LL protocol entity viathe
IN interface.

The following packet handling types are defined:
1) Beacon packet handling (clause 10.3.6);
2) LS packet handling (clause 10.3.7);
3) GUC packet handling (clause 10.3.8);
4)  TSB packet handling (clause 10.3.9);
5)  SHB packet handling (clause 10.3.10);
6) GBC packet handling (clause 10.3.11); and
7)  GAC packet handling (clause 10.3.12).

The packet handling is further specified in the following clauses.
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For al GeoNetworking packets, the fields of the Basic Header shall be set as specified in table 18.

Table 18: Field settings for the Basic Header

Field name

Field setting

Description

Version

GN protocol constant
i t sGnPr ot ocol Versi on

Version of the GeoNetworking protocol

NH

1 (Common Header) if GN-DATA.request
parameter Security profile indicates that the packet
is unsecured.

2 (Secured Packet) if GN-DATA.request parameter
Security profile indicates that the packet is secured.

For Header type HT = 1 (BEACON) set the value of
the NH field to 1 (Common Header) if GN protocol
constanti t sGnSecuri ty is DISABLED or to 2
(Secured Header) if it is ENABLED.

Next header (table 5 in clause 9.6.3)

Reserved

Setto 0

Reserved
Setto 0

LT

Source:

e  Value of optional Maximum packet lifetime
parameter from service primitive
GN-DATA.request, or

e  GN protocol constant
i t sGhDef aul t Packet Li fetinme
if the Maximum packet lifetime parameter is
not set, or
if Header type HT = 1 (BEACON)

Forwarder:

When the GeoNetworking packet is stored in a
packet buffer, the value of the received LT field
shall be reduced by the queuing time in the packet
buffer

Lifetime of the packet

RHL

Shall always be smaller than or equal to the
maximum hop limit (MHL) in the Common Header
(clause 10.3.4)

Source:

o 1
if parameter Packet transport type in the
service primitive GN-DATA.request is SHB, or
if Header type HT = 1 (BEACON)

e Value of optional Maximum hop limit parameter
from service primitive GN-DATA.request

e Otherwise GN protocol constant
i t sGhDef aul t HopLi mi t if
GN-DATA.request parameter Packet transport
type is GUC, GBC, GBC or TSB

Forwarder:
Decrement RHL by one

Remaining hop limit

10.3.3 Basic Header processing

When a GeoAdhoc router (forwarder, receiver and destination) processes a Basic Header, the GeoAdhoc router shall
execute the following operations upon reception of a GeoNetworking packet:

1) check the Version field of the Basic Header:

a) if thevalue of the Version field equals the GN protocol constant i t sGnPr ot ocol Ver si on, continue the
execution of further steps;
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NOTE 1. For other values of the Version field, the implementation may select the appropriate protocol decoder.

2) check the NH field of the Basic Header (table 5):

a) if NH =0 (ANY) or NH = 1 (Common Header), proceed processing the Common Header as specified in
clause 10.3.5;

b) if NH =2 (Secured Packet):

i)  executethe SN-DECAP service as specified inannex L, ETSI TS 102 723-8 [i.2]) and the
parameter setting in table 19;

Table 19: Parameter settings in the service primitive SN-DECAP.request

Parameter name Parameter setting
sec_packet _length Length of the Secured Packet [octets]
sec_packet The Secured Packet to be verified

ii)  processthe service primitive SN-DECAP.confirm;

iii)  if the parameter report of the service primitive SN-ENCAP.confirm indicates that the packet was
correctly verified and decrypted (parameter report = SUCCESS):

1) processthe parameters plaintext_packet, certificate id, its_aid _length, its_aid, permissions
length and permissions carried in the SN-DECAP.confirm parameter (annex L and ETSI
TS 102 723-8[i.2]) and proceed processing the Common Header as specified in
clause 10.3.5;

NOTE 2: In animplementation the Secured Packet should be kept, in order to forward the signed/encrypted packet
without additional security processing.

iv) otherwise (parameter report |= SUCCESS):

1) if the GN protocol constanti t sGhSnDecapResul t Handl i ng isset to STRICT (0) discard
the packet and omit the execution of further steps;

2) if the GN protocol constant i t sGhSnDecapResul t Handl i ng isset to NON-STRICT (1)

pass the payload of the GN-PDU to the upper protocol entity by means of a service primitive
GN-DATA.indication.

NOTE 3: The purpose for passing the GN-PDU to the upper protocol entity with incorrect result of verification and

decryption may improve security assessment of messages at the ITS Fecilities layer. Details are
implementation specific.
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For al GeoNetworking packets, the fields of the Common Header shall be set as specified in table 20.

Table 20: Field settings for the Common Header

Field name

Field setting

Description

NH

0 (ANY) if Header type HT = 1 (BEACON)

1 (BTP-A) if GN-DATA.request parameter
Upper protocol entity is BTP-A

2 (BTP-B) if GN-DATA.request parameter
Upper protocol entity is BTP-B

3 (IPv6) if GN-DATA.request parameter Upper
protocol entity is IPv6

Next header (table 8 in clause 9.7.3)

Reserved

Setto 0

Reserved

HT

1 (BEACON) if the GeoNetworking packet is a
Beacon

2 (GEOUNICAST) if GN-DATA.request
parameter Packet transport type is GeoUnicast
3 (GEOANYCAST) if GN-DATA.request
parameter Packet transport type is GeoAnycast
4 (GEOBROADCAST) if GN-DATA.request
parameter Packet transport type is GBC

5 (TSB) if GN-DATA.request parameter Packet
transport type is TSB

5 (TSB) if GN-DATA.request parameter Packet
transport type is SHB

6 (LS) if the GeoNetworking packet is a

LS Request or a LS Reply packet

Header type (table 9 in clause 9.7.4)

HST

As specified in table 9 in clause 9.7.4

Header sub-type

TC

Traffic class defined in service primitive
GN-DATA.request parameter Traffic class
or GN protocol constant

itsGnDefaul t Traffi cC ass

if the service primitive GN-DATA.request
parameter Traffic class is not available.

Traffic class encoding specified in clause 9.7.5

Flags

Bit 0: GN protocol constanti t sGnl sMbobi | e
Bit 1 to 7: Reserved; set to 0

Bit O: Indicates whether the ITS-S is mobile or
stationary

PL

e 0 for Beacon, LS Request and LS
Reply packets

e Size of T/GN6-SDU defined in service
primitive GN-DATA.request otherwise

Payload length in octets

MHL

e Source:

e 1if GN-DATA.request parameter
Packet transport type is SHB or
GeoNetworking packet is Beacon

e Value of optional Maxi mum hop
I'i mt parameter from service
primitive GN-DATA.request

e  GN protocol constant
i t sGnDef aul t HopLi mi t if
GN-DATA.request parameter Packet
transport type is GUC, GAC, GBC or
TSB

e  GN protocol constant
i t sGnDef aul t HopLi m t forLS
Request and LS Reply packets

Maximum hop limit

Reserved

Setto 0

Reserved

NOTE:

TSB and SHB carry the same value in the HT field (equals 5), but have a different value in the HST field,

i.e. HST = 0 for SHB and HST = 1 for TSB (table 9 in clause 9.7.4).
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10.3.5 Common Header processing

When a GeoAdhoc router (forwarder, receiver, destination) processes a Common Header, the GeoAdhoc router shall
execute the following operations upon reception of a GeoNetworking packet:

1) check the MHL field of the Common Header:

a) compare MHL with the value of the RHL field of the Basic Header; if MHL < RHL discard the packet
and omit the execution of further steps;

2)  processthe BC forwarding packet buffer:

a) if the BC forwarding packet buffer (clause 8.5) is not empty, forward the stored packets and remove them
from the BC forwarding packet buffer;

NOTE 1: The forwarding agorithm having caused the buffering needs to be re-executed.
3) check the HT field of the Common Header:
a) if HT =0 (ANY) discard the packet and omit the execution of further steps;
b) if HT =1 (BEACON) execute the steps specified in clause 10.3.6;
c¢) if HT =2 (GEOUNICAST) execute the steps specified in clause 10.3.8.3 and clause 10.3.8.4;
d) if HT =3 (GEOANY CAST) execute the steps specified in clause 10.3.12.3;
e) if HT =4 (GEOBROADCAST) execute the steps specified in clause 10.3.11.3;

f) if HT =5 (TSB) execute the steps specified in clause 10.3.9.3 (HST = MULTI_HOP) and
clause 10.3.10.3 (HST = SINGLE_HOP);

g) if HT =6 (LS) execute the steps specified in clause 10.3.7.2 and clause 10.3.7.3.
NOTE 2: In 3a) to 3g) only the steps after "Common Header processing” need to be executed in the corresponding
clauses defining the packet handling procedures.

10.3.6 Beacon packet handling

10.3.6.1 General

Beaconing is used to periodically advertise a GeoAdhoc router's position vector to its neighbours.

A BEACON packet shall be sent periodically unless the GeoAdhoc router sends another GeoNetworking packet that
carries the GeoAdhoc router's EPV.

NOTE: Inone possible implementation atimer isreset upon transmission of a SHB packet.

10.3.6.2 Source operations
At start-up, a GeoAdhoc router shall execute the following operations:
1) create a GN-PDU with a Beacon packet header (clause 9.8.6):
a) setthefields of the Basic Header (clause 10.3.2);
b) setthefields of the Common Header (clause 10.3.4);

c) setthefieldsof the Beacon Extended Header (table 21).

Table 21: Field settings for the Beacon Extended Header

Field name Field setting Description
SO PV Actual values of the EPV as specified in PV of the ego GeoAdhoc router (source of the
clause 8.2 GeoNetworking packet)
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if the GN protocol constanti t sGhSecuri ty issetto ENABLED:

a)  send aservice primitive SN-ENCAP.request as specified in annex L, ETSI TS 102 723-8 [i.2] and the
parameter setting in table 22;

Table 22: Parameter settings in the service primitive SN-ENCAP.request for a BEACON packet

3)

4)

5)

Parameter name Parameter setting

tbe_packet_length Length of the Beacon

tbe_packet Common header + Beacon Extended header to be signed

sec_profile If the GN protocol constant i t SGhSecuri ty is set to ENABLED, the value of
the parameter sec_profile is set to a default security profile. The specification of
the default security profile is out of scope of the present document.

its_aid _length 2 (see note)

its_aid 141 = Ox8d (see note)

permissions_length 0

permissions Void

context_information 0

target_id_list_length 0

target_id_list Void

NOTE: See ETSI TS 102 965 [i.9].

b)  processthe service primitive SN-ENCAP.confirm and append the Secured Packet carried by the
sec_packet parameter of the service primitive SN-ENCAP.confirmto the Basic Header;

execute media-dependent procedures; if the GN protocol constanti t sGnl f Type isset to:
a)  UNSPECIFIED then omit this operation;
b) ITSG5 then execute the operations as specified in ETSI TS 102 636-4-2 [55];

pass the GN-PDU to the LL protocol entity viathe IN interface and set the destination address to the Broadcast
address of the LL entity;

initialize the timer for the periodic transmission of beacons Ty, With atimeout set to

(it sGhBeaconServi ceRetransni t Ti mer + RAND[O,i t sGhBeaconSer vi ceMaxJitter]),
whereasi t sGhBeaconSer vi ceRet ransni t Ti ner andi t sGhBeaconSer vi ceMaxJitter
represent GN protocol constant values.

NOTE 1: The RAND function introduces a random component for the timer to avoid synchronization issues among

GeoAdhoc routers.

If the timer Tggyon EXpPITes, the source shall execute the following operations:

1)

2)

3)

create a GN-PDU with a BEACON packet header (clause 9.8.6):

a) setthefields of the Basic Header to the values specified in clause 10.3.2;

b) setthefields of the Common Header to the values specified in clause 10.3.4;
c) setthefieldsof the Beacon Extended Header as specified in table 21;

if the GN protocol constant i t sGnSecuri ty issetto ENABLED:

a)  send aservice primitive SN-ENCAP.request as specified in annex L, ETSI TS 102 723-8 [i.2] and the
parameter setting in table 22;

b)  processthe service primitive SN-ENCAP.confirm and append the Secured Packet carried by the
sec_packet parameter of the service primitive SN-ENCAP.confirm to the Basic Header;

execute media-dependent procedures; if the GN protocol constanti t sGnl f Type isset to:
a)  UNSPECIFIED then omit this operation;
b) issettolTS-G5 then execute the operations as specified in ETSI TS 102 636-4-2 [55];
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4) passthe GN-PDU to the LL protocol entity viathe IN interface and set the destination address to the Broadcast
address of the LL entity;

5) setthetimer Tgg,, to atimeout value (i t sGhBeaconSer vi ceRetransm t Ti mer +
RANDI[O,i t sGhBeaconSer vi ceMaxJi tter]).

NOTE 2: The GeoAdhoc router resets the timer Tg .o, fOr every sent GeoNetworking packet that carriesa LPV.

10.3.6.3 Receiver operations
Receiver operations of Beacon packets are identical to the handling procedures of the SHB packet (clause 10.3.10.3)
except step 8 (pass the payload of the GN-PDU to the upper protocol entity).

10.3.7 Location service packet handling
10.3.7.1 Source operations

10.3.7.1.1 Overview
Three cases are distinguished for the source operations:
1) source operation for initial LS Request (clause 10.3.7.1.2);
2) source operation for LS Request re-transmission (clause 10.3.7.1.3);

3)  source operation for LS Reply (clause 10.3.7.1.4).

10.3.7.1.2 Operation for initial LS Request

When a source has a T/GN6-SDU to send and has no position vector information for the destination address, the source
shall invoke the location service and shall execute the following operations:

1) check whether aLS for the sought GN_ADDRIisin progress, i.e. theflag LS pending is set TRUE:

a) if LS pending is TRUE for the sought GN_ADDR, the packet shall be buffered in the LS packet buffer
(clause 8.4) and the execution of the next steps shall be omitted;

2) create a GN-PDU with the T/GN6-SDU as payload and a TSB packet header (clause 9.8.3):
a) setthefields of the Basic Header to the values specified in clause 10.3.2;
b) setthefields of the Common Header to the values specified in clause 10.3.4;

c¢) setthefieldsof the LS Request Extended Header to the values specified in table 23;

Table 23: Field settings for the LS Request Extended Header

Field name Field setting Description

SN Actual value of the local sequence number Sequence number of the packet
as specified in clause 8.3

SO PV Actual values of the EPV as specified in Position vector containing the reference position of
clause 8.2 the ego GeoAdhoc router (source of the

GeoNetworking packet)

Request GN_ADDR |GN_ADDR from GN-DATA.request GeoNetworking address of the sought GeoAdhoc

parameter Destination (clause J.2) router

3) if the GN protocol constanti t sGhSecuri ty issetto ENABLED:

8  send aservice primitive SN-ENCAP.request as specified in annex L, ETSI TS 102 723-8i.2] and the
parameter setting in table 24,
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Table 24: Parameter settings in the service primitive SN-ENCAP.request for a LS Request packet

Parameter name Parameter setting
tbe_packet_length Length of the LS Request
tbe_packet Common header + LS Request Extended header to be signed
sec_profile If the GN protocol constant i t SGhSecuri ty is setto ENABLED, the value of

the parameter sec_profile is set to a default security profile. The specification of
the default security profile is out of scope of the present document

its_aid _length 2 (see note)

its_aid 141 = 0x8d (see note)
permissions_length 0

permissions void
context_information 0
target_id_list_length 0

target_id_list void

NOTE: See ETSI TS 102 965 [i.9].

b) processthe service primitive SN-ENCAP.confirm and append the Secured Packet carried by the
sec_packet parameter of the service primitive SN-ENCAP.confirm to the Basic Header;

3) execute media-dependent procedures; if the Communication profile parameter of the service primitive
GN-DATA.request is set to:
a)  UNSPECIFIED then omit this operation;
b) issettolTS-G5 then execute the operations as specified in ETSI TS 102 636-4-2 [5];

4) sartatimer T\ g gy appr With atimeout set to the value of the GN protocol constant
i tsGnLocationServi ceRetransnmitTi mer;

5) initidizethe LSretransmit counter for the GeoAdhoc router GN_ADDR RTC, 5 g apprt0 O;

6) addaLocTE for the sought GN_ADDRin the LocT and set the flag LS pending to TRUE;

7) passthe GN-PDU to the LL protocol entity viathe IN interface and set the destination address to the Broadcast
address of the LL entity.

10.3.7.1.3 Operation for LS Request re-transmission

If thetimer T, 5 oy appr for the GN_ADDR expires, the source shall execute the following operation:

1)

check the retransmit counter RTC, g gy aDDR!

a) if theretransmit counter is less than the maximum number of LS retransmissions set by the GN protocol
constant i t sGnLocat i onSer vi ceMaxRet r ans,
i.e. RTC 5 gy appr <1t sGnLocati onSer vi ceMaxRet r ans, the GeoAdhoc router shall:

i) reissuealS Request packet with the format as specified in clause 9.8.7 asa TSB packet and the
field setting for the LS Request Extended Header as specified in clause 10.3.7.1.2, table 23;

i) restart thetimer T, g gy appr With atimeout set to the value of the GN protocol constant
i tsGiLocationServi ceRetransm t Ti ner; and

iii)  increment the retransmit counter RTC, 5 gn aADDR'

b) if theretransmit counter is greater than or equals the maximum number of LS retransmissions set by the
GN protocol constanti t sGnLocat i onSer vi ceMaxRet r ans,
i.e. RTC g gy appr= 1 t sGiLocat i onSer vi ceMaxRet r ans, the GeoAdhoc router shall:

i)  remove the pending packets for the sought GN_ADDR from the LS packet buffer (clause 8.4);
ii) removethe LocTE for the sought GN_ADDR.
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10.3.7.1.4 Operation for LS Reply

If the source receives a LS Reply packet for the sought GN_ADDR, the source shall execute the following operations:
1) Basic Header processing (clause 10.3.3);
2)  Common Header processing (clause 10.3.5);

3) execute DPD as specified in clause A.2; if the LS Reply packet is a duplicate, discard the packet and omit the
execution of further steps;

4)  update PV(SO) inthe LocT with the SO PV of the LS Reply Extended Header (clause C.2);
5)  update PDR(SO) inthe LocT (clause B.2);
6) flush the LS packet buffer (clause 8.4) for the sought GN_ADDR and forward the stored packets;
7)  flush packet buffers (SO LS packet buffer, SO UC forwarding packet buffer):
a) if SOLS pendingis TRUE:
i)  forward the packetsin the SO LS packet buffer and remove them from the buffer (clause 8.4);
ii) set SOLS pending to false;

b) if the UC forwarding packet buffer (clause 8.5) for SO is not empty, forward the stored packets and
remove them from the UC forwarding packet buffer;

8) settheflagLS pending for the sought GN_ADDR to false;

9) stopthetimer T\ g gN ADDR

10) reset the re-transmit counter RTC, 5 gy ApDR-

10.3.7.2 Forwarder operations

If a GeoAdhoc router receives aL S Request packet and the Request GN_ADDR field in the LS Request header does not
match its GN_ADDR, the GeoAdhoc router shall handle the packet according to the packet handling procedure for TSB
(clause 10.3.9.3), except step 7 for passing the payload of the GN-PDU to the upper protocol entity.

If a GeoAdhoc router receives aLS Reply packet and the GN_ADDR in the DE PV of the LS Reply packet does not
match its GN_ADDR, the GeoAdhaoc router shall handle the packet according to the packet handling operations
(forwarder) for GUC (clause 10.3.8.3).

NOTE: TheBasic Header and Common Header processing are part of the GeoUnicast and TSB packet handling
procedure, respectively.
10.3.7.3 Destination operations

On reception of aLS Request packet, the GeoAdhoc router shall check the Request GN_ADDR field. If thisMID field
matches the MID field of its GN_ADDR, the GeoAdhoc router shall execute the following operations:

1) Basic Header processing (clause 10.3.3);
2)  Common Header processing (clause 10.3.5);

3) execute DPD as specified in clause A.2; if the LS Request packet is a duplicate, discard the packet and omit
the execution of further steps;

4) execute DAD as specified in clause 10.2.1.5;

5) if the LocTE(SO) does not exist:
a) create PV(SO) inthe LocT with the SO PV fields of the LS Request Extended Header (clause C.2);
b) setthelS NEIGHBOUR flag of the SO LocTE to FALSE;
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¢) set PDR(SO) inthe SO LocTE (clause B.2);

6) if the LocTE(SO) exists:
a) update PV(SO) inthe LocT with the SO PV fields of the LS Request Extended Header (clause C.2);
b) update PDR(SO) in the SO LocTE (clause B.2);

NOTE: ThelS NEIGHBOUR flag of the SO LocTE remains unchanged.

7)  if thereturn value of the forwarding algorithm is O (packet is buffered in the UC forwarding packet buffer) or
-1 (packet is discarded), omit the execution of further steps;

8) create a GN-PDU with a GUC packet header (clause 9.8.2):
a) setthefields of the Basic Header (clause 10.3.2);
b) set thefields of the Common Header (clause 10.3.4);
c¢) setthefieldsof the GUC Extended Header (table 27);

Table 25: Field settings for the GUC Extended Header

Field name Field setting Description
SN Actual value of the local sequence number Sequence number of the packet
(clause 8.3)
SO PV Actual values of the EPV (clause 8.2) Position vector containing the reference position of

the ego GeoAdhoc router (source of the
GeoNetworking packet)

DE PV Actual values of the LocTE for the destination |Position vector containing the reference position of
the destination

9) execute the forwarding agorithm (annex E):

a) if the GN protocol constant i t sSGhNonAr eaFor war di ngAl gor i t hmis set to 0 (UNSPECIFIED),
execute the GF algorithm as specified in clause E.2;

b) if the GN protocol constant i t sGhNonAr eaFor war di ngAl gori t hmissetto 1 (GREEDY),
execute the GF algorithm as specified in clause E.2;

c) if the GN protocol constant i t sGhNonAr eaFor war di ngAl gori t hmissetto 2 (CBF), settheLL
address to the Broadcast L L address;

10) if the optional Security profile parameter in the service primitive GN-DATA.request is set:

a) send aservice primitive SN-ENCAP.request as specified in annex L, ETSI TS 102 723-8 [i.2] and the
parameter setting in table 26;
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Parameter name Parameter setting

tbe_packet_length Length of the GUC header + BTP header + payload

tbe_packet Common header + GUC header + BTP header + payload to be signed

sec_profile The value of the parameter Security profile in the service primitive

GN-DATA.request (ETSI TS 102 723-8 [i.2]) (see note 1)

its_aid _length 2 (see note 2)

its_aid 141 = 0x8d (see note 2)

permissions_length 0

permissions void

context_information 0

target_id_list_length void

target_id_list 0

NOTE 1: If the parameter Security profile in the service primitive GN-DATA.request is not set and the
GN protocol constanti t sGnSecuri ty is set to ENABLED, a default security profile is used.
The specification of the default security profile is out of scope of the present document.

NOTE 2: See ETSI TS 102 965 [i.9].

b) processthe service primitive SN-ENCAP.confirm and append the Secured Packet carried by the
sec_packet parameter of the service primitive SN-ENCAP.confirm to the Basic Header;

11) execute media-dependent procedures; if the Communication profile parameter of the service primitive
GN-DATA.request is set to:

a)  UNSPECIFIED then omit this operation;
b) ITSG5 then execute the operations as specified in ETSI TS 102 636-4-2 [5];

12) passthe GN-PDU to the LL protocol entity viathe IN interface and set the destination addressto the LL
address of the next hop LL_ADDR_NH.

10.3.8 GUC packet handling

10.3.8.1 General

This clause specifies the operations of a GeoAdhoc router to handle a GUC packet. The following clauses define the
operations of the source, forwarder and destination.

GeoUnicast forwarding applies the algorithm selected by the setting of the value in the GN protocol constant
i t sGiNonAr eaFor war di ngAl gor i t hmand specified in annex E.

10.3.8.2 Source operations

On reception of a service primitive GN-DATA.request with a Packet transport type parameter set to GeoUnicast, the
source shall execute the following operations:

1) create a GN-PDU with the T/GN6-SDU as payload and a GUC packet header (clause 9.8.2):
a) setthefields of the Basic Header (clause 10.3.2);
b) setthefields of the Common Header (clause 10.3.4);

c) setthefields of the GUC Extended Header (table 27);
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Table 27: Field settings for the GUC Extended Header

Field name Field setting Description
SN Actual value of the local sequence number Sequence number of the packet
(clause 8.3)

SO PV Actual values of the EPV (clause 8.2) Position vector containing the reference position of
the ego GeoAdhoc router (source of the
GeoNetworking packet)

DE PV Actual values of the LocTE for the destination |Position vector containing the reference position of
the destination or empty in case the destination
position is not yet available

2)  check whether the entry of the position vector for DE initsLocT isvalid:

a) If novalid position vector information is available, the source shall invoke the location service as
specified in clause 10.3.7.1.2 and omit the execution of further steps. Otherwise, the source shall proceed

with step 2;

3) if no neighbour exists, i.e. the LocT does not contain aLocTE with the IS NEIGHBOUR flag set to TRUE,
and SCF for the traffic classin the service primitive GN-DATA.request parameter Traffic classis enabled, then
buffer the GUC packet in the UC forwarding packet buffer and omit the execution of further steps;

4)  execute the forwarding algorithm (see annex E):

a) if the GN protocol constanti t sGhNonAr eaFor war di ngAl gori t hmisset to 0 (UNSPECIFIED),
execute the GF algorithm as specified in clause E.2;

b) if the GN protocol constant i t sGhNonAr eaFor war di ngAl gori t hmisset to 1 (GREEDY),
execute the GF algorithm as specified in clause E.2;

c) if the GN protocol constant i t sGhNonAr eaFor war di ngAl gori t hmisset to 2 (CBF), set the
LL_ADDR_NH addressto the Broadcast LL address;

5) if thereturn value of the forwarding algorithm is O (packet is buffered in the UC forwarding packet buffer) or
-1 (packet is discarded), omit the execution of further steps;

6) if theoptional Security profile parameter in the service primitive GN-DATA.request is set:

a)  send aservice primitive SN-ENCAP.request as specified in annex L, ETSI TS 102 723-8 [i.2] and the
parameter setting in table 28;

Table 28: Parameter settings in the service primitive SN-ENCAP.request for the GUC packet

Parameter name

Parameter setting

tbe_packet_length

Length of the GUC header + BTP header + payload

tbe_packet Common header + GUC header + BTP header + payload to be signed
sec_profile Value of the corresponding parameter in the service primitive GN-
its_aid_length DATA.request (clause J.2) (optional)

its_aid

permissions_length

permissions

context_information

target_id_list_length

target_id_list

NOTE: If the security-related parameters in the service primitive GN-DATA.request are not set and the
GN protocol constant i t sGhSecuri ty is setto ENABLED, a default security profile is used.
The specification of the default security profile is out of scope of the present document.

b)  processthe service primitive SN-ENCAP.confirm and append the Secured Packet carried by the
sec_packet parameter of the service primitive SN-ENCAP.confirmto the Basic Header;

7) if the optional Repetition interval parameter in the GN-DATA.request parameter is set:

a) savethe GUC packet;
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b) retransmit the packet with a period as specified in Repetition interval until the maximum repetition time
of the packet is expired;

NOTE 1: The maximum repetition time of the packet is specified in the Maximum repetition time parameter of the
service primitive GN-DATA.reguest.

NOTE 2: For every retransmission, the source operations need to be re-executed.
NOTE 3: The functionality of packet repetition is optional.

8) execute media-dependent procedures; if the Communication profile parameter of the service primitive
GN-DATA.request is set to:

@ UNSPECIFIED then omit this operation;
b) ITSG5 then execute the operations as specified in ETSI TS 102 636-4-2 [5];

9) passthe GN-PDU to the LL protocol entity viathe IN interface and set the destination addressto the LL
address of the next hop LL_ADDR_NH.

10.3.8.3 Forwarder operations

On reception of a GUC packet, the GeoAdhoc router shall check the GN_ADDR field in the DE PV of the GUC packet
header. If this address does not match its GN_ADDR, the GeoAdhoc router shall execute the following operations:

1) Basic Header processing (clause 10.3.3);
2)  Common Header processing (clause 10.3.5);

3) if the GN protocol constant i t sGnNonAr eaFor war di ngAl gori t hmisset to 0 (UNSPECIFIED) or to 1
(GREEDY), execute DPD as specified in clause A.2; if the GUC packet is a duplicate, discard the packet and
omit the execution of further steps;

NOTE 1. For CBF (i t sGaiNonAr eaFor war di ngAl gor i t hmisset to 2), the algorithm relies on the
processing of duplicate packets and their handling is part of the forwarding algorithm.

4) execute DAD as specified in clause 10.2.1.5;

5) if the LocTE(SO) does not exist:
a) create PV(S0) in the LocT with the SO PV fields of the GUC Extended Header (clause C.2);
b) setthelS NEIGHBOUR flag of the SO LocTE to FALSE;
¢) update PDR(SO) inthe LocT (clause B.2);

6) if the LocTE(SO) exists:
a) update PV(SO) in the LocT with the SO PV fields of the GUC Extended Header (clause C.2);
b) update PDR(SO) inthe LocT (clause B.2);

NOTE 2: ThelS NEIGHBOUR flag of the SO LocTE remains unchanged.

7) if the DE LocTE does not exist or the IS NEIGHBOUR flag of the existing DE LocTE is not set:

a) if theNH field of the Basic Header NH = 0 (ANY) or NH = 1 (Common Header), update the PV (DE) in
the LocT with the DE PV value of the GUC packet (clause C.2);

NOTE 3: The DE PV isa Short Position Vector (SPV) and does not carry al fields required to set the PV(DE) in
the LocT, i.e. no PAI, speed, heading. Therefore, if the PV inthe LocT is updated, the fields PAI, speed,
heading are set to 0.

NOTE 4: If the|S NEIGHBOUR flag of the DE LocTE is set, the DE LocTE is not updated.
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8) if the DE LocTE exists and the IS NEIGHBOUR flag of the existing DE LocTE is set:

a) if the NH field of the Basic Header NH = 0 (ANY) or NH = 1 (Common Header), update the DE PV
field in the GUC packet with the PV(DE) in the LocT (clause C.3);

NOTE 5: If the DE PV overwrites an existing LocTE with an IS NEIGHBOUR flag set, this entry would not be
considered in the forwarding algorithm due to the PAI set to 0.

NOTE 6: The DE PV fields are not updated if NH = 2 (Secured Packet).
9) flush packet buffers (SO LS packet buffer, SO UC forwarding packet buffer):
a if LS pending(SO) is TRUE:
i)  forward the stored packets and remove them from the SO LS packet buffer (clause 8.4);
ii) setLS pending(SO) to false;

b) if the UC forwarding packet buffer (clause 8.5) for SO is not empty, flush the UC forwarding packet
buffer and forward the stored packets;

10) decrement the RHL value:
a) if RHL =0 discard the packet and omit the execution of further steps;
b) if RHL > 0 update the field of the Basic Header, i.e. the RHL field with the decremented RHL value;

11) if no neighbour exists, i.e. the LocT does not contain a LocTE with the IS NEIGHBOUR flag set to TRUE,
and SCF for the traffic classin the TC field of the Common Header is set, buffer the GUC packet in the UC
forwarding packet buffer and omit the execution of further steps;

12) execute the forwarding algorithm (annex E):

a) if the GN protocol constant i t SGhNonAr eaFor war di ngAl gor i t hmis set to 0 (UNSPECIFIED),
execute the GF algorithm as specified in clause E.2;

b) if the GN protocol constant i t sGhNonAr eaFor war di ngAl gori t hm issetto 1 (GREEDY),
execute the GF algorithm as specified in clause E.2;

c) if the GN protocol constant i t sGaNonAr eaFor war di ngAl gori t hm isset to 2 (CBF), execute the
CBF algorithm as specified in clause E.3;

13) if thereturn value of the forwarding algorithmis O (packet is buffered in aforwarding packet buffer) or
-1 (packet is discarded), omit the execution of further steps;

14) execute media-dependent procedures; if the GN protocol constant i t sGnl f Type isset to:
a) UNSPECIFIED, omit this operation;
b) ITS G5, execute the operations as specified in ETSI TS 102 636-4-2 [55];
15) passthe GN-PDU to the LL protocol entity viathe IN interface and set the destination address to the LL
address of the next hop LL_ADDR_NH.
10.3.84 Destination operations

On reception of a GUC packet, the GeoAdhoc router shall check the GN_ADDR field in the DE PV of the GUC packet
header. If this address matchesits GN_ADDR, the GeoAdhoc router shall execute the following operations:

1) Basic Header processing (clause 10.3.3);
2) Common Header processing (clause 10.3.5);

3) execute DPD as specified in clause A.2; if the GUC packet is aduplicate, discard the packet and omit the
execution of further steps;
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4) execute DAD as specified in clause 10.2.1.5;
5) if the LocTE(SO) does not exist:
a) create PV(SO) inthe LocT with the SO PV fields of the GUC Extended Header (clause C.2);
b) setthelS NEIGHBOUR flag of the SO LocTE to FALSE;
c) setthe PDR(S0O)in SO LocT (clause B.2);
6) if the LocTE(SO) exists:
a) update PV(SO) in the LocT with the SO PV fields of the GUC Extended Header (clause C.2);
b)  update the PDR(SO) in the LocT (clause B.2);
NOTE: ThelS NEIGHBOUR flag of the SO LocTE remains unchanged.
7)  flush packet buffers (SO LS packet buffer, SO UC forwarding packet buffer):
a) if LS pending(SO) is TRUE:
i)  forward the stored packets and remove them from the SO LS packet buffer (clause 8.4);
ii) setLS pending(SO) to false;
b) if the UC forwarding packet buffer (clause 8.5) for SO is not empty, flush the UC forwarding packet
buffer and forward the stored packets;
8) passthe payload of the GN-PDU to the upper protocol entity by means of a service primitive

GN-DATA.indication with the parameter settingsin table 29.

Table 29: Parameter settings in the service primitive GN-DATA.indication

to indicate a received GUC packet

Parameter name

Parameter setting

Upper protocol entity

BTP if NH = 1 (BTP-A)

BTP if NH = 2 (BTP-B)

IPV6 if NH = 3 (IPv6)

(NH encoding see table 8 in clause 9.7.3)

Packet transport type

GeoUnicast

Destination

DE GN_ADDR

Source position vector

Values of SO PV from Extended Header

Security report

Certificate id

ITS-AID length

ITS-AID

Security permissions length

Security permissions

Value of the corresponding security-related parameter in the service primitive
SN-DECAP.indication (annex L and ETSI TS 102 723-8 [i.2]) (optional)

Traffic class

Value of TC field from Common Header

Remaining packet lifetime

Value of LT from Basic Header

Remaining hop limit

Value of RHL from Basic Header

Length

Length of the GN-PDU payload

Data

GN-PDU payload

10.3.9 TSB packet handling

10.3.9.1

General

This clause specifies the operations of a GeoAdhoc router to handle a TSB packet. The following clauses define the
operations of the source and forwarder/receiver.

NOTE:

In TSB, aforwarder isalso always areceiver. Therefore, the roles are not distinguished.
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10.3.9.2 Source operations

On reception of a service primitive GN-DATA.request with a Packet transport type parameter set to TSB, the source
shall execute the following operations:

1) create a GN-PDU with the T/GN6-SDU as payload and a TSB packet header (clause 9.8.3):
a) setthefields of the Basic Header (clause 10.3.2);
b) setthefields of the Common Header (clause 10.3.4);

c) setthefields of the TSB Extended Header (table 30);

Table 30: Field settings for the TSB Extended Header

Field name Field setting Description
SN Actual value of the local sequence number Sequence number of the packet
(clause 8.3)
Reserved Set to 0 if not used for media-dependent Reserved for media-dependent operations
operations
SO PV Actual values of the EPV (clause 8.2) Position vector containing the reference position of
the ego GeoAdhoc router (source of the
GeoNetworking packet)

2) if theoptional Security profile parameter in the service primitive GN-DATA.request is set:

a) send aservice primitive SN-ENCAP.request as specified in annex L, ETSI TS 102 723-8 [i.2] and the
parameter setting in table 31;

Table 31: Parameter settings in the service primitive SN-ENCAP.request for the TSB packet

Parameter name Parameter setting

tbe_packet_length Length of the TSB header + BTP header + payload

tbe_packet Common header + TSB header + BTP header + payload to be signed

sec_profile The value of the corresponding parameter in the service primitive

its_aid_length GN-DATA.request (clause J.2)

its_aid

permissions length

permissions

context_information

target_id_list_length

target_id_list

NOTE: If the security-related parameters in the service primitive GN-DATA.request are not set and the GN
protocol constant i t sGnSecuri ty is set to ENABLED, a default security profile is used. The
specification of the default security profile is out of scope of the present document.

b) processthe service primitive SN-ENCAP.confirm and append the Secured Packet carried by the
sec_packet parameter of the service primitive SN-ENCAP.confirmto the Basic Header;

3) if nosuitable neighbour exists, i.e. the LocT does not contain a LocTE with the IS NEIGHBOUR flag set to
TRUE, and SCF for thetraffic classin the service primitive GN-DATA.request parameter Traffic classis
enabled, then buffer the TSB packet in the BC forwarding packet buffer and omit the execution of further
steps;

NOTE 1: If SCF for the traffic classis disabled, the TSB packet is never buffered but sent immediately with a
broadcast MAC destination address.

NOTE 2: Buffered packets may be further processed when the GeoAdhoc router receives a packet (e.g. SHB, GBC,
BEACON, etc.), see the corresponding clauses on forwarder and receiver operations.

4) if the optiona Repetition interval parameter in the GN-DATA.request parameter is set:

a) savethe TSB packet;
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b) retransmit the packet with period as specified in Repetition interval until the maximum repetition time of
the packet is expired;

NOTE 3: The maximum repetition time of the packet is specified in the Maximum repetition time parameter of the

service primitive GN-DATA.reguest.

NOTE 4: For every retransmission, the source operations need to be re-executed.

NOTE 5: The functionality of packet repetition is optional.

5)

6)

execute media-dependent procedures; if the Communication profile parameter of the service primitive
GN-DATA.request is set to:

@ UNSPECIFIED then omit this operation;
b) issettolTS-G5 then execute the operations as specified in ETSI TS 102 636-4-2 [55];

pass the GN-PDU to the LL protocol entity viathe IN interface and set the destination address to the Broadcast
address of the LL entity.

10.3.9.3 Forwarder and receiver operations

On reception of a TSB packet, the GeoAdhoc router shall execute the following operations:

1)
2)
3)

4)
5)

6)

Basic Header processing (clause 10.3.3);
Common Header processing (clause 10.3.5);

execute DPD as specified in clause A.2; if the TSB packet is a duplicate, discard the packet and omit the
execution of further steps;

execute DAD as specified in clause 10.2.1.5;

if the LocTE(SO) does not exist:

a) create PV(SO) in the LocT with the SO PV fields of the TSB Extended Header (clause C.2);
b) setthelS NEIGHBOUR flag of the SO LocTE to FALSE;

C) set PDR(SO) inthe SO LocTE (clause B.2);

if the LOCTE(SO) exists:

a) update PV(SO) in the LocT with the SO PV fields of the TSB Extended Header (clause C.2);
b) update PDR(SO) inthe LocT (clause B.2);

NOTE 1: ThelS NEIGHBOUR flag of the SO LocTE remains unchanged.

7)

pass the payload of the GN-PDU to the upper protocol entity by means of a service primitive
GN-DATA.indication with the parameter settingsin table 32;
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Table 32: Parameter settings in the service primitive GN-DATA.indication
to indicate a received TSB packet

Parameter name Parameter setting

Upper protocol entity BTP if NH = 1 (BTP-A)

BTP if NH = 2 (BTP-B)

IPV6 if NH = 3 (IPv6)

(NH encoding see table 8 in clause 9.7.3)

Packet transport type TSB

Source position vector Values of SO PV from Extended Header

Security report Set to the value of the corresponding security-related parameter in the service
Certificate id primitive SN-DECAP.indication (annex L and ETSI TS 102 723-8 [i.2]) (optional)
ITS-AID length

ITS-AID

Security permissions length

Security permissions

Traffic class Value of TC field from Common Header
Remaining packet lifetime Value of LT from Basic Header
Remaining hop limit Value of RHL from Basic Header
Length Length of the GN-PDU payload

Data GN-PDU payload

8)  flush packet buffers (SO LS packet buffer, SO UC forwarding packet buffer):
a if LS pending(SO) is TRUE:
i)  forward the stored packets and remove them from the SO LS packet buffer (clause 8.4);
i) setLS pending(SO) to false;

b) if the UC forwarding packet buffer (clause 8.5) for SO is not empty, flush the UC forwarding packet
buffer and forward the stored packets;

9) decrement the RHL value:
a) if RHL =0 discard the packet and omit the execution of further steps;
b) if RHL > 0 update the field of the Basic Header, i.e. the RHL field with the decremented RHL value;

10) if no suitable neighbour exists, i.e. the LocT does not contain a LocTE with the IS NEIGHBOUR flag set to
TRUE, and SCF for the traffic classin the TC field of the Common Header is set:

a) buffer the TSB packet in the BC forwarding packet buffer and omit the execution of further steps;

NOTE 2: If SCF for thetraffic classis disabled, the TSB packet is never buffered but sent immediately with a
broadcast MAC destination address.

NOTE 3: Buffered packets may be further processed when the GeoAdhoc router receives a packet (e.g. SHB, GBC,
BEACON, etc.), see the corresponding clauses on forwarder and receiver operations.

11) execute media-dependent procedures; if the GN protocol constant i t sGnl f Type isset to:
a)  UNSPECIFIED then omit this operation;
b) ITSG5 then execute the operations as specified in ETSI TS 102 636-4-2 [5];

12) passthe GN-PDU tothe LL protocol entity viathe IN interface and set the destination address to the Broadcast
address of the LL entity.
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10.3.10 SHB packet handling

10.3.10.1 General

This clause specifies the operations of a GeoAdhoc router to handle a SHB packet. The following clauses define the
operations of the source and receiver.

NOTE: SHB packets are not forwarded. Therefore, no forwarder operations are specified.

10.3.10.2 Source operations

On reception of a service primitive GN-DATA.request with a Packet transport type parameter set to SHB, the source
shall execute the following operations:

1) create aGN-PDU with the T/GN6-SDU as payload and a SHB packet header (clause 9.8.4):
a) setthefields of the Basic Header (clause 10.3.2);
b) set thefields of the Common Header (clause 10.3.4);

c) setthefields of the SHB Extended Header (table 33);

Table 33: Field settings for the SHB Extended Header

Field name Field setting Description
SO PV Actual values of the EPV as specified in PV of the ego GeoAdhoc router (source of the
clause 8.2 GeoNetworking packet)
Reserved Set to 0 if not used for media-dependent Reserved for media-dependent operations
operations

2) if theoptional Security profile parameter in the service primitive GN-DATA.request is set:

a)  send aservice primitive SN-ENCAP.request as specified in annex L, ETSI TS 102 723-8 [i.2] and the
parameter setting in table 34;

Table 34: Parameter settings in the service primitive SN-ENCAP.request for the SHB packet

Parameter name Parameter setting
tbe_packet_length Length of the SHB header + BTP header + payload
tbe_packet Common header + SHB header + BTP header + payload to be signed
sec_profile The value of the corresponding parameter in the service primitive
its_aid_length GN-DATA. request (clause J.2)
its_aid
permissions length
permissions
context_information
target_id_list_length
target_id_list

NOTE: If the security-related parameters in the service primitive GN-DATA.request are not set and the
GN protocol constanti t sGnSecuri ty is set to ENABLED, a default security profile is used.
The specification of the default security profile is out of scope of the present document.

b)  processthe service primitive SN-ENCAP.confirm and append the Secured Packet carried by the
sec_packet parameter of the service primitive SN-ENCAP.confirmto the Basic Header;

3) if nosuitable neighbour exists, i.e. the LocT does not contain a LocTE with the IS NEIGHBOUR flag set to
TRUE, and SCF for the traffic classin the service primitive GN-DATA.request parameter Traffic classis set:

a) buffer the SHB packet in the BC forwarding packet buffer and omit the execution of further steps;

NOTE 1: If SCF for the traffic classis disabled, the SHB packet is never buffered but sent immediately with a
broadcast MAC destination address.
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NOTE 2: Buffered packets may be further processed when the GeoAdhoc router receives a packet (e.g. SHB, GBC,

4)

BEACON, etc.), see the corresponding clauses on forwarder and receiver operations.
if the optional Repetition interval parameter in the GN-DATA.request parameter is set:
a) savethe SHB packet;

b) retransmit the packet with a period as specified in Repetition interval parameter until the maximum
repetition time of the packet is expired;

NOTE 3: The maximum repetition time of the packet is specified in the Maximum repetition time parameter of the

service primitive GN-DATA.reguest.

NOTE 4: For every retransmission, the source operations need to be re-executed.

NOTE 5: The functionality of packet repetition is optional.

5)

6)

7)

execute media-dependent procedures; if the Communication profile parameter of the service primitive
GN-DATA.request is set to:

@ UNSPECIFIED then omit this operation;
b) ITSG5 then execute the operations as specified in ETSI TS 102 636-4-2 [5];

pass the GN-PDU to the LL protocol entity viathe IN interface and set the destination address to the Broadcast
address of the LL entity;

reset the beacon timer T g0 tO Prevent the dissemination of an unnecessary beacon packet.

10.3.10.3  Receiver operations

On reception of a SHB packet, the GeoAdhoc router shall execute the following operations:

1)
2)
3)
4)
5)
6)
7)

Basic Header processing (clause 10.3.3);

Common Header processing (clause 10.3.5);

execute DAD as specified in clause 10.2.1.5;

update the PV in the SO LocTE with the SO PV fields of the SHB Extended Header (clause C.2);
update the PDR in the SO LocTE (clause B.2);

set the IS NEIGHBOUR flag of the SO LocTE to TRUE;

pass the payload of the GN-PDU to the upper protocol entity by means of a service primitive
GN-DATA.indication with the parameter settingsin table 35;
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Table 35: Parameter settings in the service primitive GN-DATA.indication
to indicate a received SHB packet

Parameter name Parameter setting
Upper protocol entity BTP if NH = 1 (BTP-A)
BTP if NH = 2 (BTP-B)
IPV6 if NH = 3 (IPv6)
(NH encoding see table 8 in clause 9.7.3)

Packet transport type, SHB

Source position vector Values of SO PV from SHB Common Header

Security report Value of the corresponding security-related parameter in the service primitive
Certificate id SN-DECAP.indication (annex L and ETSI TS 102 723-8 [i.2]) (optional)
ITS-AID length

ITS-AID

Security permissions length
Security permissions

Traffic class Value of TC field from Common Header
Remaining packet lifetime Value of LT from Basic Header
Remaining hop limit Value of RHL from Basic Header
Length Length of the GN-PDU payload

Data GN-PDU payload

8)  flush packet buffers (SO LS packet buffer anSO UC forwarding packet buffer):
a if SOLS pendingis TRUE:
i)  forward the stored packets and remove them from the buffer;
i) set SOLS pending to falseg;
b) if the UC forwarding packet buffer (clause 8.5) for the SO is not empty, forward the stored packets and

remove them from the UC forwarding packet buffer.

10.3.11 GBC packet handling

10.3.11.1 General

This clause specifies the operations of a GeoAdhoc router to handle a GBC packet. The following clauses define the
operations of the source and forwarder/receiver.

NOTE: InGBC, aforwarder inside the target area acts also aways as areceiver. Therefore, the roles are not
distinguished.
10.3.11.2 Source operations

On reception of a service primitive GN-DATA.request with a Packet transport type parameter set to GeoBroadcast, the
source shall execute the following operations:

1) create aGN-PDU with the T/GN6-SDU as payload and a GBC packet header (clause 9.8.5):
a) setthefieldsof the Basic Header (clause 10.3.2);
b) setthefields of the Common Header (clause 10.3.4);
c) setthefields of the GBC Extended Header (table 36);
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Table 36: Field settings for the GBC Extended Header

Field name Field setting Description
SN Actual value of the local sequence number Sequence number of the packet
(clause 8.3)
Reserved Setto 0 Reserved
SO PV Actual values of the EPV (clause 8.2) Position vector containing the reference position of
the ego GeoAdhoc router (source of the
GeoNetworking packet)
GeoAreaPos GeoAreaPos Latitude from service primitive
Latitude GN-DATA.request
GeoAreaPos GeoAreaPos Longitude from service primitive
Longitude GN-DATA.request GeoArea Area specification according to
Distance a Distance a from service primitive ETSI EN 302 931 [8]
GN-DATA.request
Distance b Distance a from service primitive
GN-DATA.request
Angle Angle from service primitive
GN-DATA.request
Reserved Setto 0 Reserved

2) if no neighbour exists, i.e. the LocT does not contain aLocTE with the IS NEIGHBOUR flag set to TRUE,
and SCF for the traffic classin the service primitive GN-DATA.request parameter Traffic classis enabled, then
buffer the GBC packet in the BC forwarding packet buffer and omit the execution of further steps;

3) execute the forwarding algorithm selection procedure (annex D);

4) if thereturn value of the forwarding algorithm is O (packet is buffered in the BC forwarding packet buffer or in
the CBF buffer) or -1 (packet is discarded), omit the execution of further steps;

5) if theoptional Security profile parameter in the service primitive GN-DATA.request is set:

a) send aservice primitive SN-ENCAP.request as specified in annex L, ETS| TS 102 723-8 [i.2] and the
parameter setting in table 37,

Table 37: Parameter settings in the service primitive SN-ENCAP.request for the GBC packet

Parameter name

Parameter setting

tbe_packet_length

Length of the GBC header + BTP header + payload

tbe_packet Common header + GBC header + BTP header + payload to be signed
sec_services Value of the corresponding parameter in the service primitive
its_aid_length GN-DATA.request (clause J.2)

its_aid

permissions length

permissions

context_information

target_id_list_length

target_id_list

NOTE:

If the security-related parameters in the service primitive GN-DATA.request are not set and the
GN protocol constanti t sGnSecuri ty is set to ENABLED, a default security profile is used.
The specification of the default security profile is out of scope of the present document.

b) processthe service primitive SN-ENCAP.confirm and append the Secured Packet carried by the
sec_packet parameter of the service primitive SN-ENCAP.confirm to the Basic Header;

6) if the optional Repetition interval parameter in the GN-DATA.request parameter is set:

a) savethe GBC packet;

b) retransmit the packet with period as specified in Repetition interval until the maximum repetition time of

the packet is expired;

NOTE 1: The maximum repetition time of the packet is specified in the Maximum repetition time parameter of the
service primitive GN-DATA.request.
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NOTE 2: For every retransmission, the source operations need to be re-executed.
NOTE 3: The functionality of packet repetition is optional.

7)  execute media-dependent procedures; if the Communication profile parameter of the service primitive
GN-DATA.request is set to:

a)  UNSPECIFIED then omit this operation;
b) ITSG5 then execute the operations as specified in ETSI TS 102 636-4-2 [5];
8) passthe GN-PDU tothe LL protocol entity viathe IN interface and set the destination address to the LL
address of the next hop LL_ADDR_NH.
10.3.11.3  Forwarder and receiver operations
On reception of a GBC packet, the GeoAdhoc router shall execute the following operations:
1) Basic Header processing (clause 10.3.3);
2)  Common Header processing (clause 10.3.5);
3) determine function F(x,y) as specified in ETS| EN 302 931 [8] clause 5:

a if F(x,y)< 0 (GeoAdhoc router isoutside the geographical area) and the GN protocol constant

i t sGiNonAr eaFor war di ngAl gori t hm issetto 0 (UNSPECIFIED) or to 1 (GREEDY), execute
DPD as specified in clause A.2; if the GBC packet is a duplicate, discard the packet and omit the execution
of further steps;

NOTE la For CBF forwarding algorithm (i t sGhiNonAr eaFor war di ngAl gori t hm issetto 2 or 3), the
algorithm relies on the processing of duplicate packets and their handling is part of the forwarding
agorithm.

b) if F(x,y)> 0 (GeoAdhoc router isinside or at the border of the geographical area) and the GN protocol

constant i t sGnAr eaFor war di ngAl gorithm issetto 0 (UNSPECIFIED) or to 1 (SIMPLE), execute
DPD as specified in clause A.2; if the GBC packet is a duplicate, discard the packet and omit the execution
of further steps,

NOTE 1b:For CBF and the Advanced forwarding algorithm (i t sGnAr eaFor war di ngAl gorit hm issetto?2
or 3), the algorithm relies on the processing of duplicate packets and their handling is part of the
forwarding algorithm.

4) execute DAD as specified in clause 10.2.1.5;

5) if the LocTE(SO) does not exist:
a) create PV(SO) inthe LocT with the SO PV fields of the GBC Extended Header (clause C.2);
b) setthelS NEIGHBOUR flag of the SO LocTE to FALSE;
C) set PDR(SO) inthe LocTE (clause B.2);

6) if the LOocTE(SO) exists:
a) update PV(SO) in the LocT with the SO PV fields of the GBC Extended Header (clause C.2);
b) update PDR(SO) inthe LocT (clause B.2);

NOTE 2: ThelS NEIGHBOUR flag of the SO LocTE remains unchanged.
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7)  determine function F(x,y) as specified in ETSI EN 302 931 [8] clause 5:

a if F(xy)20 (GeoAdhoc router isinside or at the border of the geographical area), pass the payload of
the GN-PDU to the upper protocol entity by means of a service primitive GN-DATA.indication with the
parameter settingsin table 38;

NOTE 3: If the GeoAdhoc router is outside the geographical area, the GN-PDU will not be passed to the upper
protocol entity.

NOTE 4: When an ITS-Sinvokes the function F(X,y), it is recommended to transform the GNSS coordinates into
Cartesian coordinates using a suitable method to avoid large rounding errors on low-precision floating
point systems. Such a suitable method is the haversine formula, for instance.

Table 38: Parameter settings in the service primitive GN-DATA.indication
to indicate a received GBC packet

Parameter name Parameter setting
Upper protocol entity BTP if NH =1 (BTP-A)
BTP if NH = 2 (BTP-B)
IPV6 if NH = 3 (IPv6)
(NH encoding see table 8 in clause 9.7.3)

Packet transport type, GeoBroadcast

Destination GeoArea (GeoPos, distance a, distance b, angle)

Source position vector Values of SO PV from Extended Header

Security report Value of the corresponding security-related parameter in the service
Certificate id primitive SN-DECAP.indication (annex L and ETSI TS 102 723-8 [i.2])
ITS-AID length (optional)

ITS-AID

Security permissions length
Security permissions

Traffic class Value of TC field from Common Header
Remaining packet lifetime Value of LT from Basic Header
Remaining hop limit Value of RHL from Basic Header
Length Length of the GN-PDU payload

Data GN-PDU payload

8) flush packet buffers (SO LS packet buffer, SO UC forwarding packet buffer):
a) if LS pending(SO) is TRUE:
i)  forward the stored packets and remove them from the SO LS packet buffer (clause 8.4);
i) setLS pending(SO) to false;

b) if the UC forwarding packet buffer (clause 8.5) for SO is not empty, flush the UC forwarding packet
buffer and forward the stored packets;

9) decrement the RHL value:
a) if RHL =0 discard the packet and omit the execution of further steps;
b) if RHL > 0 update the field of the Basic Header, i.e. the RHL field with the decremented RHL value;

10) if no neighbour exists, i.e. the LocT does not contain a LocTE with the IS NEIGHBOUR flag set to TRUE,
and SCF for the traffic classin the TC field of the Common Header is set, buffer the GBC packet in the BC
forwarding packet buffer and omit the execution of further steps;

11) execute the forwarding algorithm selection procedure (annex D);

12) if thereturn value of the forwarding agorithm is O (packet is buffered in aforwarding packet buffer) or -1
(packet is discarded), omit the execution of further steps;

NOTE 5: If SCF for the traffic classis disabled, the GBC packet is never buffered but sent immediately, except for
the CBF packet buffer.
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NOTE 6: Buffered packets may be further processed when the GeoAdhoc router receives a packet (e.g. SHB, GBC,
BEACON, etc.), see the corresponding clauses on forwarder and receiver operations.

13) execute media-dependent procedures; if the GN protocol constant i t sGnl f Type isset to:

a)  UNSPECIFIED then omit this operation;

b) ITSG5 then execute the operations as specified in ETSI TS 102 636-4-2 [5];
14) passthe GN-PDU to the LL protocol entity viathe IN interface and set the destination addressto the LL

address of the next hop LL_ADDR_NH.

10.3.12 GAC packet handling

10.3.12.1 General

This clause specifies the operations of a GeoAdhoc router to handle a GAC packet. The following clauses define the
operations of the source and forwarder/receiver.

The operations for GAC packet handling are similar to those for GBC packet.

10.3.12.2  Source operations

The operations of the source of a GAC packet are identical with the source of a GBC packet as specified in
clause 10.3.11.2.

NOTE: The procedure ensures that the GAC packet is sent at |east once when the GeoAdhoc router isinside or at
the border of the geographical area.
10.3.12.3  Forwarder and receiver operations
On reception of a GAC packet, the GeoAdhoc router shall execute the following operations:
1) Basic Header processing (clause 10.3.3);
2)  Common Header processing (clause 10.3.5);

3) execute DPD as specified in clause A.2; if the GAC packet is a duplicate, discard the packet and omit the
execution of further steps;

4) execute DAD as specified in clause 10.2.1.5;

5) if the LocTE(SO) does not exist:
a) create PV(S0) in the LocT with the SO PV fields of the GAC Extended Header (clause C.2);
b) setthelS NEIGHBOUR flag of the SO LocTE to FALSE;
¢) set PDR(SO)intheLocT (clause B.2);

6) if the LocTE(SO) exists:
a) update PV(SO) in the LocT with the SO PV fields of the GAC Extended Header (clause C.2);
b) update PDR(SO) inthe LocT (clause B.2);

NOTE 1: ThelS NEIGHBOUR flag of the SO LocTE remains unchanged.

7)  determine function F(x,y) as specified in ETSI EN 302 931 [8] clause 5;

8) flush packet buffers (SO LS packet buffer, SO UC forwarding packet buffer):
a) if LS pending(SO) is TRUE:

i)  forward the stored packets and remove them from the SO LS packet buffer (clause 8.4);
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ii) setLS pending(SO) to falseg;

if the UC forwarding packet buffer (clause 8.5) for SO is not empty, flush the UC forwarding packet
buffer and forward the stored packets;

if F(X' y) 20 (GeoAdhoc router isinside or at the border of the geographical area):

9
a) passthe payload of the GN-PDU to the upper protocol entity by means of a service primitive
GN-DATA.indication with the parameter settingsin table 39;
Table 39: Parameter settings in the service primitive GN-DATA.indication
to indicate a received GAC packet
Parameter name Parameter setting
Upper protocol entity BTP if NH =1 (BTP-A)
BTP if NH = 2 (BTP-B)
IPV6 if NH = 3 (IPv6)
(NH encoding see table 8 in clause 9.7.3)
Packet transport type, GeoAnycast
Destination GeoArea (GeoPos, distance a, distance b, angle)
Source position vector Values of SO PV from Extended Header
Security report Value of the corresponding security-related parameter in the service
Certificate id primitive SN-DECAP.indication (annex L and ETSI TS 102 723-8 [i.2])
ITS-AID length (optional)
ITS-AID
Security permissions length
Security permissions
Traffic class Value of TC field from Common Header
Remaining packet lifetime Value of LT from Basic Header
Remaining hop limit Value of RHL from Basic Header
Length Length of the GN-PDU payload
Data GN-PDU payload

b)

omit the execution of further steps;

10) if F(xy)<0 (GeoAdhoc router is outside the geographical area):

a)

b)

NOTE 2:

decrement the RHL value:
i) if RHL =0, discard the packet and omit the execution of further steps;

ii) if RHL > 0, update the field of the Basic Header, i.e. the RHL field with the decremented RHL
value;

if no neighbour exists, i.e. the LocT does not contain a LocTE with the IS NEIGHBOUR flag set to
TRUE, and SCF for the traffic classin the TC field of the Common Header is set, buffer the GAC packet
in the BC forwarding packet buffer and omit the execution of further steps;

If the GeoAdhoc router is outside the geographical area, the GN-PDU will not be passed to the upper
layer entity.

11) if thereturn value of the forwarding algorithm is O (packet is buffered in a forwarding packet buffer) or -1
(packet is discarded), omit the execution of further steps;

12) execute media-dependent procedures; if the GN protocol constant i t sGnl f Type isset to:

a)
b)

UNSPECIFIED then omit this operation;
ITS-G5 then execute the operations as specified in ETS| TS 102 636-4-2 [5];

13) passthe GN-PDU to the LL protocol entity viathe IN interface and set the destination addressto the LL
address of the next hop LL_ADDR_NH.

ETSI



64 ETSI EN 302 636-4-1 V1.3.1 (2017-08)

Annex A (normative):
Duplicate packet detection

Al General

A GeoAdhoc router may receive multiple copies of the same packet. Reasons for packet duplications may be the
forwarding of the packet from multiple GeoAdhoc routers, routing loops, misconfiguration or replay of packets from
misbehaving GeoAdhoc routers. In order to control (e.g. prevent) the forwarding of duplicate packets, the
GeoNetworking protocol uses mechanisms for duplicate packet detection (DPD). The present document specifies a
method for DPD that is based on sequence number (clause A.2).

The GeoNetworking protocol applies the sequence number-based method for DPD (clause A.2) to multi-hop packets
(GUC, TSB, GBC, GAC, LS Request, LS Reply). This method is not applied to GeoNetworking single-hop packets
(BEACON and SHB) since these packet types do not carry a SN field.

A.2  SN-based duplicate packet detection

For the SN-based method for DPD, a GeoAdhoc router maintains a duplicate packet list DPL(GN_ADDR) for every
entry inits LocT (see clause 8.1.2). When a GeoAdhoc router processes a packet, the DPL is used to detect whether this
packet isaduplicate. The DPL isalist with sequence numbers of alength itsGnDPL Length, which shall be much
smaller than the maximum size of sequence numbers, i.e. 2*16-1. Optionally, the DPL may also contain a counter that
indicates how often the packet with a particular sequence number has aready been received from the source (duplicate
packet counter, DPC).

When the GeoAdhoc router processes a packet from source SO, it compares the value of the SN field carried in the
GeoNetworking packet SN(P) and searches for the corresponding entry in the DPL. If SN(P) is aready included in the
DPL, the packet is marked as a duplicate. If the optional DPC is maintained, it isincremented. Otherwise, the new
sequence number is added at the head of the DPL, overwriting the oldest entry.

NOTE: Inone possible implementation, the DPL isamodified ring buffer (also called circular or cyclic buffer),
i.e. aqueue where the data to be added may wrap around to the beginning. The start of the ring buffer
(head) contains the freshest newly received sequence number. The end of the queue (tail) contains the
oldest received sequence number. Compared to a"classical" ring buffer, the DPL as a modified ring
buffer is searched whether the received SN is already included.

The following algorithm shall be used:

1 -- DPL is the Duplicate Packet List for source SOw th |ength DPL_Length

1 -- Pis the received GeoNetworking packet

2 -- SN(P) is the sequence nunber in the received GeoNetworking packet

3 -- DPCis the duplicate packet counter for packet SN(P) fromsource SO i.e. DPL(SN(P)).DPC

4 If (SN(P) e DPL) # Received SN is already included in DPL for source SO

5 I ndi cate packet as duplicate

6 OPTI ONAL: DPL(SN(P)) . DPC++ # I ncrenment packet counter for received SN
ELSE # Received SN is outside wi ndow

7 Add SN( P)

8 ENDI F
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Annex B (normative):
Packet data rate and geographical area size control

B.1 Overview

Packet rate and geographical area size control is executed in the GeoNetworking forwarding process (clause 10.3) to
control that a GeoAdhoc router does not exceed a predefined packet rate or geographical area size.

B.2 Packet data rate control

A GeoAdhoc router shall maintain the Exponential Moving Average (EMA) of the packet datarate PDR for every
LocTE as calculated in equation B.1.

Equation B.1 Calculation of Exponential Moving Average of the packet datarate PDR:

PDR=x PDR_, +(1- ) x X, (B.1)
where:
X¢ is the measured instantaneous val ue of the packet data rate upon reception of the GeoNetworking
packet.
PDR isthe average value of the packet data rate at time t; PDR,_ isthe previous value at time (t-1)
maintained in the LocTE.
§ Weight factor (0 <3< 1), set to the value of the GN protocol constant

i t sGhMbaxPacket Dat aRat eEmaBeta / 100.

If the packet datarate PDR of a GeoAdhoc router exceeds the value of the GN protocol constant
i t sGhvaxPacket Dat aRat e, packets from this GeoAdhoc router (source or sender) shall not be forwarded.

B.3  Geographical area size control

If the geographical areasize carried in a GBC or GAC packet exceeds the maximum value specified in the GN protocol
constant i t sGhMaxCGeoAr eaSi ze, the GeoNetworking packet shall not be sent by the source and shall not be
forwarded by the forwarder.
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Annex C (normative):
Position vector update

C.1  Overview

The position vector update is executed in the GeoNetworking forwarding process (clause 10.3) when aPV inaLocTE
isupdated by PV carried in a GeoNetworking packet header. The algorithm ensures that always the newer PV is used
indicated by the timestamp that is contained in the PV.

The algorithm is utilized in two cases:

1) When a GeoNetworking packet is received, the forwarding procedure updates the PV in the LocT by the PV
carried in the GeoNetworking packet.

2)  When a GeoNetworking packet is forwarded, the forwarding procedure updates the PV in the packet to be
forwarded by the PV inthe LocT.

The algorithm makes use of the timestamp that is associated with the position information and is part of the position
vector fields. It handles the wraparound of the timestamp val ues that occur due to the limited number of bits that
represent a timestamp.

NOTE: Witha32 bit timestamp in [ms], awraparound occurs after 50 days:
(((((2%2) - 1) 1 1.000) / 60) / 60) / 24 = 49,7102696.

C.2 Update of LocT position vector

The following agorithm shall be applied to update aPV in the LocT. The algorithm shall also reset the lifetime of the
location table entry T(LocTE) (clause 8.1.3).

1 -- RP is the received GeoNetworking packet

2 -- PVre is the position vector in the received GeoNetworking packet

3 -- PViect is the position vector in the LocT to be updated

4 -- TSTey,re is the timestanp for the position vector in the received

5 -- GeoNet wor ki ng packet

6 -- TSTev,Lect is the timestanp for the position vector in the location table
7 -- to be updated

8 -- TSwx is the maxi mum value of the tinestanp = 2232-1

9 -- T(LocTE)is the lifetime of the location table entry

10 -- itsGnLifetimeLocTE is the value of the GN protocol constant itsGiLifetimeLocTE
11 I'F (((TSTey, re > TSTev,Loct) AND ((TSTey, e - TSTey,LocT) <= TSTmx/ 2)) OR

12 ((TSTev,Loct > TSTey, re) AND (( TSTev,LocT - TSTey, re) > TSTwx/ 2))) THEN

13 TSTev, re IS greater than TSTey, LocT

14 PVioct « PVre

15 T(LocTE) ~ val ue(itsGaLifetimelLocTE)

16 ELSE

17 TSTev, re IS NOt greater than TSTey, LocT

18 ENDI F
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C.3 Update of GeoNetworking packet position vector

The following algorithm shall be applied to update a PV in a packet to be forwarded:

O©CoOoO~NOUDWNE

-- FP is the GeoNetworki ng packet to be forwarded
-- PVrr is the position vector in the GeoNetworking packet to be forwarded
-- PViecr is the position vector in the LocT
-- TSTev,rp is the timestanp for the position vector in the GeoNetworking
-- packet to be forwarded
-- TSTev,oct IS the tinmestanp for the position vector in the location table
-- TSwx is the maxi mum value of the tinestanp = 2232-1
I'F (((TSTev,Loct > TSTev, rp) AND (( TSTev,Loct - TSTey, rp) <= TSTm/ 2)) OR
((TSTev, rp > TSTrv,LocT) AND ((TSTev, rp - TSTpv,Loct) > TSTwmx/ 2))) THEN
TSTeyv,LocT i1S greater than TSTey, re
PVFP — PVLocT
ELSE
TSTev, rp i S not greater than TSTey LocT
ENDI F

NOTE: Thealgorithmisusedinto update the DE PV fields with the PV(DE) in the LocT (clause 10.3.8.3
Forwarder operations for GUC packet handling). It determines whether the timestamp of the PV in the
LocT isfresher than the one in the GeoNetworking packet taking into account wrapping of the timestamp.
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Annex D (normative):
GeoNetworking forwarding algorithm selection procedure

The procedure utilizes the function F(x,y) specified in ETSI EN 302 931 [8] clause 5 in order to determine whether the
GeoAdhoc router islocated inside, at the border or outside the geographical target area carried in the GeoBroadcast or
GeoAnycast packet header. If the GeoAdhoc router isinside or at the border of the area, the packet shall be processed
according to the selected area forwarding algorithm (i t sGhAr eaFor war di ngAl gori t hm). If it isoutside the

area, the packet shall be forwarded according to the selected non-area forwarding algorithm

(i t sGiNonAr eaFor war di ngAl gori t hm.

NOTE 1. Packet duplicate detection is not part of the forwarding algorithm but of the packet handling operations.

NOTE 2: Asdefined in ETSI EN 302 931 [8] clause 5,

=1 for x=0and y = 0 (at the centre point)
>0 inside thegeographic al area

= at the border of the geographic a area
<0 outside the geographic a area

F(xy)=

The algorithm returns one of the following four values:

° the Broadcast LL address BCAST,

. the LL address of the next hop NH_LL_ADDR,

. 0 indicates that the packet is buffered in the appropriate packet buffer,

. -1 indicates that the packet is discarded.

The pseudo-code of the algorithm is below:

©CoOo~NOODWNRE

P is the GeoNetworking packet to be forwarded

LAT and LONG are latitude and | ongitude of the EPV, respectively

LocT is the location table

PV_SE is the sender position vector in its LocTE
with LAT_SE and LONG SE as latitude and | ongitude
and position accuracy indicator_PAl _SE

Ais the centre point of the destination area in the GeoNetworking
packet to be forwarded

NH LL_ADDR is the link layer address that identifies the next hop
of the GeoNetworki ng packet

BCAST is the Broadcast LL address

NON- AREA- FORWARDI N) is the forwarding algorithmdefined in annex E sel ected

by it sGiNonAr eaFor war di ngAl gorithm

AREA- FORMARDI NE() is the distribution algorithmdefined in annex F sel ected

by it sGnhAr eaForwar di ngAl gorithm

Cal cul ate F(LAT, LONG) # Eq. D.1in NOTE 2

IF (F > 0) THEN # Local GeoAdhoc router is inside or
# at the border of target area

ELSE # Local GeoAdhoc router is outside

RETURN AREA- FORWARDI NG ( P)

# of target area
IF (((PV_SE EXISTS) OR (PV_SE = EPV)) AND (PAI _SE = TRUE))

AND (F(LAT_SE, LONG SE) = THEN # Eq. D.1 in Note 2

DI SCARD P

RETURN -1 # Indi cates that packet is discarded
ELSE

RETURN NH_LL_ADDR ~ BCAST
ENDI F

ENDI F
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Annex E (normative):
Non-area forwarding algorithms

E.1 Overview

The non-area forwarding a gorithms are used to route a packet towards a destination. It is executed by a GeoAdhoc
router to relay a packet to the next hop.

The present document defines two non-area forwarding algorithms:
1) Greedy Forwarding (GF) algorithm (clause E.2);
2)  Contention-based forwarding (CBF) algorithm (clause E.3).

E.2  Greedy forwarding algorithm

With the Greedy Forwarding (GF) agorithm, the GeoAdhoc router uses the location information of the destination
carried in the GN packet header and selects one of the neighbours as the next hop.

The algorithm applies the most forward within radius (MFR) policy, which selects the neighbour with the smallest
geographical distance to the destination, thus providing the greatest progress when the GN packet is forwarded.

The algorithm returns one of the following two values:
. the LL address of the next hop NH_LL_ADDR,

. O indicates that no forwarder could be found and the packet is buffered in the appropriate forwarding packet
buffer.

The pseudo-code of the algorithm is below:

1 -- Pis the GN packet to be forwarded

2 -- i is thei-th LocTE

3 -- NHis the LocTE idenfified as next hop, NH LL_ADDR its link |ayer address

4 -- NH LL_ADDR is the link |layer address of the next hop

5 -- EPV is the ego position vector

6 -- PV_Pis the destination position vector in the GeoNetworking packet to be forwarded
7 -- PV_I is the position vector of the i-th LocTE

8 -- MFR indicates the progress according to the MFR policy

9 -- Bis the forwardi ng packet buffer

10 (UC forwarding buffer or BC forwardi ng buffer, depending on type of P)

11 -- TCis the traffic class of the G\ Data.request (source operations)

12 or the field in the recei ved Common header (forwarder operations)

13 MFR = DI ST(PV_P, EPV) Initialize MFR

14 FOR (i elLocT)

15 I'F (i.!]S_NEI GHBOUR) THEN # LocTE i is neighbour

16 IF (DIST(PV_P, PV_I) < MFR) THEN

17 NH — i

18 MFR — DI ST(PV_P, PV_I)

19 ENDI F

20 ENDI F

21 ENDFOR

22 IF (MFR < DI ST(PV_P, EPV)) THEN

23 SET NH LL_ADDR — NH. LL_ADDR

24 ELSE # Forwarder is at a local optinmm
25 I F (TC SCF_I S_ENABLED) THEN

26 ADD P TO B

27 SET NH LL_ADDR ~ 0O # I ndicates that packet is buffered
28 ELSE

29 SET NN _LL_ADDR ~ BCAST # No buffering allowed, fall back to BCAST
30 ENDI F

31 ENDI F

32 RETURN NH_LL_ADDR
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NOTE: If no neighbour with greater progress than the local GeoAdhoc router exists, i.e. no suitable neighbour
exists, the packet has reached alocal optimum and the result ‘0" is returned indicating that no forwarder
could be found.

E.3  Non-area contention-based forwarding algorithm

With the Contention-Based Forwarding (CBF) agorithm, areceiver decidesto be aforwarder of a GN packet. Thisis
contrary to the sender-based forwarding scheme specified in clause E.2, where the sender determines the next hop. The
CBF agorithm utilizes timer-based re-broadcasting with overhearing of duplicates in order to enable an implicit
forwarding of a packet by the optimal node.

With CBF, the GeoAdhoc router broadcasts the GN packet. All neighbours, which receive the packet, processiit: those
routers with a positive progress buffer the packet in the CBF packet buffer and start atimer with atimeout that is
inversely proportional to the forwarding progress of the GeoAdhoc router (equation E.1).

Equation E.1 Calculation of timeout TO_CBF for buffering packets in the CBF packet buffer:
TO_CBF _MAX . TO_CBF _MIN -TO _CBF _ MAX

TO _CBF = DIST _ MAX
TO _CBF _MIN for PROG > DIST _ MAX

x PROG for PROG < DIST _ MAX (E.2)

where:
TO_CBF_MIN isthe minimum duration the packet shall be buffered in the CBF packet buffer.
TO_CBF_MAX isthe maximum duration the packet shall be buffered in the CBF packet buffer.

PROG isthe forwarding progress of the local GeoAdhoc router towards the destination, i.e. the difference
between the sender's distance and GeoAdhoc router's local distance from the destination. The
sender position is taken from its LOCTE.

DIST_MAX is the theoretical maximum communication range of the wireless access technology.

NOTE 1: For PROG = DIST_MAX, TO_CBF becomes TO_CBF_MIN. For the (theoretical) PROG =0, TO_CBF
becomes TO_CBF_MAX.

TO_CBF_MIN and TO_CBF _MAX shall be set to the GN protocol constantsi t sGnCbf M nTi me and

i t sGhChf MaxTi e, respectively. If DIST_MAX isnot defined in the specification of GeoNetworking media-
dependent functionality for the specific I TS access technology (e.g. ETSI TS 102 636-4-2 [5]), it shall be set to the GN
protocol constant i t sGnDef aul t MaxContruni cat i onRange.

Upon expiration of the timer, the GeoAdhoc router re-broadcasts the GN packet. Before the timer expires, the
GeoAdhoc router may receive a duplicate of the packet from a GeoAdhoc router with a shorter timeout, i.e. with a
smaller distance to the destination. In this case, the GeoAdhoc router inspects its CBF packet buffer, stops the timer and
removes the GN packet from the CBF packet buffer.

NOTE 2: Compared to the GF algorithm (clause E.2), CBF has an implicit reliability mechanism at the cost of
larger forwarding delay and additional processing. The reliability mechanism ensures that a packetsisre-
forwarded by an aternative forwarder if the theoretically optimal forwarder does not receive the packet,
e.g. due to wireless link errors.

The algorithm returns one of the following three values:
e theBroadcast LL addressBCAST,

. O indicates that the packet is buffered in the CBF packet buffer and will further processed when the timer
expires or a packet duplicate is handled,

. -1 indicates that the packet is discarded.

The activity diagram of the CBF algorithm is depicted in figure E.1 for illustration.
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FETCH P FROM B
SET NH_LL_ADDR « BCAST
RETURN NH_LL ADDR

SETNH LL ADDR <« BCAST YES
RETURN NH_LL_ADDR
V_SE EXISTS) OR
REMOVE P FROM B (PV_SE = EPV)) AND
STOP TIMER (PAl1_SE = TRUE)
DISCARD P
RETURN -1
YES
NO
v
ADDPTOB
SET TO «— TO_CBF_MAX
RETURN 0
SET PROG « (DIST(PV_P,
PV _SE)- DIST(PV_P, EPV))
YES PROG >0
NO
ADDPTOB
SET TO DISCARD P
START TIMER(TO) RETURN -1
RETURN 0

Figure E.1: Non-area contention-based forwarding algorithm
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The pseudo-code of the algorithm is below:

-- Pis the GN packet to be forwarded

-- EPV is the ego position vector

-- PV_Pis the destination position vector contained in the GeoNetworking packet

-- PV_SE is the sender position vector in the LocT with position accuracy indicator PAl_SE
-- Bis the CBF packet buffer

-- TOis the tineout that triggers the re-broadcast of the packet

-- NH LL_ADDR is the LL address of the next hop

-- BCAST is the Broadcast LL address

IF (Pis fromlocal node) THEN
SET NH LL_ADDR — BCAST

RETURN NH_LL_ADDR # I ndicates that packet can be forwarded
END
IF (P INB) THEN # Cont endi ng
REMOVE P FROM B
STOP TI MER
DI SCARD P
RETURN - 1 # Indi cates that packet is discarded
ELSE # New packet
IF (((PV_SE EXISTS) OR (PV_SE = EPV)) AND (PAI _SE = TRUE)) THEN
SET PROG ~ (DI ST(PV_P, PV_SE) - DI ST(PV_P, EPV))
IF (PROG > 0) THEN # Forwardi ng progress
ADD P TO B
SET TO # Eq. E-1 in the present clause
START TI MER(TO)
RETURN 0O # Indi cates that packet is buffered
ELSE
DI SCARD P
RETURN -1 # I ndicates that packet is discarded
ENDI F
ELSE
ADD P TO B
SET TO —~ TO_CBF_MAX
RETURN O # Indicates that packet is buffered
ENDI F
ENDI F

IF (TIMER(TO EXPI RES) THEN

FETCH P FROM B

SET NH LL_ADDR — BCAST

RETURN NH_LL_ADDR # I ndicates that packet can be forwarded
ENDI F
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Annex F (normative):
Area forwarding algorithms

F.1 Overview

The GeoBroadcast forwarding algorithm is used to distribute a data packet within a geographical targer area. The
present document defines three forwarding algorithms:

1) Simpleareaforwarding agorithm (clause F.2).
2)  Contention-based area forwarding algorithm (clause F.3).
3) Advanced GeoBroadcast forwarding algorithm (clause F.4).

The area forwarding algorithms assume that the sender of the data packet islocated inside or at the border of the target
area. If thisis not the case, the packet can be transported from the sender towards the target area, i.e. using non-area
forwarding algorithms as specified in annex E, which is aso referred to as line forwarding.

F.2  Simple GeoBroadcast forwarding algorithm

The algorithm applies when the GeoAdhoc router islocated inside or at the border of the geographical target area
carried in the GeoBroadcast packet header. In this case, the packet shall be re-broadcasted.

NOTE 1: Packet duplicate detection is not part of the forwarding agorithm but of the packet handling operations.
NOTE 2: The algorithm described in annex D determines whether the present algorithm applies.

The agorithm returns one of the following value:
e theBroadcast LL addressBCAST.

The pseudo-code of the algorithm is below:

1 RETURN NH_LL_ADDR ~ BCAST

F.3 Area contention-based forwarding algorithm

Similar to the non-area contention-based forwarding a gorithm, with the area contention-based forwarding (CBF)
algorithm, areceiver decides to be aforwarder of a GN packet.

The algorithm applies when the GeoAdhoc router is located inside or at the border of the geographical target area
carried in the GeoBroadcast or GeoAnycast packet header. When a node broadcasts a GBC/GAC packet with the CBF
algorithm, al neighbours, which receive the packet, processit, buffer the packet in its CBF packet buffer and start a
timer with atimeout that is proportional to the distance between the GeoAdhoc router'slocal position and the position
of the sender, i.e. the node with the maximum forwarding progress will have the smallest timeout (equation F.1). When
the timer expires the node will re-broadcast the GBC packet and implicitly inform the GeoAdhoc routersin its
communication range to not forward the packet. Upon reception of the duplicate these GeoAdhoc routers stop the timer
and remove the packet from the CBF packet buffer.

NOTE 1: The definition of the distance is different from the non-area CBF algorithm (clause E.3), where the
distance is the forwarding progress between the GeoAdhoc router's local position and the destination
position.

NOTE 2: Procedure described in annex D determines whether the present algorithm applies.
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Equation F.1: Calculation of timeout TO_CBF_GBC for buffering packets in the CBF packet buffer:

TO_CBF_MIN-TO_CBF_MAX
M == <
1O CBE GBG- {TO-CBFMA DIST MAX XDIST  forDISKDISTMAX

TO _CBF_MIN forDIST>DIST MAX

where:
TO_CBF_MIN isthe minimum duration the packet shall be buffered in the CBF packet buffer.
TO_CBF_MAX isthe maximum duration the packet shall be buffered in the CBF packet buffer.

DIST is the distance between the GeoAdhoc router's local position and the sender (i.e. previous
forwarder or source) position. The sender position istaken fromits LocTE.

DIST_MAX is the theoretical maximum communication range of the wireless access technology.

NOTE 3: For DIST =DIST_MAX, TO_CBF_GBC becomes TO_CBF_MIN. For the (theoretical) distance
DIST =0, TO_CBF _GBC becomesTO_CBF MAX.

TO_CBF_MIN and TO_CBF _MAX shall be set to the GN protocol constantsi t sGnCbf M nTi me and

i t sGnChf MaxTi ne, respectively. If DIST_MAX isnot defined in the specification of GeoNetworking media-
dependent functionality for the specific ITS access technology (e.g. ETSI TS 102 636-4-2 [55]), it shall be set to the GN
protocol constant i t sGnDef aul t MaxComuni cat i onRange.

Upon expiration of the timer, the GeoAdhoc router re-broadcasts the GBC/GAC packet. Before the timer expires, the
GeoAdhoc router may receive a duplicate of the packet from a GeoAdhoc router with a shorter timeout, i.e. with a
smaller distance to the destination. In this case, the GeoAdhoc router inspects its CBF packet buffer, stops the timer and
removes the GBC/GAC packet from the CBF packet buffer.

The activity diagram of the area CBF algorithm is depicted in figure F.1 for illustration.
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P TIMER(TO)

P is from FETCH P FROM B
localnode »— NO SETNH LL_ADDR « BCAST
RETURN NH_LL_ADDR
NO
YES
h 4
REMOVE P FROM e
YES B

STOP TIMER

DISCARD P

RETURN -1

PV SE EXISTS) OR
(PV_SE = EPV)) AND
(PAI_SE = TRUE)
YES
l NO
A 4
SETNH LL ADDR « BCAST SET DIST « DIST(PV_SE EPV)
RETURN NH LL ADDR SET TO « TO CBF GBC
A 4

| SET TO «— TOCBFMAX}

(START TIMER(TO) J

Figure F.1: Area contention-based forwarding algorithm
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The algorithm returns one of the following four values:

the Broadcast LL address BCAST,
the LL address of the next hop NH_LL_ADDR,
0 indicates that the packet is buffered in the CBF buffer,

-1 indicates that the packet is discarded.

The pseudo-code of the algorithm is below:

©CooO~NOUAWNE

-- Pis the GBC packet to be forwarded

-- EPV is the ego position vector with |atitude LAT and | ongitude LONG
-- PV_SE is the sender position vector in its LocTE

-- with LAT_SE and LONG SE as | atitude and | ongitude

-- and position accuracy indicator_PAl _SE

-- Bis the CBF packet buffer

-- TOis the tinmeout that triggers the re-broadcast of the packet

-- NH LL_ADDR is the LL address of the next hop

-- BCAST is the Broadcast LL address

IF (Pis fromlocal node) THEN # |If local node is origin, can send directly
SET NH LL_ADDR — BCAST
RETURN NH_LL_ADDR

END
IF (P INB) THEN # Cont endi ng
REMOVE P FROM B
STOP TI MER
DI SCARD P
RETURN - 1 # Indi cates that packet is discarded
ELSE # New packet
ADD P TO B
IF (((PV_SE EXISTS) OR (PV_SE = EPV)) AND (PAl _SE = TRUE)) THEN
SET DI ST — DI ST(PV_SE EPV)
SET TO - TO CBF_GBC # Eq. F.1 in the present clause
ELSE
SET TO ~ TO CBF_MAX
ENDI F
START TI MER(TO
RETURN 0 # Indicates that packet is buffered
ENDI F

IF (TIMER(TO) EXPI RES) THEN
FETCH P FROM B
SET NH_LL_ADDR « BCAST
RETURN NH_LL_ADDR

ENDI F

F.4

Area advanced forwarding algorithm

The area advanced forwarding a gorithm includes mechanisms from the Greedy Forwarding (GF) algorithm
(clause E.2) and the area contention-based forwarding (CBF) algorithm (clause F.3). As such it is both sender-based and
receiver-based. It also includes further enhancements of CBF in order to improve the efficiency and reliability.

The relies on four main mechanisms:

1)

2)

3)

4)

CBF isused to deal with uncertainties in terms of reception failure caused by mobility of ITS-S, fading
phenomena and collisions on the wireless medium.

In order to minimize the additional forwarding delay introduced by CBF, CBF is complemented with the
selection of one specific forwarder, referred to as next hop, at the sender. Upon reception of the packet, the
next hop - in case of correct reception - forwards the message immediately.

The efficiency of CBF isimproved by choosing potential forwarders only from a specific sector of the circular
forwarding area; i.e. GeoAdhoc routers located inside the sector (defined by an angle and the maximum
communication range) refrain from retransmission of the packet (sectorial backfire).

The reliability of the dissemination process is increased by a controlled packet retransmission scheme within
the geographical target area.
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The algorithm returns one of the following four values:
e thelLL addressof the next hop (NH_LL_ADDR),
. the Broadcast LL address (BCAST),
. 0 indicates that the packet is buffered in the CBF buffer,
. -1 indicates that the packet is discarded.

The algorithm applies when the GeoAdhoc router islocated inside or at the border of the geographical target area
carried in the GeoBroadcast packet header. At the source, the algorithm selects the next forwarder from its location
table, forwards the packet to the neighbour with the greatest progress (GF) and additionally enters CBF mode (i.e.
buffers the packet in the CBF buffer and starts a timer). When a GeoAdhoc router receives a packet, it checks whether it
islocated inside/at the border of the area. If so and the packet is received as a unicast link-layer frame (i.e. the
GeoAdhoc router was selected as next hop by the sender of the packet), it again forwards the packet by GF. Otherwise,
the GeoAdhoc router checks whether it is aready contending (i.e. the packet is aready in the CBF buffer). In this case,
the packet is regarded as a duplicate and the GeoAdhoc router counts how often the packet is received and where the
sender of the duplicateis located: If the counter exceeds a threshold

(COUNTER > MAX_COUNTER) and the local GeoAdhoc router isinside/at the border of the sectoria area, the
contention is stopped and the packet is discarded.

For the sectorial backfire (mechanism 3, see above), the algorithm uses a function G with the propertiesin equation F.2
and specified in equation F.3 in order to determine whether the GeoAdhoc router is located inside, at the border or
outside a sectorial areathat is defined by the sender's position, the distance between sender and local GeoAdhoc router,
the distance between the sender and the forwarder, the (theoretical) maximum communication range of the wireless
technology and an angle between the forwarder, the sender and the local GeoAdhoc router positions (figure F.2). In
principle, if a GeoAdhoc router is contenting in CBF mode and located outside the sectorial area, the packet is
scheduled for re-broadcast. If a GeoAdhoc router is located inside the sectoria area, it refrains from contending.

pist_F

S

1

+ ANGLE_TH

0/\9) (Local GeoAdhoc router)
\4744‘:\\

Figure F.2: Sectorial contention area

Equation F.2: Properties of the geometric function G:

G +1 inside or at the border of the sectoria area (F.2)
1 outside the sectorial area '
Equation F.3: Calculation of the sectorial contention area:
oo [ 1 for (DIST_R < DIST_F) AND (DIST_F < DIST_MAX) AND (£FSR < ANGLE_TH) (F3)
Tol-1 Otherwise '
where:
DIST R is the distance between the GeoAdhoc router's local position and the sender position. The sender
position is taken from GeoAdhoc router's local LocTE.
DIST_F is the distance between the forwarder position and the sender's position. The forwarder and sender
positions are taken from the corresponding LocTE of the local GeoAdhoc router.
DIST_MAX is the theoretical maximum communication range of the wireless access technology.
ZFR is the angle between the positions of the forwarder, the sender and the local GeoAdhoc router.
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ANGLE_TH isathreshold value for the angle. This threshold shall have a minimum and a maximum value of
30° and 60°, respectively. It shall vary accordingly to neighbour node density and the default value
isgiven by the GN protocol constant i t sGhBr oadcast CBFDef Sect or Angl e.

NOTE: Inapossibleimplementation, the neighbour nodes density depends on the neighbour density, whichis
defined by the number of neighbour nodes seen by the local GeoAdhoc router over the geographical area
covered by the theoretical maximum communication range of the wirel ess access technology, see the
exampl e below.

EXAMPLE:

(1) When DEN_NEIGH < 0,025 node/m? — ANGLE_TH =30°
(2) When 0,025 node/m? < DEN_NEIGH < 0,05 node/m2 ~ — ANGLE_TH = 45°
(3) When DEN_NEIGH > 0,05 node/m? — ANGLE_TH = 60°

In order to increase the reliability of the dissemination process by controlled packet retransmission, a GeoAdhoc router
in CBF mode maintains a counter for the number of re-transmissions for a packet. This counter isincremented every
time this packet is received. When the number of re-transmissions for this packet reaches a threshold, the GeoAdhoc
router stops contending for the packet. By this mechanism, the packet is allowed to be re-transmitted several times for
better reliability, but the data overhead is controlled.

The activity diagram of the area advanced forwarding algorithm isillustrated in figure F.3.
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v

SET NH._| LL GADDR <ol
SET INOUTT «— FILAT,LONG)

p TIMER(TO) |
e FETCHP FROM B
. is from SETNH Ll. ADDR — BCAST
liyts NO local node RETURN NH_LL_ADDR

B.P.COUNTER =
MAX_COUNTER

NG SET NH LL ADDR «— BCAST

RFTl‘R\I NH LI, ADDR
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YES
]

REMOVE PP FROM B
STOP TIMER
DISCARD P
RETURN -

1
YES NO

SET P.COUNTER + 1

SETNH _LL_ADDR < GREEDY(A)
SET TO «— MAX

RETURN NH _LL ADDR

_ SE EXISTS) OF
{PV SE = EPV)) AND
(PAL_SE = TRUE)

YES NO

A 4
SET TO <« TO_CBE_MAX ||

h 4
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SET TO « TO CBF GBC

START TIMER(TO)

Figure F.3: Area advanced forwarding activity diagram
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-- Pis the GBC packet to be forwarded

80 ETSI EN 302 636-4-1 V1.3.1 (2017-08)

-- L_LL_ADDR is the LL address of the |ocal GeoAdhoc router
-- NH LL_ADDR is the LL address of the next hop
-- DEST_LL_ADDR is the LL destination address carried in P

-- Bis the CBF packet buffer

-- EPV is the local position vector with |atitude LAT and | ongitude LONG

-- PV_SE is the sender position vector inits LocTE with |latitude LAT_SE, |ongi
-- and position accuracy indicator PAl_SE
-- TOis the tineout that triggers the re-broadcast of the packet
-- COUNTER is the retransmt counter for the packet P

-- MAX_ COUNTER is the retransnmt threshold

-- BCAST is the Broadcast LL address

-- GREEDY() is the GF algorithmas specified in clause E. 2
-- INOQUT1 indi cates whether the | ocal GeoAdhoc router is outside the target area or not
-- INQUT2 indicates whether the |ocal GeoAdhoc router is outsid

-- area or not.

e the sectorial

-- INQUT3 indi cates whether the sender is outside the target area or not

IF (Pis fromlocal node) THEN
SET NH_LL_ADDR ~ BCAST
RETURN NH_LL_ADDR

END

SET NH LL_ADDR ~ -1

SET I NOUT1 — F(LAT, LONG

IF (P INB) THEN
I F (B. P. COUNTER > MAX_COUNTER) THEN

REMOVE P FROM B
STOP TI MER
DI SCARD P
RETURN -1
ELSE
SET I NOUT2 ~ ()
IF (INOUT2 = 0) THEN
REMOVE P FROM B
STOP TI MER
DI SCARD P
RETURN -1
ELSE
SET COUNTER++
SET TO ~ TO CBF_GBC
START TI MER(TO)
RETURN 0
ENDI F
ENDI F

ELSE
ADD P TO B
|F (DEST_LL_ADDR = L_LL_ADDR) THEN

SET P. COUNTER ~ 1
SET NH_LL_ADDR — GREEDY( A)
SET P. TO - MAX
START TI MER(TO)
RETURN NH_LL_ADDR
ELSE

#

H* H H #* HHHHH

H* H

#

#

#

#

If local node is orig

in, can send dir

Initialize NH LL_ADDR

Eq. D.1 in Note 2 of
Cont endi ng
St op contendi ng

annex D

Renmove packet from CBF buffer

Di scard packet
I ndi cates that packet

Eq. E. 4 for sectorial
Inside or at the bord

i s discarded

contention area
er of sectorial

Renmove packet from CBF buffer

Di scard packet

I ndi cates that packet
Qut si de of sectorial
Eq. F.1 in clause F. 3

I ndi cates that packet

New packet

G eedy forwarding

i s discarded
area

is buffered

# Initialize COUNTER
G eedy()returns LL address of next hop or O
# Set to TO CBF_MAX (F.

CBF

1 in clause F.3)

IF ((PV_SE EXISTS) OR (PV_SE = EPV)) AND (PAI _SE = TRUE)) THEN

SET DI ST « DI ST(PV_SE EPV)
SET TO ~ TO CBF_GBC
ELSE
SET TO ~ TO CBF_MAX
ENDI F
START TI MER(TO)
RETURN 0
ENDI F
ENDI F
I F (TIMER(TO) EXPIRES) THEN
FETCH P FROM B
SET NH_LL_ADDR — BCAST
RETURN P, NH_LL_ADDR
ENDI F

#

#

Eq. F.1 in clause F. 3

I ndi cates that packet
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Annex G (normative):
GeoNetworking traffic classification

GeoNetworking shall support traffic classification where each GeoNetworking packet is placed into a limited number of
traffic classes. The traffic classification of GeoNetworking packets shall be based on the TC field in the GeoNetworking
Common Header (clause 9.7.5).

GeoNetworking applies particular mechanisms for data traffic management to each traffic class differently. The
GeoNetworking media-independent operations in the present document support SCF per traffic class. Further data
traffic management mechanisms are specified in the media-dependent parts of GeoNetworking protocol specification,
such as for ITS-G5 as specified in ETSI TS 102 636-4-2 [5].

A mapping between atraffic class to data traffic management mechanismsis configured by the GN management
services at start-up (see annex K).
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Annex H (normative):
GeoNetworking protocol constants

The GeoNetworking protocol constants and their default/initial values shall be as specified in table H.1.

The protocol constants represent MIB attributes specified in annex I.

Table H.1: GeoNetworking protocol constants

Iltem

GeoNetworking protocol constant

Default/initial value

Comment

itsGnLocalGnAddr

GeoNetworking address of the GeoAdhoc
router

itsGnLocalAddrConfMethod

MANAGED (1)

AUTO (0): Local GN_ADDR is configured
from MIB

MANAGED (1): Local GN_ADDR is
configured via the GN management using
the service primitive GN-MGMT (annex K)
ANONYMOUS (2): Local GN_ADDR is
configured by the Security entity

itsGnProtocolVersion

Version of the GeoNetworking protocol
set in the GeoNetworking protocol
headers

itsGnlsMobile

Stationary (0)
Mobile (1)

Indicates whether ITS-S is stationary or
mobile

itsGnlfType

Unspecified (0)
ITS-G5 (1)

Indicates type of interface

itsGnMinUpdateFrequencyEPV

1000

Minimum update frequency of EPV in
[1/ms]

itsGnPailnterval

80

Distance related to the confidence
interval for latitude and longitude [m].
Used to determine the PAI (clause 9.5.2)

itsGnMaxSduSize

1398

Maximum size of GN-SDU [octets]
1500 - GN_MAX (88) - GNSEC_MAX (0)

itsGnMaxGeoNetworkingHeaderSize

88

GN_MAX: Maximum size of
GeoNetworking header [octets]

Without security, the size is determined
by the GeoUnicast packet header as
defined in clause 9.8.2. If the
GeoNetworking packet is secured
(clause 9.4) the maximum size of the
GeoNetworking header is set to the size
of the Basic Header and the size of the
Secured Packet

10

itsGnLifetimeLocTE

20

Lifetime of location table entry [s]

11

itsGnSecurity

DISABLED (0)
ENABLED (1)

Indicates whether GN security is enabled
(1) or disabled (0)

12

itsGnSnDecapResultHandling

STRICT (0)
NON-STRICT (1)

Indicates the handling of the SN-DECAP
result code (service primitive SN-
ENCAP.confirm parameter report). If the
GN protocol constant

i t sGhSnDecapResul t Handl i ng is set
to STRICT (0), received GN packets that
are not correctly verified and decrypted
(service primitive SN-ENCAP.confirm
parameter report != SUCCESS) are
always dropped. If

i t sGSnDecapResul t Handl i ng isset
to NON-STRICT (1), GN packets that are
not correctly verified and decrypted can
be passed to the upper protocol entity for
further processing
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Item GeoNetworking protocol constant Default/initial value Comment

13 |itsGnLocationServiceMaxRetrans 10 Maximum number of retransmissions of
LS Request packets

14 |itsGnLocationServiceRetransmitTimer 1 000 Duration of Location service retransmit
timer [ms]

15 |itsGnLocationServicePacketBufferSize |1 024 Size of Location service packet buffer
[Octets]

16 |itsGnBeaconServiceRetransmitTimer 3000 Duration of Beacon service retransmit
timer [ms]

17 |itsGnBeaconServiceMaxJitter i t sGhBeaconSer vi ceRet |Maximum beacon jitter [ms]

ransmtTiner /4

18 |itsGnDefaultHopLimit 10 Default hop limit indicating the maximum
number of hops a packet travels

19 |itsGnDPLLength 8 Length of Duplicate Packet List (DPL) per
source (clause A.2)

20 |itsGnMaxPacketLifetime 600 Upper limit of the maximum lifetime [s]

21 |itsGnDefaultPacketLifetime 60 Default packet lifetime [s]

22 |itsGnMaxPacketDataRate 100 Maximum packet data rate for a
GeoAdhoc router [Ko/s]. If the mean
(EMA) packet data rate a of a GeoAdhoc
router exceeds the value, packets from
this GeoAdhoc router (source or sender)
are not forwarded

23 |itsGnMaxPacketDataRateEmaBeta 920 Weight factor for the Exponential Moving
Average of the packet data rate PDR
(clause B.2) in percent

24  |itsGnMaxGeoAreaSize 10 Maximum size of the geographical area
for a GBC and GAC packet [km?].
If the geographical area size exceeds the
maximum value, the GeoNetworking
packet shall not be sent (source) and not
be forwarded (forwarder)

25 [itsGnMinPacketRepetitioninterval 100 Lower limit of the packet repetition
interval [ms]

26 |itsGnNonAreaForwardingAlgorithm GREEDY (1) Default forwarding algorithm outside
target area

27 |itsGnAreaForwardingAlgorithm CBF (2) Default forwarding algorithm inside target
area

28 |itsGnCbfMinTime 1 Minimum duration a GN packet shall be
buffered in the CBF packet buffer [ms]

29 [itsGnCbfMaxTime 100 Maximum duration a GN packet shall be
buffered in the CBF packet buffer [ms]

30 |itsGnDefaultMaxCommunicationRange |1 000 Default theoretical maximum
communication range [m]

31 |itsGnBroadcastCBFDefSectorAngle 30 Default threshold angle for advanced
GeoBroadcast algorithm in clause F.4
[degrees]

32 |itsGnUcForwardingPacketBufferSize 256 Size of UC forwarding packet buffer [Ko]

33 |itsGnBcForwardingPacketBufferSize 1024 Size of BC forwarding packet buffer [Ko]

34 |itsGnCbhfPacketBufferSize 256 Size of CBF packet buffer [Ko]

35 |itsGnDefaultTrafficClass 0x00 Forwarding: Default traffic class
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Annex | (informative):
ASN.1 encoding of the GeoNetworking MIB

1.1 Use of modules

The ASN.1 module of the present document is 1 TSGN {itu-t(0) identified-or ganization(4) etsi(0) itsgn(2636-4)} as
specified in the following clause.

The ASN.1 module adopts textual conventions defined separately and imported as modules. Objects defined using
textual conventions are always encoded by means of the rules that define their primitive type. The adapted subsets of
ASN.1 notation described in IETF RFC 2578 [i.5] (SNMPv2-SMI) and IETF RFC 2579 [i.7] (SNMPv2-TC) are
imported.

1.2 ASN.1 module

kkhkkhkkhkkhkkhkkhkkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkhkhkhkhkhkhkkhkkhkkhkkhkkhkkhkkhkkkhkkhkkhkkhkhkkhkkhkkhkkhkkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkkkkkkkkkkkkk*x*%x

-- * ETSI TCITS TS 102 636-4 GeoNetworking M B

B R R R R R R R R R R R R R

| TSGN-M B DEFI NI TI ONS: : =BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE,
Unsi gned32, | nteger32,

enterprises FROM SNVPv2- SM

SnmpAdmi nStri ng FROM SNWP- FRAVMEVWORK- M B
TEXTUAL- CONVENTI ON, Trut hVal ue FROM SNWPv2- TC

I nt erfacel ndex FROM | F- M B;

khkkhkkhkkhkkhkkhkhkhkhkhkhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkkhkkkkk*x*%x

-- * MODULE I DENTITY

B e R R X X

itsGr MODULE-| DENTI TY
LAST- UPDATED "201703030000Z"
ORGANI ZATI ON "ETSI Technical Conmmittee | TS WG3"
CONTACT- | NFO
"WG Emai | : | TS_ Ws3@ 1 ST. ETSI . ORG'
DESCRI PTI ON
"The M B nodul e for EN 302 636-4 (CGeoNetworking) entities
itu-t(0).identified-organi zation(4).etsi(0).itsgn(26364)"

REVI SI ON "201703030000Z"

DESCRI PTION "TS 102 636-4-1 V1.2, 14"
REVI SI ON "201612050000Z"

DESCRI PTION "TS 102 636-4-1 V1.2.9"
REVI SI ON "201512220000Z"

DESCRI PTION "TS 102 636-4-1 V1.2.6"
REVI SI ON "201403050000Z"

DESCRI PTION "EN 302 636-4-1 V1.2.1"
REVI SI ON "201306010000Z"

DESCRI PTION "EN 302 636-4-1 V0.5.0"
REVI SI ON "201305180000Z"

DESCRI PTION "EN 302 636-4-1 V0. 4.0"
REVI SI ON "201302250000Z"

DESCRI PTION "EN 302 636-4-1 \0.2.3"
REVI SI ON "201301220000Z"

DESCRI PTION "EN 302 636-4-1 \0.2.1"
REVI SI ON "201103310000Z"

DESCRI PTION "TS 102 636-4-1 VO.1.2"
REVI SI ON "201011160000Z"

DESCRI PTION "TS 102 636-4-1 VO0.0.9"
REVI SI ON "201007140000Z"

DESCRI PTION "TS 102 636-4-1 VO0.0.7"
REVI SI ON "201006140000Z"

DESCRI PTION “Initial version: TS 102 636-4-1 VO0.0.6"
::={ enterprises 13019 26364 }
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B R R R R R R R R R R R

-- * PRI MARY GROUPS

kkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkkhkkkhkkhkkhkkhkkhkkhkkkhkkhkkhkkhkkkkkkkkkkkkkkk*x*%x

itsGnbj ects OBJECT IDENTIFIER ::= { itsGh 1}
itsGhStatistics OBJECT IDENTIFIER ::= { itsG1 2 }
i t sGhConf ormance OBJECT IDENTIFIER ::= { itsG1 3 }

kkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkhkkhkhkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkhkhkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkhkkhkhkkhkkhkkhkkkhkkhkkkkhkkkhkkhkkkkkkkkkkkkkkk*x*%x

* SUB GROUPS

R R RS R S S R R R R R S R S S S R R R R R R R R R R R R R EEEEEEEEEEEEEEE]

i tsGhvgnt OBJECT IDENTIFIER ::= { itsGhObjects 1 }

khkkhkkhkkhkkhkkhkhkhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhkhhhhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkkkkkkx*x*%

* SUB GROUPS

DR e R R X X

itsCGnSystem OBJECT | DENTI FI ER :: itsGngnt 1 }
itsGConfig OBJECT | DENTI FI ER : itsGhgnt 2 }
i tsGnLocati onService OBJECT | DENTI FI ER : itsGhvgnt 3 }
i t sGhBeaconServi ce OBJECT | DENTI FI ER : itsGhgnt 4 }
i t sGhPacket Forwar di ng OBJECT | DENTI FI ER : : itsGhmgnt 5 }

khkkhkkhkkhkkhkkhkkhkkhkkhkhkhhkhhhkhhhhhhhhhhhhhhhhhhkhkhkhkhkhkhkhkhkkhkkhkkhkhkhkkhkkhkkhkhkkhkkhkkhkkhkkhkkhkkhkhkkhkkkkkkkkkkkkkkk*k*x*%x

* TEXTUAL CONVENTI ONS

B R R R R R X x

GnhAddr ess :: = TEXTUAL- CONVENTI ON

DI SPLAY- HI NT " 2x: 2x: 2x: 2x"
STATUS current
DESCRI PTI ON

"Represents a GeoNetwor ki ng address:

Cctets Contents Encodi ng
1-8 GN addr ess net wor k- byt e order"

SYNTAX OCTET STRING (SI ZE (8))

B R R R R R R R R R R

* GN OBJECTS GROUP

kkhkkhkkhkkhkkhkkhkkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkkkkkkkkkkkkk*x*%x

B R R R R R R R R R R R R R

* GN SYSTEM GROUP

kkhkkhkkkhkkhkkhkkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkhkhkhkkhkhkhkhkkhkhkkhkhkkhkhkkhkkhkkhkkkhkkhkkhkkhkkkkkkkkkkkkkkkkkkkk*x*%x

itsCGnlfTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF ItsCGnlfEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"A table representing the interfaces that will be used by the
GeoAdhoc router for communication. Each entry in this table
represents a configured egress interface.

i={ itsGrSystem 1 }

itsGnl fEntry OBJECT- TYPE

SYNTAX ltsGnlfEntry

MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"An entry in the interface table. |t

represents a single interface entry.

INDEX { itsGnlflndex }
o= { itstnlfTable 1}

ItsGalfEntry @ : =
SEQUENCE {
itsGnl fl ndex I nt erfacel ndex,
itsGlfPriority Unsi gned32,
itsGnlfDescription SnnpAdnmi nStri ng

}
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itsGnlflndex OBJECT-TYPE

SYNTAX I nterfacel ndex
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"The index of the interface of the GeoAdhoc router.

= { itsGnlfEntry 1}

itsGlfPriority OBJECT- TYPE

SYNTAX Unsi gned32 (0. .255)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The priority configured to the interface.

This value will be configured to a val ue between 0

and 255.
o= { itsGrlfEntry 2}

itsGnl fDescription OBJECT- TYPE
SYNTAX SnnpAdnmi nStri ng
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"A human-readabl e textual description of the
interface on the GeoAdhoc router.

o= { itsGlfEntry 3}

khkkhkkhkkhkkhkkhkkhkkhkkhkhkhkhkhkhhkhhhhkhhhkhhhkhkhhhhhhhkhhhkhkhkkhkhkhkkhkkhkhkkhkkhkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkkkkkkkkkkkkkkk*k*k*x*%x

-- * GN CONFlI GURATI ON SUB GROUP

R R R R R R R

i t sGhLocal GhAddr OBJECT- TYPE
SYNTAX GnAddr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
" CGeoNet wor ki ng address of the GeoAdhoc router."
o= { itsGConfig 1}

i t sGhLocal Addr Conf Met hod OBJECT- TYPE
SYNTAX I NTEGER {
aut o(0),
managed( 1),
anonynous( 2)

MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"AUTO Local GN_ADDR is configured fromMB
MANAGED: Local GN_ADDR is configured via the GN managenment using the service primtive G\ MaVI
ANONYMOUS: Local GN_ADDR is configured by the security entity"
o= { itsGConfig 2 }

i t sGnPr ot ocol Versi on OBJECT- TYPE
SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
" CGeoNet wor ki ng protocol version."
o= { itsGConfig 3}

i tsGnl sMobi |l e OBJECT- TYPE

SYNTAX Trut hVal ue

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"I'ndi cates whether |ITS station is stationary or nobile."

o= { itsGConfig 4 }
itsGnl f Type OBJECT- TYPE

SYNTAX I NTEGER{

unspeci fi ed(0),
its-g5(1)

MAX- ACCESS read-only
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STATUS current
DESCRI PTI ON
"ITS interface type."
:={ itsGrConfig 5 }

i t sGaM nUpdat eFr equencyEPV OBJECT- TYPE

SYNTAX I nt eger 32(0. . 65635)

UNI TS "mlliseconds"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"M ni mum updat e frequency of |ocal position vector (EPV) in ns."

:={ itsGrConfig 6 }

i tsGnPai | nterval OBJECT- TYPE

SYNTAX I nt eger 32(0..100)

UNI TS "meters"”

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Distance related to the confidence interval of latitude and longitude in m Used to determ ne

the Position Accuracy Indicator (PAI)."
o= { itsGConfig 7 }

i t sGhMaxSduSi ze OBJECT- TYPE

SYNTAX I nt eger 32(0..65635)

UNI TS "Byt es"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Maxi mum si ze of GN-SDU in bytes."

o= { itsGConfig 8 }

i t sGhMaxGeoNet wor ki ngHeader Si ze OBJECT- TYPE

SYNTAX I nt eger 32(0..65635)

UNI TS "Byt es"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Maxi mum si ze of GeoNetworking header in bytes."

o= { itsGConfig 9 }

itsCnlLifeti meLocTE OBJECT- TYPE

SYNTAX I nt eger 32(0. . 65635)
UNI TS " Seconds"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
" Location table maintenance: Lifetime of an entry in the location table
ins."

= { itsGhConfig 10 }

itsGnSecurity OBJECT- TYPE
SYNTAX | NTEGER {
di sabl ed (0),
enabl ed (1)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"I ndi cates whether GN security is enabled (1) or disabled (0)."
o= { itsGConfig 11 }

i t sGhSnDecapResul t Handl i ng OBJECT- TYPE
SYNTAX I NTEGER {
strict (0),
non-strict (1)

}

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"I ndi cates the handling of the SN-DECAP result code (service
primtive SN ENCAP. confirm paraneter report). If set to STRICT
(0), received GN packets that are not correctly verified and
decrypted (service primtive SN-ENCAP. confirm paraneter report
= CORRECT) are always dropped. If set to NONSTRICT (1), GN
packets that are not correctly verified and decrypted can be
passed to the upper protocol entity for further processing."
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= { itsGConfig 12 }

kkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkkhkkkhkkhkkhkkhkkhkkhkkkhkkhkkhkkhkkkkkkkkkkkkkkk*x*%x

-- * GN LOCATI ON SERVI CE SUB GROUP

kkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkhkkhkhkhkkhkkhkkhkhkkhkkhkkhkhkkhkkhkkhkkhkkhkkhkkhkkkhkkhkkhkkkkkkkkkkkkkkkk*x*%x

i tsGhLocati onServi ceMaxRet rans OBJECT- TYPE

SYNTAX I nt eger 32( 0. . 255)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Location service: Mxinmum nunber of retransm ssions for a LS Request."
::={ itsGnLocationService 1}

i tsGnLocati onServi ceRetransm t Ti ner OBJECT- TYPE

SYNTAX I nt eger 32( 0. . 65535)
UNI TS "mlliseconds"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Location service: Duration of LS request retransmit tinmer in mns.
::={ itsGnLocationService 2 }

i tsGnLocati onServi cePacket Buf f er Si ze OBJECT- TYPE

SYNTAX I nt eger 32(0..65535)
UNI TS "Byt es"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Location service: Size of LS packet buffer in bytes.
::={ itsGilLocationService 3}

R R R R R R R R R R R

-- * GN BEACON SERVI CE SUB GROUP

khkkhkkhkkhkkhkkhkkhkkhkhkhkhkhkhkhhhhhhhkhkhkhhkhkhkhkhhhhhhkhkhkhkkhkhkhkkhkkhkkhkkhkkhkhkkhkhkkhkkhkkhkhkkhkkhkkhkkhkkhkkhkkkkkkkkkkkkkkkkk*k*x*%x

i t sGhBeaconServi ceRetransmi t Ti mer OBJECT- TYPE

SYNTAX I nt eger 32( 0. . 65535)
UNI TS "mlliseconds"”

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Beacon service: Duration of Beacon retransmt tiner in ns.
c:= { itsGnBeaconService 1 }

i t sGhBeaconServi ceMaxJi tter OBJECT- TYPE

SYNTAX I nt eger 32( 0. . 65535)
UNI TS "mlliseconds"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Beacon service: Maxi mum Beacon jitter in ns.
1= { itsGnBeaconService 2 }

khkkhkkhkkhkkhkkhkhkhhkhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhkhkhhkhhhkhkhkhkhkhkhkhkhkhkhkhkhkkkkk*x*

-- * GN PACKET FORWARDI NG SUB GROUP

B R R X X

i t sGnDef aul t HopLi mi t OBJECT- TYPE

SYNTAX I nt eger 32( 0. . 255)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Default hop limt indicating the nmaxi mum nunber of hops a packet travels."
= { itsGhPacket Forwarding 1 }

i t sGnDPLLengt h OBJECT- TYPE

SYNTAX I nt eger 32(0. . 65535)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Length of Duplicate Packet List (DPL) per source."
::= { itsGPacket Forwarding 2 }

i t sGhMaxPacket Li feti ne OBJECT- TYPE
SYNTAX I nt eger 32( 0. . 6300)
UNI TS "seconds"

MAX- ACCESS read-only
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STATUS current
DESCRI PTI ON
"Upper limt of the maximumlifetine of a packet in s."
c:= { itsGPacket Forwarding 3 }

i t sGnDef aul t Packet Li feti me OBJECT- TYPE

SYNTAX I nt eger 32( 0. . 6300)

UNI TS "seconds"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Default value of the maximumlifetime of a packet in s."

::={ itsGnPacket Forwarding 4 }

i t sGnMaxPacket Dat aRat e OBJECT- TYPE
SYNTAX I nt eger 32
UNI TS "kByt es/s"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Maxi mum packet data rate for a GeoAdhoc router in
[kBytes/s]. If the mean (EMA) packet data rate exceeds the
val ue, packets fromthis GeoAdhoc router (source or sender) are
not forwarded."
1= { itsGnPacket Forwarding 5 }

i t sGnMaxPacket Dat aRat eEmaBet a OBJECT- TYPE

SYNTAX I nt eger 32

UNI TS "o

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Wei ght factor for the Exponential Myving Average (EMA) of the packet data rate PDR in

percent."
::={ itsGnPacket Forwarding 6 }

i t sGhMaxGnAr eaSi ze OBJECT- TYPE
SYNTAX I nt eger 32
UNI TS "knR"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Maxi mum si ze of the geographical area for a GBC and GAC packet
[knR]. If the geographical area size exceeds the maxi mum val ue,
The GeoNetwor ki ng packet shall not be sent (source) and not be
forwarder (forwarder)"
.= { itsGnPacket Forwarding 7 }

i t sGWM nPacket Repetitionl nterval OBJECT- TYPE
SYNTAX | nt eger 32(0..1000)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Lower limt of the packet repetition interval in ns."
;= { itsGPacket Forwarding 8 }

i t sSGhG\NonAr eaFor war di ngAl gori t hm OBJECT- TYPE

SYNTAX I NTEGER {
unspeci fi ed (0),
gr eedy (1),
cbf (2)

}

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Default GeoUnicast forwarding algorithm™
;.= { itsGnPacket Forwarding 9 }

i t sSGhAr eaFor war di ngAl gorit hm OBJECT- TYPE

SYNTAX I NTEGER {
unspeci fi ed (0),
sinple (1),
chf (2),

advanced (3)
}
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON
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"Default GeoBroadcast forwarding algorithm"
::= { itsGPacket Forwarding 10 }

i tsGnCbf M nTi ne OBJECT- TYPE
SYNTAX I nt eger 32(0. . 65635)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"M ni mum duration a GeoBroadcast packet shall be buffered in the CBF packet buffer in ns."
;.= { itsGPacket Forwarding 11 }

i t sCGnCbf MaxTi ne OBJECT- TYPE
SYNTAX I nt eger 32(0. . 65635)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Maxi mum durati on a CGeoBroadcast packet shall be buffered in the CBF packet buffer in ns."
;.= { itsGrPacket Forwarding 12 }

i t sGnDef aul t MaxCommuni cat i onRange OBJECT- TYPE
SYNTAX I nt eger 32(0..65635)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Default theoretical naxi mum conmmunication range in m"
;= { itsGhPacket Forwarding 13 }

i t sGnBr oadcast CBFDef Sect or Angl e OBJECT- TYPE
SYNTAX I nt eger 32( 0. . 180)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Default threshold angle for advanced GeoBroadcast algorithmin degrees."
::= { itsGPacket Forwarding 14 }

i t sGhUcFor war di ngPacket Buf f er Si ze OBJECT- TYPE

SYNTAX | nt eger 32( 0. . 255)

UNI TS "kByt e"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Forwardi ng: Size of UC forwarding packet buffer in kByte."

::= { itsGPacket Forwarding 15 }

i t sGhBcFor war di ngPacket Buf f er Si ze OBJECT- TYPE

SYNTAX I nt eger 32(0.. 65535)

UNI TS "kByte"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Forwardi ng: Size of BC forwardi ng packet buffer in kByte."

::={ itsGnPacket Forwarding 16 }

i t sGnCbf Packet Buf f er Si ze OBJECT- TYPE

SYNTAX I nt eger32(0.. 65535)

UNI TS "kByte"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Forwardi ng: Size of CBF packet buffer [Kbytes].."

::={ itsGnPacket Forwarding 17 }

itsCGnTrafficC ass OBIJECT- TYPE
SYNTAX I nt eger 32( 0. . 255)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Forwardi ng: Default traffic class."
::={ itsGnPacket Forwarding 18 }

END
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Annex J (informative):
GeoNetworking data services

J.1 General

The GN data service primitives allow entities of TS transport protocols to send and receive PDUs viathe GN_SAP.

J.2 GN-DATA.request

The service primitive GN-DATA.request is used by the I TS transport protocol entity to request sending a
GeoNetworking packet. Upon reception of the service primitive GN-DATA.request, the GeoNetworking protocol
delivers the GeoNetworking packet to the LLC protocol entity viathe IN_SAP.

The parameters of the GN-DATA.request are as follows:

G\ DATA. r equest  (
Upper protocol entity,
Packet transport type,
Desti nati on address,
Communi cation profile,
Security profile, (optional)
ITS-AID I ength, (optional)
| TS-AI D, (optional)
Security perm ssions |length, (optional)
Security permi ssions, (optional)
Security context information, (optional)
Security target IDlist length, (optional)
Security target ID list, (optional)
Maxi mum packet lifetime, (optional)
Repetition interval, (optional)
Maxi mum repetition time, (optional)
Maxi mum hop linmit, (optional)
Traffic class,
Lengt h,
Dat a

)

The Upper protocol entity parameter specifies whether the service primitive was triggered by an I TS Transport protocol
(e.g. BTP) or by the GeoNetworking to |Pv6 Adaptation Sub-Layer (GN6ASL).

The Packet transport type parameter specifies the packet transport type (GUC, SHB, TSB, GBC, GAC).

The Destination parameter specifies the destination address for GeoUnicast or the geographical areafor GBC/GAC.
The destinations address for GeoUnicast can optionally contain the MID field only; with the other fields set to O (see
figure 3 and table 1).

The Communication profile parameter determines the LL protocol entity (e.g. unspecified, ITS-G5).
The Security profile parameter determines the security service to invoke.

The ITSAID length parameter specifies the length of the value provided in the ITS-AID parameter.
The ITSAID parameter specifiesthe ITS-AID for the payload to be sent.

The Security permissions length parameter specifies the length of the value provided in the Security permissions
parameter.

The Security permissions parameter specifies the SSP associated with the ITS-AID.

The Security context information parameter specifiesinformation to be used to selecting properties of the security
protocol.

The Security target ID list length parameter specifies the length for the value of the SecurityTarget ID List parameter.
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The Security target 1D list parameter specifies an unordered collection of target |Ds used by the security entity, for
specifying multiple recipients.

The Maximum lifetime parameter specifies the maximum tolerable timein [s] a GeoNetworking packet can be buffered
until it reaches its destination. The parameter is optional. If it is not used, the GN protocol constant
i t sGnDef aul t Packet Li f eti me isused.

The Repetition interval parameter specifies the duration between two consecutive transmissions of the same
GeoNetworking packet during maximum repetition time of a packet in [ms]. The parameter isoptional. If it is not used,
the packet is not repeated.

The Maximum repetition time parameter specifies the duration in [ms] for which the packet will be repeated if the
Repetition interval is set. The parameter is optional; if the Repetition interval is not used, it is omitted.

The Maximum Hop Limit specifies the number of hops a packet is allowed to have in the network, i.e. how often the
packet is allowed to be forwarded.

The Traffic class parameter specifies the traffic class for the message.
The Length parameter indicates the length of the Data.

The Data parameter represents the payload of the GeoNetworking packet to be sent, i.e. the T-SDU/GN6-SDU.

J.3 GN-DATA.confirm

The service primitive GN-DATA.confirmis used to confirm that the GeoNetworking packet was successfully processed
in response to a GN-DATA.request. For the reception of the primitive, no behaviour is specified.

The parameters of the service primitive are as follows:
GN\- DATA. confirm (
Resul t Code
)
The ResultCode parameter specifies whether the service primitive GN-DATA.request is:
1) accepted;

2)  rejected due to maximum length exceeded if the size of the T/GN6-PDU exceeds the GN protocol constant
i t sGiMaxSduSi ze;

3) rgected due to maximum lifetime exceeded if the lifetime exceeds the maximum value of the GN protocol
constant i t sGhMaxPacket Li f et i me;

4)  rejected dueto repetition interval too small, if the repetition interval is smaller than the GN protocol constant
i tsG'M nPacket Repetitionlnterval;

5)  reected due to unsupported traffic class;

6) reected dueto geographical area exceeds the maximum geographical areasize in the GN protocol constant
i t sGhVaxGeoAr eaSi ze; or

7)  reected for unspecified reasonsif the service primitive GN-DATA.request cannot be accepted for any other
reason.

J.4 GN-DATA.indication

The service primitive GN-DATA.indication indicates to an upper protocol entity that a GeoNetworking packet has been
received. The service primitive is generated by the GeoNetworking protocol to deliver data contained in areceived
GeoNetworking packet to upper protocol entity. The data of the GeoNetworking packet are processed as determined by
the receiving upper protocol entity.
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The parameters of the service primitive GN-DATA.indication are as follows:

GN\- DATA. i ndi cation (
Upper protocol entity,
Packet transport type,
Destination, (optional)
Source position vector,
Security report, (optional)
Certificate id, (optional)
I TS-AID I ength, (optional)
I TS-AID, (optional)
Security perm ssions |length, (optional)
Security perm ssions, (optional)
Traffic class,
Remai ni ng packet lifetime, (optional),
Remai ning hop limt, (optional)
Lengt h,
Dat a -- T/ G\6- PDU
)

The Upper protocol entity parameter determines the protocol entity that processes the service primitive (BTP or GN6).
The Packet transport type parameter is the packet transport type (GUC, SHB, TSB, GBC, GAC) of the received packet.

The Destination parameter is the destination address for GeoUnicast or the geographical areafor
GeoBroadcast/GeoAnycast with which the GeoNetworking packet was generated by the source.

The Source position vector parameter is the geographical position for the source of the received GeoNetworking packet.

The Security report contains result information from the security operations for decryption and verification (parameter
report in the service primitive SN-DECAP.confirm).

The Certificate id contains the identification of source certificate, for example the certificate hash (parameter
certificate_id in the service primitive SN-DECAP.confirm).

The ITSAID length parameter specifies the length of the value provided in the ITS AID parameter (parameter
its_aid_length in the service primitive SN-DECAP.confirm).

The ITSAID parameter specifiesthe ITS-AID for the received payload (parameter its_aid in the service primitive
SN-DECAP.confirm).

The Security permissions length parameter specifies the length of the value provided in the Security permissions
parameter (parameter permissions_length in the service primitive SN-DECAP.confirm).

The Security permissions parameter contains the sender permissions (parameter permissionsin the service primitive
SN-DECAP.confirm).

The Traffic class parameter is the traffic class, with which the GeoNetworking packet was generated by the source.
The Remaining packet lifetime parameter is the remaining lifetime of the packet.

The Remaining hop limit parameter is the remaining hop limit of the packet.

The Length parameter is the length of the Data parameter.

The Data parameter is the payload of the received GeoNetworking packet, i.e. the T-PDU/GN6-PDU.
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Annex K (informative):
GeoNetworking management services

K.1 General

The GN management service primitives allow the ITS Networking & Transport Layer Management entity to update
position, time and GeoNetworking address of the GeoAdhoc router.

K.2  GN-MGMT.request

The service primitive GN-MGMT.request is generated by the GeoNetworking protocol at the initialization phase in
order to request management information, i.e. time, position vector, GeoNetworking address, TC mapping. After
receiving the service primitive GN-MGMT.request, the I TS Networking & Transport Layer Management entity isin
charge of providing the GeoNetworking entity with the requested management information.

The parameter of the GN-MGMT.request is as follows:

G\ MGMT. r equest  (
Request cause

)

The Request cause parameter specifies the type of requested information, i.e. time, position vector, GeoNetworking
address, TC mapping. In case the GeoNetworking address is requested, the parameter aso indicates whether the address
request is caused by DAD or isaninitial request.

K.3 GN-MGMT.response

The service primitive GN-MGMT.response is generated by the I TS Networking & Transport Layer Management entity
to indicate an update of management information, i.e. time, position vector, GeoNetworking address and TC mapping.
The service primitive can be triggered upon reception of a GN-MGMT.request primitive or can be generated
unsolicited, i.e. without a service primitive GN-MGMT.request.

The parameters of the GN-MGMT.response are as follows:
G\ MGMT. r esponse (

Time (optional)

Local position vector (optional)

GeoNet wor ki ng address (optional)
TC mappi ng (optional)
)

The Time parameter specifies the timestamp that is used as a reference to determine the freshness of received
information carried in packets.

The Local position vector parameter specifiesthe ITS-S's most recent position vector (geographical position, speed,
heading, timestamp when the position vector was generated, and corresponding accuracy information).

The GeoNetworking address parameter specifies the GeoNetworking address that is used by the GeoNetworking
protocol.

The TC mapping parameter specifies the mapping of Traffic class IDsto TC-related parameters (annex G).

All parameters are optional, whereas at least one parameter is present.
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Annex L (informative):
Interface to the Security entity

L.1  Security services used by the GeoNetworking
protocol

The GeoNetworking protocol may exchange information with the security entity viathe Sec GN_SAP (figure 1). The
Sec_GN_SAP may be realized as SN-SAP (ETSI TS 102 723-8 [i.2]).

The GeoNetworking protocol may use the following security services as specified in ETS| TS 102 723-8 [i.2]:
1) SN-ENCAP,
2) SN-DECAP,
3) SN-IDCHANGE-SUBSCRIBE;
4) SN-IDCHANGE-EVENT;
5) SN-IDCHANGE-UNSUBSCRIBE;
6) SN-IDCHANGE-TRIGGER.
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