Draft ETS| EN 319 162-1 V1.0.0 (2015-08)

- ;i_—’g‘)’

EUROPEAN STANDARD

Electronic Signatures and Infrastructures (ESI);
Associated Signature Containers (ASIC);
Part 1. Building blocks and ASIiC baseline containers



2 Draft ETSI EN 319 162-1 V1.0.0 (2015-08)

Reference
DEN/ESI-0019162-1

Keywords
ASIC, e-commerce, electronic signature, security

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - NAF 742 C
Association a but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° 7803/88

Important notice

The present document can be downloaded from:
http://www.etsi.org/standards-search

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the only prevailing document is the
print of the Portable Document Format (PDF) version kept on a specific network drive within ETSI Secretariat.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
http://portal.etsi.org/tb/status/status.asp

If you find errors in the present document, please send your comment to one of the following services:
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying
and microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© European Telecommunications Standards Institute 2015.
All rights reserved.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are Trade Marks of ETSI registered for the benefit of its Members.
3GPP™and LTE™ are Trade Marks of ETSI registered for the benefit of its Members and
of the 3GPP Organizational Partners.
GSM® and the GSM logo are Trade Marks registered and owned by the GSM Association.

ETSI


http://www.etsi.org/standards-search
http://portal.etsi.org/tb/status/status.asp
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

3 Draft ETSI EN 319 162-1 V1.0.0 (2015-08)

Contents

Intellectual Property RIGNES ........ccciiiiiiiiieciecie ettt ettt e et e e teestaesebesreessaessnesssessseensaessanns 5
FOTE@WOTA. ...ttt ettt a et et e s et e et e ea e bt e et et e e a e eme e e e ebeemeenseeneensesaeeneenseeneeneenne 5
Modal VErDS teIMINOLOZY .....veetieiiieiie ettt ettt ettt ettt e bt e s bt e s ateeate e bt e bt e bt ebeesbeesaeesneeenseenseens 5
INETOAUCTION ..ottt et ettt e bt e s bt e e at e et e eate e bt e ebeeeabeeateeabeembeenbeastesseesneesnseenseenseans 5
1 1o o1 RO 7
2 RETEIEIICES ...ttt ettt et e st e st et et e bt e bt e s bt e satesateeateenbeenbeesseesneesaseeaes 7
2.1 INOTMALIVE TETETEIICES .....uvinieieietiett ettt ettt ettt ettt e st e e bt et e eae e e st e et e e bt enteemteeseesseesaeesaeeseenseenteeneeeneanseans 7
2.2 INfOTMALIVE TEIRTENCES. . ecuviiiiiieiie ettt et et e et e et e et e e taeebaeesbeeesteeessaeessseensaeensseessseensseenssensseas 8
3 Definitions and abDIeVIAIONS. ........ceruirtieieii ettt sttt et e e bt e e sbeesteseesbe et e saeeneeneens 9
3.1 DIETINITIONS ..ttt e ettt b e s bt b e ae e st e e et bt eb e bt bt bt e bt ea b et st e bbbt e bt e st et et e b e 9
3.2 AADDIEVIALIONS ...ttt sttt ettt ettt bbbttt et e st et s bt e b e ebeeh e esteatem b e st e b e e bt eb e e bt en b en b e st e b e sbeebeeseententente b nee 9
4 GENETAL SYNTAX ..oivviiiieiieiesie sttt et et e st eseesteebeebeesteestaessseasseasseesseesseesssessseasseessaessaessasssaesseenssenssenses 9
4.1 Description of main features of Associated Signature CONtaINers ...........cocueeierierieiieieee et 9
4.1.1 BasiC CONTAINET SIIUCTUIE ... ..euveiiiiesire ettt esteestteesteeeteeesteeestaeesseeesteeeseeensesesseessseesseeessssenseeessssensesenssseseennses 9
4.1.2 COMEAINET TYPES +.-veuteenteeuieetiesteeteente e e et tesuee st te bt e et eateeaeeesee et e e b e enbeemseemeeseeeeaeesseenteenteeseenseeseenseenseeneesneesneenne 10
4.2 GENETAL TEQUITEIMICIILS ....eevvieieeiietieteeteeeteetteettesteeseesseessesseesstesseesseesseasseasseassenseesseessesssesssesssesssesseesseensenssenssens 11
4.3 Associated Signature Container SIMple (ASIC-S) ....oooiiiiiiiiiiiecieieeee et be e 11
431 INEEOAUCTION. ...ttt h bttt b e bbbt eat e st et e st e e st e e b e s bt ebtene et enbenteebes 11
432 General Requirements fOr ASIC=S.......cciiiiiiiiieiiciieese ettt et esae s aesseeaessaesseesseenseenns 11
433 Detailed format for ASIC=S ..ottt sttt ettt ettt et s sbe e 11
433.1 Media type IdeNTITICALION .....eevieiiisiieiieiieie ettt ettt et e et e s aestaesse e seesseesaeessessaessaesseenseennas 11
4332 Contents O the CONMLATNET ......c..iiuiiitiiiiie ettt ettt et eae e e et et e b e teeneeeneas 12
434 Long term validity 0f ASIC-S ... .ottt ettt ettt e steeete e saeesaeenee e 13
4.4 Associated Signature Container Extended (ASIC-E) ....cocuooiiiiiiiiieiee e 15
4.4.1 TNEEOAUCTION. ..ottt ettt e et e e et e e et e e et eesabeessbeeasseeesseeansaeessaaessaaanseesssaeasseesssaassseesnsaennsanans 15
442 General Requirements 0f ASIC-E ..ottt see e e 15
443 Detailed format for ASiC-E With XAdES.........ooo ittt be e s vaeenvaeen 16
4.43.1 Media type IdeNtITICALION .....eevieiiiiieiieiicie ettt ettt et e sbessaesteesaeebeesseesseessessaessaeseenseennas 16
4432 CONENS OF COMEAINET ......eeuieniitiitietieie ettt ettt ettt bbbt et et e st e st e b sb e ebesbeeb e et et enbesaeebeeaean 16
4433 ASiC-E with XAdES example (InfOrmative) .........ccecverieriierieeiesienieieeieere e seesieesseesesnesseesseeseenns 17
4434 XAdES use in ASIC-E With XAES .......cooiiiieieieeeee ettt 18
444 Detailed format for ASiC-E with CAdES - time aSSEItioNS.........ccvevveriierieerieiieiiereesieeeeeeesseesseesesssenseens 18
4.44.1 Media type IdentifICAtION ........eiitiiieieieee ettt ettt et ettt e 18
4442 CONLENES OF CONTAINET .....euiitietieteeie ettt ettt ettt et e bt e bt etesaeesseesaeesaee et emteeneeeseenseebeenseeneeeneas 19
445 Long term validity 0f ASIC- ..ottt ettt et sttt s esaee e 21
5 ASIC BaSElINE COMEAINETS ....cuvietiestieeiieeteettettertte st eteesteesttesiteeateebeesbeesateeaseeabeesbeesseesneesteenseesneesneeenns 21
5.1 ASSTC LLEVERLS .ttt ettt h e bbbt ettt b e bt bt a et nh bt eb et e bt e ebs 21
5.2 GENETAL TEQUITEIMICIIS ....evvivieeiietieteeteeeteetteettesteeseesseessesstesseesseenseesseasseasseassenseessesssesssesssesssesseenseenseensenssenssens 22
5.2.1 ALZOTTNM FEQUITEIMENLS .......eeiieiieiieii ettt ete ettt et et e e tesaesttesteebeesbeesseessessaessaesseensesssessaesseesseensennsenssens 22
52.2 INOtatioN fOr TEQUITEIMENES ... .vievvieereetieitieteeieeteetesteesteesteeseesseessesssesseesseesseassesssesssesseesseessenssesssesssessessseenses 22
53 Requirements for ASiC DaSEliNg CONTAINETS ..........eecvieiieierieerieieeteeieeteseesreesteesseesseessesssessaessaesseeseesesssesnnes 23
5.3.1 ASTC CONTOTIMANCE. .....cuiiiiiieiieectie ettt ettt ste et e e stteeteeestee e tbeessseessseesseesseeseeessaeenseeesssessseesseansseens 23
532 Requirements for ASIC-S ... ettt b et e bttt b ettt enteeaeeeneen 24
53.2.1 General requirements fOr ASIC-S ......ei ittt ettt ettt 24
5322 Requirements for ASiC-S with CAdES SigNature............ccooieiieiieiieiie e 24
5323 Requirements for ASiC-S with XAdES SIZNAtUIE..........cccuiiiiiiiiieieeie e 24
533 Requirements for ASiC-E with XAdES SIZNAtUIE ........cccoieiiiiiiiieieeeeeee e 25
Annex A (normative): ASIC metadata specification, data naming and referencing.............ccc...... 26
Al The MIMELYPE FI1& . ..eoeiieiieieee ettt ettt e st e e e bt e s bt e st e bt e saeesaeeenteeneeens 26
A2 Media tyPe TEGISIIALIONS ....eevieiieriiereeereeteesteeseesreesreesseeseesseesssessseesseesseesssessseasseessessssesseesssesssesssenssenns 26
A3 ASIC XML SCREMA ...ttt sttt e a et bt et e st ene et e teentebeene e e e 27

ETSI



4 Draft ETSI EN 319 162-1 V1.0.0 (2015-08)

A4 ASICMaANITESt CIEMENL .....eiiuiiieiiieiie ettt ettt et e e te e ebe e e sabeeebee e ebeeesseeessesensseesnsesanseeas 27
A4l SEIMANTICS ..vvietvieieiieiieeite ettt ettt et teestteette e tteesteeestaeesseeessaeasseeassaeasseesssaeasseeassaaanseesssaeassesssseeansessnsesansessnseenseeans 27
A4.2 N (17 SO OO PO O PO P TP OO PR UPRORTPPRUPRRRUPO 28
A5 XAdESSIigNatures CleMENt.........cccuieiviiiiiiriieiieeiieieeieeseeseesresereeseestaestaestaesssessseessaesseesssesssesssessseessenns 29
AS.1 SEIMANTICS ..vevvietieetretieieeteetesttesteesteesteetesetesseesseesseesseasseassessaesseessesssesssesssesssenseesseassensseassensseseensennsesssesssesseenns 29
AS5.2 N4 117D GO OO PROU PO UPROPN 29
A.6 Naming and referencing data Within ASIC .........cccceveiiiiiieiioiieie et sre b e sreseseeseesreens 29
A.7 ASiCArchiveManifest file content and 1ules ...........ccceeeeiieiiiieiii e 30
Annex B (informative): ASIC EXAMPIES.....ooieceececeece ettt s 32
B.1  Examples Of ASIC-S ...ttt et ettt bt e b e et e et e e teebe e s bt e saeeeaneeaee 32
B.1.1 PDF document Associated with CAAES SIiGNAtUIE .........c.cccveeieriieiiieiieie ettt eee et ebeesseesesssesnnas 32
B.1.2 Simple dOCUMENT tIME SEAINP ...eeuvieiiiieiieiierieeie et e et e st ete et e eebestestaesseeseessessaesseesseesseesseenseensenssesssesssesseenns 32
B.1.3 Signature of a ZIP file with an ASiC-S CONTAINET ........ccuevieriieriieiieie ettt ettt reeaesaeseaeseeesaeenseenns 32
B.2  Example of ASIC-E With XAAES ......ccooiiiiieieeeeese ettt st e snaesene e 32
B.3  Example of ASiC-E with CAdES and time-stamp toKen ............ccceeiiriiiiiiiiinienie e 33
| 1) 2SSOSR 35

ETSI



5 Draft ETSI EN 319 162-1 V1.0.0 (2015-08)

Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI membersand non-members, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web

server (http:/ipr.etsi.org).

Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This draft European Standard (EN) has been produced by ETSI Technical Committee Electronic Signatures and
Infrastructures (ESI), and is now submitted for the combined Public Enquiry and Vote phase of the ETSI standards EN
Approval Procedure.

The present document is part 1 of a multi-part deliverable specifying Associated Signature Containers (ASiC), as
identified below:

Part 1: " Building blocksand ASIC baseline containers";

Part 2: "Additional ASiC containers".

Proposed national transposition dates

Date of latest announcement of this EN (doa): 3 months after ETSI publication
Date of latest publication of new National Standard

or endorsement of this EN (dop/e): 6 months after doa

Date of withdrawal of any conflicting National Standard (dow): 6 months after doa

Modal verbs terminology

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

Introduction

When signing data, the resultant signature needs to be associated with the data to which it applies. This can be achieved
either by creating a data set which combines the signature and the data that was signed (e.g. by enveloping the data with
the signature or including a signature element in the data set) or placing the (detached) signature in a separate resource
and have some external means for associating the signature with the data to which it applies. While there are some
advantages to the use of detached signatures, most significantly their non-modification of the original data objects, there
remains a risk that the signature becomes separated from the data to which it applies and so losing the association.
Therefore, many application systems have developed their own technique for combining a detached signature with the
signed object in some form of container so that they can be more easily distributed and guarantee that the correct
signature and any relevant metadata is used when validating. The same requirements apply to associate time assertions
(i.e. time-stamp tokens or evidence records) to their associated data.

ETSI
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The present document defines a standardized use of container types to establish a common way for associating files
containing data objects with files containing digital signatures and/or time-assertions. Using a common container form
and associated information will facilitate data interchange and interoperability among various signing and validation
services.

Whilst ZIP [5] provides a basic container structure that can associate files containing data objects (file objects) and the
signature(s) that apply to them, there is a recognized need for additional structure and metadata about the association,
for example to link a particular signature with the file object to which it is applied. Other formats have already been
specified for the use of ZIP based structures to bind together a number of file objects with related metadata. This
includes OCF [4] which was originally designed for use by eBooks but has been adopted as the basis for other
containers, for example ODF [6]. The present document builds on this work specifically addressing the requirements of
associating a digital signature with any type of data, independent of the needs of any particular document or data type.

The present document is intended to cover containers including digital signatures and time-assertions supported by PKI
and public key certificates, and aims to meet the general requirements of the international community to provide trust
and confidence in electronic transactions, including, amongst other, applicable requirements from Regulation (EU)

No 910/2014 [i.3].

The present document is part of a rationalized framework of standards (see ETSI TR 119 000 [i.9]). ETSI
TR 119 100 [i.1] provides guidance on how to use the present document within the aforementioned framework.

ETSI
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1 Scope

The present document specifies Associated Signature Containers (ASiC) which bind together into one single digital
container based on ZIP [5] either detached digital signatures or time-assertions, with a number of file objects
(e.g. documents, XML structured data, spreadsheet, multimedia content) to which they apply.

The present document specifies general purpose ASiC containers building blocks and a limited set of baseline
containers.

ASIiC supports the following signature and time assertion formats:
e  CAdES digital signatures (ETSI EN 319 122-1 [1] and ETSI EN 319 122-2 [11]);
e  XAGJES digital signatures (ETSI EN 319 132-1 [2] and ETSI EN 319 132-2 [12]);
. IETF RFC 3161 [3] and updated by IETF RFC 5816 [13] time-stamp tokens; and
. IETF RFC 4998 [8] or IETF RFC 6283 [9] evidence records.
NOTE: No restriction is placed on time assertions eventually used within CAdES/XAdJES.

The building blocks defined in the present document support additional features not supported by the aforementioned
formats, such as time-stamping and CAdES signing of multiple content and XAdES parallel signatures, that can be used
in other contexts.

The present document defines baseline containers which provide the basic features necessary for a wide range of
business and governmental use cases for electronic procedures and communications to be applicable to a wide range of
communities when there is a clear need for interoperability.

The present document defines four levels of ASiC baseline containres addressing incremental requirements to maintain
the validity of the containers over the long term, suitably profiled for reducing the optionality as much as possible, in a
way that a certain level always addresses all the requirements addressed at levels that are below it.

ASIiC containers specified in the two parts of this multipart deliverable aim at supporting containers in different
regulatory frameworks.

The present document does not address the identification of the validation policy to be used for verifying a container
that contains time-stamp assertions.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
http://docbox.ctsi.org/Reference.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] ETSI EN 319 122-1: "Electronic Signatures and Infrastructures (ESI); CAdES digital signatures;
Part 1: Building blocks and CAdES baseline signatures".

2] ETSI EN 319 132-1: "Electronic Signatures and Infrastructures (ESI); XAdES digital signatures;
Part 1: Building blocks and XAdES baseline signatures".

[3] IETF RFC 3161: "Internet X.509 Public Key Infrastructure Time-Stamp Protocol (TSP)".
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(5]
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ISO/TEC TS 30135 (all parts): "Information technology -- Digital publishing -- EPUB3".

Available at http://idpf.org/epub/30/spec/epub30-ocf.html.

PKWARE® ".ZIP Application Note".

NOTE 1: If available in time a reference to ISO/IEC 21320-1 (now under development) will possibly be added.

NOTE 2: Available at http://www.pkware.com/support/zip-application-note.

(6]

(7]
(8]
(9]
[10]
[11]

[12]

[13]
[14]

2.2

OASIS: "Open Document Format for Office Applications (OpenDocument) Version 1.2;
Part 3: Packages" 29 September 2011.

IETF RFC 3986: "Uniform Resource Identifier (URI): Generic Syntax".

IETF RFC 4998: "Evidence Record Syntax (ERS)".

IETF RFC 6283: "Extensible Markup Language Evidence Record Syntax (XMLERS)".
IETF RFC 1951: "DEFLATE Compressed Data Format Specification version 1.3".

ETSI EN 319 122-2: "Electronic Signatures and Infrastructures (ESI); CAdES digital signatures;
Part 2: Extended CAdES signatures".

ETSI EN 319 132-2: "Electronic Signatures and Infrastructures (ESI); XAdES digital signatures;
Part 2: Extended XAdES signatures".

IETF RFC 5816: "ESSCertIDv2 Update for RFC 3161".

W3C recommendation: "XML Signature Syntax and Processing".

Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE:

While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1]

[i.2]
[i.3]

[i.7]

[i.8]

[i.9]

ETSI TR 119 100: "Electronic Signatures and Infrastructures (ESI); Business Driven Guidance for
Signature Creation and Validation".

ISO 15489-1: "Information and documentation - Records management - Part 1: General".

Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on
electronic identification and trust services for electronic transactions in the internal market and
repealing Directive 1999/93/EC.

ETSI TS 119 312: "Electronic Signatures and Infrastructures (ESI); Cryptographic Suites".
IETF RFC 6838: "Media Type Specifications and Registration Procedures".

IETF RFC 2045: "Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet
Message Bodies".

ETSI EN 319 422: "Electronic Signatures and Infrastructures (ESI); Time-stamping protocol and
time-stamp profiles".

ETSI TS 101 533-1: "Electronic Signatures and Infrastructures (ESI); Data Preservation Systems
Security; Part 1: Requirements for Implementation and Management".

ETSI TR 119 000: "Electronic Signatures and Infrastructures (ESI); Rationalized structure for
Electronic Signature Standardization".
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[1.10] ETSI TR 119 001: "Electronic Signatures and Infrastructures (ESI); The framework for
standardization of signatures; Definitions and abbreviations".

3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in ETSI TR 119 001 [i.10] and the following
apply:

ASiICArchiveM anifest file: container file whose name matches "*ASiCArchiveManifest*.xml" containing one
ASi CMvani f est element instance conforming to clause A.7

ASiCEvidenceRecor dM anifest file: container file used in ASiC-E to reference a set of files to which an ER applies
whose name matches "META-INF/ASiCEvidenceRecordManifest*.xml" and containing one ASi CVani f est element
instance conformant to clause A.4

ASiCManifest file: file whose name matches "*ASiCManifest*.xml" containing one ASi CMani f est element instance
conformant to clause A.4

container: file created according to ZIP holding as internal elements files with related manifest, metadata and
associated signature(s), under a folder hierarchy

media type: method to label arbitrary content, carried by MIME [i.6] or other protocols
NOTE: Referto IETF RFC 6838 [i.5] clause 1.

metadata: data describing context, content and structure of data objects and their management over time
NOTE: Refer to ISO 15489-1: 2001, definition 3.12 with modifications [i.2].

time assertion: time-stamp token or evidence record

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in CAdES [1], XAdES [2] and the following apply:

ASiC Associated Signature Container
ER Evidence Record

NOTE: Refer to [8] and [9].
OCF Open Container Format, as specified in [4].
ODF Open Document Format

NOTE: Refer to [6].

OEBPS Open eBook Publication Structure
TST Time Stamp Token
ZIP Format specified in [5].

General Syntax

4.1 Description of main features of Associated Signature
Containers

4.1.1 Basic container structure

The ASiC is a data container holding a set of file objects and associated digital signatures and/or time assertions using
the ZIP [5] format.

ETSI
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Any ASiC container has an internal structure including:
. a root folder, for all the container content possibly including folders reflecting the content structure; and

. a "META-INF" folder, in the root folder, for files containing metadata about the content, including associated
signature or time assertion files.

NOTE: The detached signatures or time assertions are applied in such a way that the integrity of the data is not
broken when the files are extracted from the ZIP container. Hence, the signatures and time assertions used
in ASiC can be verified against the file objects to which they apply when outside the container structure
(for example when placed in local storage).

4.1.2 Container types
Signatures and time assertions within ASiC containers are present within signature or time assertion files.
A signature file can contain either:

. a detached CAdES signature instance, which contains one or more parallel signatures. Each CAdES signature
can be individually counter-signed; or

. one or more XAdES signatures. Each XAdES signatures can be individually counter-signed.
A time assertion file can contain either:

. one time-stamp token conformant to IETF RFC 3161 [3] (which can be profiled as specified in ETSI
EN 319 422 [i.7]); or

. one Evidence Record.
The present document defines two types of containers.
The first type is ASiC Simple (ASiC-S) that associates one single file object with either:
. one signature file; or
. one time assertion file.
This type of container can also include a file named "mimetype" specifying the media type.

This type of container allows to add at a later time additional signatures signing the aforementioned file object and
additional ASiCArchiveManifest files to protect long term time-stamp tokens.

The second type is ASiC Extended (ASiC-E), a container that associates one or more file objects with either:

. one or more XAdES signatures present within one or more signature files and optionally one or more ERS
within one or more time assertion files; or

. one or more CAdES signatures present within one or more signature files and/or one or more time assertions
within one or more time assertion files.

Each signature is associated with all or part of the files in the container.

It is possible to add signature files, time assertion files and data files to an ASiC-E container. The additional signature
and time assertion files can apply to the same set of files or a different set, without invalidating previously applied
signatures or time assertions. Later signatures can also sign signatures applied previously.

NOTE: CAdES and XAdES Archive Time-stamp attributes do not guarantee long term validation of signer files
referenced using ASi CVani f est and ds: Mani fest .

ETSI
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4.2 General requirements
1)  The container format shall comply with the ZIP [5] specification.
2)  ZIP [5] limitations:
a)  ASIiC containers shall not use the multiple volumes split feature.
b) File names and comments shall be UNICODE UTF-8 encoded.

¢) Only no compression or the Flate compression method specified in IETF RFC 1951 [10] based on the
public-domain zlib/deflate compression method should be used; therefore, according to the ZIP
specification [5] only 0 ("stored") or 8 ("deflated") values should be used as ZIP compression method.

3) At least one container type specified in clause 4.3 or 4.4 shall be supported.
4.3 Associated Signature Container Simple (ASIC-S)
4.3.1 Introduction

This clause defines the Associated Signature Container Simple (ASiC-S) that associates one data file with either:
. one signature file containaing one or more detached digital signature(s) that apply to it; or
. one time-assertion file containing a time assertion that apply to it.
Three ASiC-S container types are defined:
1)  ASiC-S with XAdES: the data file is associated with signature(s) in XAdES format.
2)  ASiIC-E with CAdES: the data file is associated with signature(s) in CAdES format.

3)  ASIC-E with time assertions: the data file is associated with a time assertion.

4.3.2 General Requirements for ASIC-S

The ASiC-S container shall comply with clause 4.2 and with the file structure specified in clause 4.3.3.2 to bind the
constitutive files into a single container file.

The signed file object can be itself a container, for example ZIP, OCF, ODF or another ASiC. In this case the inner
container is associated with one or more signatures or a time assertion that applies to it.

In case of signing a ZIP container, the file level comment may be used to specify the media type of each file with the
value "mimetype=" followed by its media type.

Examples of the use of ASiC-S are given in clause B.1.

4.3.3 Detailed format for ASiC-S
4331 Media type identification

1) In case the "mimetype" file defined in clause 4.3.3.2 point 1) is present, the media type shall be either:
a) "application/vnd.etsi.asic-s+zip" if one of the following cases is verified:
i)  the file extension is as specified in item 2) c) of the present clause;
il) no specific media type is associated to the signed file object;
b) the media type associated to the signed file object in all the other cases.
2)  The container file extension shall be:

a) ".asics";
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b) ".scs" in case of operating systems and/or file systems not allowing more than 3 characters for file
extensions; or

c) ".zip" in the case the container content is to be handled manually; in this case item 1) a) of the present
clause shall apply.

The archive level comment may contain the value "mimetype=" followed by the original media type of the
signed file object.

NOTE: The media type can include parameters according to the media type definition, for example a "charset"

parameter can be used with "text/plain" media type (see IETF RFC 6838 [i.5], clause 4.2.1).

4.33.2 Contents of the container

The ASiC-S container:

1)

2)

3)
4)

May contain a "mimetype" file. It shall comply with clause A.1 with the media type specified in clause 4.3.3.1,
item 1.

Shall contain one signed data file at the root level. It shall be the only file object present at the container root
level besides the optional "mimetype" specified in item 1) above.

Shall contain one META-INF folder at the root level.
The META-INF folder shall contain one of the following files:

a) "timestamp.tst" containing a time-stamp token as defined in IETF RFC 3161 [3] and updated by
IETF RFC 5816 [13] applying to the signed data file;

b) "signature.p7s" containing one detached CAdES digital signature conformant to CAdES baseline
signatures [1] or CAdES extended signatures [11] applying to the signed data file;

NOTE 1: The CAdES digital signature can contain one or more parallel signatures and each may be individually

counter-signed.

c) "signatures.xml" containing the root element asi c: XAdESSi gnat ur es as specified in clause A.5,
containing one or more detached ds: Si gnat ur e elements conformant to XAdES baseline signatures [2]
or XAdES extended signatures [12] each applying to the whole signed data file content.

In case the URI attribute is present in the ds: Ref er ence element [14] it shall be used to reference the
signed data file and the rules specified in clause A.6 shall apply.

In case the URI attribute is not present in ds: Ref er ence element [14] then a reference to the signed
data file is implied. Any canonicalization computed on descendant elements of a ds: Si gnat ur e shall

be performed keeping this ds: Si gnat ur e element as a child of asi c: XAdESSi gnat ur es (without
detaching it);

NOTE 2: In the case of use of implied reference the party verifying the signature is aware of the application context

and the expected relation between the signed file object and the signature. Use of implied reference gives
greater flexibility for the application's use of ASiC in positioning the signature relative to the data. Use of
relative references requires the relative positioning to be maintained when data is extracted from the
container if signatures are still to be verifiable.

Exclusive canonicalization may be used. In this case the canonicalization result shall not include the
ancestor's context (asi ¢: XAdESSi gnat ur es element in this case).

d) "evidencerecord.ers" containing an ER in ERS [8] format that applies to the file object specified in
item 2); or

e) "evidencerecord.xml" containing an ER in XMLERS [9] format that applies to the file object specified in
item 2).
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5) The META-INF folder may contain the following additional files:
a) one or more ASiCArchiveManifest file and the time-stamp tokens that apply to them.

b) Revocation status information or certificates, necessary for signature validation, referenced by CAdES or
XAdES extended formats ( [11] and [12]) allowing referencing of external information.

¢) Other application specific information.

Figures 1 to 4 illustrate examples for the content of the ASiC-S container.

mimetype | application/vnd.etsi.asic-s+zip |
dataobject.pdf | An example signed object v
META-INF/

signature.p7s or

signatures.xml or
timestamp.tst or
evidencerecord.ers or
evidencerecord.xml

®arnnmnnnns?®

‘ Signature(s) or a Time reference token

Figure 1: ASiC-S structure applied to a plain file object

mimetype application/vnd.etsi.asic-s+zip

package.zip Filel.pdf | Asample document |

File2.gif 55

A

‘tesssnnnunnunas?

META-INF/
signature.p7s or
signatures.xml or
timestamp.tst or
evidencerecord.ers or
evidencerecord.xml

Signature(s) or a Time reference token I"

Figure 2: ASiC-S structure applied to a nested container

4.3.4 Long term validity of ASIC-S

Long term validity of ASiC-S shall be achieved for the different container types as follows:

1)  For ASiC-S containers with XAdES signatures and ASiC-S containers with CAdES signatures, the
mechanisms specified in their respective baseline and extended standards ETSI EN 319 122-1 [1],
ETSIEN 319 122-2 [11], ETSI EN 319 132-1 [2] and ETSI EN 319 132-2 [12] shall be used for achieving
long term validity. This shall apply to all the signatures present in the containers.

2)  For ASiC-S containers with time-stamp token one or more ASiCArchiveManifest files and related time-stamp
tokens shall be added to the container following the rules specified in clause A.7.

3)  For ASiC-S containers with ER, the internal mechanism of IETF RFC 4998 [8] and IETF RFC 6283 [9] shall
be used.
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Figure 3 shows an example of ASiC-S container with a time-stamp token with long term attributes.

mimetype application/vnd.etsi.asic-s+zip

dataobject.pdf An example signed object :,

META'INF/ Time-stamp token f_'.”"'f*.

timestamp.tst e
I ____________________________ T —: = I
I <ASiCManifest>....... H :
| <SigReference URI="META-INF/Arch timestampl.tst"...>""‘:‘"~_;‘ I
| META-|NF/ <DataObjectReference URI="dataobject.pdf">...<Digest..>1.* . :'. '- I
| . . . <DataObjectReference URI="META-INF/timestamp.tst">  * .

ASiCArchiveManifest.xml | _p : ' a i)

I ...<Digest..>... . I
I : :
| META-INF/ RFC 3161 Time-stamp token applied to C _‘." |
I Arch_timestampl.tst |ASiCArchiveManifest.xml I
! I
I [

Attributes added to the container for long term archiving |
Figure 3: ASiC-S with time-stamp token and long term attributes (example)

Figure 4 shows the same ASiC-S container with a new ASiCArchiveManifest added at a later time to further extend its
validity.
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mimetype application/vnd.etsi.asic-s+zip
dataobject.pdf An example signed object i'-'-'-'-'-'._"""a.
L F H
- - i
i _ A n e
META-INF/ Time-stamp token .1,-'...: oo
H -
timestamp.tst Sh. T4
S 1 e i G e ST
1 <ASICManifest>....... _: E : :.
| <SigReference URI="META-INF/Arch_timestampl.tst "..>==drepy 3 :
I META-INF/ =Data0bjectReference UFl;|="l::l.]ta'uJ-h-jer:'c.|::u:ll":-...*:[ZIig,e:,t..}.‘..“'r ;" " : -
I y 2 . <DataObjectReference URI="META-INF/timestamp.tst "> ... =* ': E
| ASiCArehiveManifestxrnl <Digest..>... e nsdand.,
1 ASiCArchiveManifestl.xml : .
Ll

1 META-INF/ RFC 3161 Time-stamp token applied to
Arch_timestampl.tst [ASiCArchiveManifestl.xml

-‘-lllll“.

Asmasansnnnn

.'h.';'."-IIII

an®
L T T T L Lk

|
|
! ASICManifest>...... = o :
1 <SigReference URI="META-INEfArch_timestamp2.tst "> sssass -_-'--.._r-' -
: META—WH <DataObjectReference URI="dataobject. pdf™>.. <Digest..>... e ,—'.'. E
3 . - <DataObjectReference URI="META-INF/timestamp.tst">.. <Digests®.. * =
ASiCArchiveManifest.xml S
: <Data0bjectReference URI="META=INF/ASICArchiveManifestl.xml” ss=s ':‘
Rootfile="True"> .., <Digest..>... _:-'
| <DataObjectReference URI="META-INF/itrch_timestampltst= """ :
I .<Digest = -
: META-INF/ RFC 3161 Time-stamp token applied to S PIIE
I Arch_timestamp2.tst |ASiCArchiveManifest.xml
1 : : S
' Attributes added to the container for long term archiving ,

Figure 4: Further validity extension of a container with an additional ASiCArchiveManifest

4.4 Associated Signature Container Extended (ASIC-E)
4.4.1 Introduction

The ASiC-E container supports one or more signature and time assertion files each applicable to its own set of one or
more file objects. Each file object can have associated additional information and metadata that can also be protected by
any of the signature(s) present in the container. The container packages all the mentioned elements. The container can
be designed to prevent any further modification or allowing that additional file objects, signatures and time assertions
can be included at a later time to the container without breaking the previous signatures.

Two ASiC-E container types are defined:

1)  ASiC-E with XAdES: the data files are associated with signatures files containing each one or more XAdES
signatures. It may also contain one or more ERS files.

2)  ASiIC-E with CAdES - time assertions: the data files are associated with signature files containing each one or
more CAdES signatures or with time assertion files containing time assertions.

All ASiC types allow container nesting (with inner containers being themselves ASiC or any type of container)
allowing arbitrary complex hierarchies to be represented.

4.4.2 General Requirements of ASIC-E

1)  ASIC-E containers shall use the ZIP format as per clause 4.2 with the file structures specified in
clauses 4.4.3.2 or 4.4.4.2 to bind the contained objects into a single container.
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2)  One or more digitally signed files shall be present in the container in any folder structure outside the root
META-INF folder.
4.4.3  Detailed format for ASIC-E with XAdES
4431 Media type identification
1)  The file extension shall be either:
a)  ".asice"; or
b) ".sce" in case of operating systems and/or file systems not allowing more than 3 characters for file
extensions.
2)  The "mimetype" file content shall be:

a)  "application/vnd.etsi.asic-e+zip" to identify an ASiC-E container in case the container to be signed do
not have a specific media type; or

b) the original media type of the container.

EXAMPLE: One of the ODF media types when signing an ODF container.

3)  The archive level comment field in the ZIP header may be present and may have the value "mimetype=
application/vnd.etsi.asic-e+zip".
4.43.2 Contents of Container

Signatures associated to data files are XAdES signatures. Clause A.6 shall apply on referencing signed file objects.

The content and internal structure is defined as follows:

1)

2)

3)

A "mimetype" file may be present. It shall be as defined in clause A.1 with the content specified in
clause 4.4.3.1, item 2.

One or more "*signatures*.xml" files shall be present in a path beginning with "META-INF/" each containing
one or more XAdES signatures as specified in the following item conforming to XAdES baseline signatures
[2] or XAdES extended signatures [12] where signed data files shall either be directly referenced by each
signature with a set of ds: Ref er ence elements [14] or be indirectly referenced using a signed ds: Mani f est
object [14] that is pointed by a ds: Ref er ence, following the rules specified in clause 4.4.3.4.

Each "*signatures*.xml" file shall contain as root element:

a) asi c: XAdESSi gnat ur es element as specified in clause A.5; or
b) docunent - si gnat ur es element as specified in ODF [6]; or

c) signatures element as specified in OCF [4]; or

d) any other element in any namespace only if its valid content is a sequence of one or more
ds: Si gnat ur e sibling elements; or

e) ds: Signature element[14].

NOTE 1: When item e) applies, only a single XAdES Signature istance can be present in the signature file.

Item a) should be used.
The root elements in all the signatures files present in the same container should be the same.

When items from a) to d) apply, any canonicalization computed on descendant elements of one

ds: Si gnat ur e element shall be performed keeping this ds: Si gnat ur e element as a child of the root
element, without detaching it. Exclusive canonicalization may be used: in this case the canonicalization result
shall not include the ancestor's context.
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NOTE 2: As specified in clause A.4 and in OCF [4] and ODF [6], in all the aforementioned cases except case e),
the child elements of the root element are one or more ds: Si gnat ur e sibling elements as specified in
W3C recommendation: "XML Signature Syntax and Processing" [i.5].

NOTE 3: Item 3), d) allows migrating existing, legacy, detached and/or enveloped signatures that contain explicit
or implicit inclusive canonicalization into an ASiC-E container.

4)  One or more ASiCEvidenceRecordManifest files may be present . They shall contain one ASi Cvani f est
element instance conformant to clause A.4 that shall reference in the Si gRef er ence element a file containing

an ER that:
a) shall be present in the "META-INF" folder;

b) shall apply to all the container files referenced by ASi Cvani f est with Dat aCbj ect Ref er ence elements;
and

c) shall be named:
] "evidencerecord.ers" if in ERS [8] format; or
] "evidencerecord.xml" if in XMLERS [9] format.
5)  Other application specific files may be present in the META-INF and shall be named:

a) "META-INF/container.xml" may be present and shall be as specified in OCF [4]. It shall identify the
media type and full path of all the root file objects in the container, as specified in OCF;

b) "META-INF/manifest.xml" may be present and shall be as specified in ODF [6];

NOTE 4: according to ODF [6] specifications, inclusion of reference to other files within META-INF folder, such
as "*signatures*.xml", in manifest.xml is optional. In this way it is possible to protect the container's
content signing manifest.xml while allowing to add later signatures;

¢) "META-INF/metadata.xml" may be present and shall be as specified in OCF [4] and has a user defined
content.

4.4.3.3 ASIC-E with XAdES example (informative)

Figure 5 represents a typical structure for this container where the XMLDSig [i-5] element ds: Ref er ence is used
directly to reference the signed objects.

NOTE: Use of ds: Mani f est requires special attention and specific requirements as given in clause 4.4.3.4.
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mimetype application/vnd.etsi.asic-e+zip
file1.xml <document> ...</document:> G,
H
:
file2 gif 0 <i.
- u
-
META-INF -
. 'f <pcf:containers ..... <focf:container> (-:-.5.
container.xml =
I
- L
<asic:XAdESSignatures> .-' '.';
<ds:Signature ..> .." AL
META-IN F_f <ds:Signedinfo> “.* ".' .:
signature xml <ds:Reference URI="filel.xml">... wus "-..‘-" .
) <ds:Reference URI="file2.gif">... nanen® .*.
<ds:Reference URI="META-INF/container.xml">...a*"

Figure 5: ASiC-E with XAdES and direct ds: r ef er ence usage

4434 XAdES use in ASIC-E with XAdES

For ASiC-E used with XAdES the rules specified in clause A.6 shall apply.

To reference the signed file objects ds: Ref er ence should be used in preference to ds: Mani f est .

In the case that ds: Mani f est [14] element is used:

1)  The following restrictions apply:
the ds: Mani f est containing ds: Ref er ence elements referencing the signed file objects shall be signed

a)
(i.e. shall be referenced within ds: Si gnedl nf o element and its contents contribute to the
ds: Si gnat ur eVal ue content);
b) the ds: Mani f est elements shall not reference other ds: Mani f est elements within a ds: Si gnat ure (i.e
direct chaining of ds: Mani f est is not allowed); and

c) for referencing the ds: Mani f est element from the ds: Ref er ence element in the corresponding

signature an | d attribute should be used.

2)  The following requirement for validation apply:

a validation application shall raise a warning whenever a digest value mismatch is detected within any
ds: Mani f est's ds: Ref er ence child (i.e. the digest computed over the referenced file object and the
ds: Di gest Val ue within this ds: Ref er ence do not match), even if the cryptographic verification of the
ds: Si gnedl nf o succeeds (i.e. if the signature value computed by the verifying application actually

matches ds: Si gnat ur eVal ue's content).

The complete process for the verification of the ds: Mani f est is outside the scope of the present document.

444 Detailed format for ASIC-E with CAdES - time assertions

4441 Media type identification
1)  The File extension shall be either:

a)  ".asice"; or
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b) ".sce" in case of operating systems and/or file systems not allowing more than 3 characters for file
extensions.
2)  The "mimetype" file content shall be "application/vnd.etsi.asic-e+zip".

3)  The archive level comment field in the ZIP header may be present and may have the value "mimetype=
application/vnd.etsi.asic-e+zip".

4442 Contents of Container

The content and internal structure is defined as follows:

1) A "mimetype" file may be present. It shall be as defined in clause A.1 with the content specified in
clause 4.4.4.1, item 2.

2)  One or more ASiCManifest and/or ASiCEvidenceRecordManifest files shall be present.

3) For each ASiCManifest file one time-stamp token file or one signature file shall be present in the META-INF
folder named as follows:

a) "*signature*.p7s" file containing one or more parallel CAdES detached signatures conformant to CAdES
baseline signatures ETSI EN 319 122-1 [1] or CAdES extended signatures ETSI EN 319 122-2 [11] that
apply to the ASiCManifest file; or

b) "*timestamp¥.tst" file containing one time-stamp token as defined in IETF RFC 3161 [3] and updated by
IETF RFC 5816 [13] that applies to the ASiCManifest file.

4)  For each ASiCEvidenceRecordManifest file one ER file shall be present in the META-INF folder named as
follows:

a)  "*evidencerecord*.ers" containing an ER in ERS [8] format that applies to the file object specified in the
ASiCManifest file; or

b) "*evidencerecord*.xml" containing an ER in XMLERS [9] format that applies to the file object specified
in the ASiCManifest file.

NOTE 1: An ASiC-E container conformant to the present clause can contain a mix of CAdES signatures,
time-stamp tokens and evidence records each applied to a specific set of data files in the container.

Verifiers shall, for each ASiCManifest file present in the container whose name matches
"META-INF/ASiCManifest*.xml", verify that its content conforms to clause A.4 and identify the signature reference
file pointed by the URI attribute of the Si gRef er ence element, then:

1) in case the signature reference file name matches "*signature*.p7s" it references a CAdES signature that shall
be validated against the ASiCManifest file content;

2) in case the signature reference file namematches "*timestamp*.tst" it references a time-stamp token that shall
be validated against the ASiCManifest file content.

Verifiers shall, for each ASiCEvidenceRecordManifest file present in the container whose name matches
"META-INF/ASiCEvidenceRecordManifest* xml", verify that its content conforms to clause A.4 and identify the
signature reference file pointed by the URI attribute of the Si gRef er ence element that matches
"*evidencerecord*.ers" or "*evidencerecord*.xml", then shall validate the referenced ER against all the

ds: Di gest Val ue in Dat aCbj ect Ref er ence present in the ASiCManifest file.

Verifiers shall raise an error whenever a digest value mismatch is detected within any ds: Di gest Val ue in
Dat aObj ect Ref er ence and the digest computed over the referenced file object.

NOTE 2: CAdES compliant verifiers are not aware of ASiC specific rules and covers only step 1) above.
Compliance to ASiC-E with CAdES verification can be achieved only if also step 4) is implemented.

NOTE 3: In case the URI attribute of Si gRef er ence in the ASiCManifest file references an ER the
ASiCManifest file itself is not covered by the ER.
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Figure 6 shows an example for the content of the ASiC-E container where a CAdES signature or a time-stamp token is

applied to a set of files in the container.

mimetype application/vnd.etsi.asic-e+zip
filel.pdf I An example document F..
file2.gif | o e,
METAINF/ <ASiCManifest>....... i
: : igRef ="META-INF/si Ty aa
ASiCManifest.xml f'gRe pe sl L }..... ‘s
<SigReference URI="META-INF/timestamp.tst”...> .:"‘,:
<DataObjectReference UR|="file1,pdf">,,,<Digest,,>...¢"..."i
<DataObjectReference URI="file2.gif">...<Digest..>..**1* 1
4l :
Applied to = 2
META-INF ok
; t / v CAdES detached Signature(s) or RFC 3161 ‘=
s.lgna ARy Time-stamp token applied to ASiCManifest.xml s
timestamp.tst

Figure 6: ASiC-E with CAdES signature or time-stamp token

This container type allows the application of one or more CAdES signatures and/or time assertion each to different set

of files in the container, as shown in figure 7.

application/vnd.etsi.asic-e+zip

mimetype
file1.xml ‘ <document= ... </document> "-._
file2.png Y o .,
K 23
file3.pdf ..--b{ An example document s
| <ASiCManifest>...
<SigReference URI="META-INF/signaturel p7s ==t s=g,
METAINF/ASICManifest1.xml <DataObjectReference URI="filel xml"> . ass=st’ &%

<DataObjectReference URI="file2 png"=._.

<ASICManifest>...
.« <SigReference URI="META-INF/signature2 p7s"=

=» <DataObjectReference URI="file2 png"=__.
=+<DataObjectReference URI="filed pdf'=._.

ansmEESREEER R R agg,,
.
.

.‘-lliilli...-.hq--.

..
]
b,
-~

METAINF/ASiCManifest2.xml

-
-

CAdES detached Signature(s) <
applied to ASiCManifest1.xml

META-INF/signature1.p7s

asmnmm
Ll sEmang,

CAdES detached Signature(s)
applied to ASiCManifest2.xml

..'Q--i'

META-INF/signature2.p7s

Figure 7: ASiC-E with CAdES containing different signatures
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Figure 8 shows an example for the content of the ASiC-E container where an Evidence Record [8] or an XML Evidence

Record [9] is applied to a set of files in the container.

mimetype application/vnd.etsi.asic-e+zip
S e,
filel.pdf | An example document o',
file2.gif l;-..
2 l é L
METAINF/ <ASiCManifest>....... i :E
; : <SigReference URI="META-INF/ evidencerecord.ers "y.> -
ASiCManifest.xml o L fev ° } HEE
oa . -
<SigReference URI="META-INF/ evidencerecord.xml ¥..> :‘;.‘ . .
* o : =
<DataObjectReference URI="file1l.pdf">...<Digest..>... "‘:o‘: =
<DataObjectReference URI="file2.gif">...<Digest..>... ~«*f* 2 & =
META-INF/ : i
. RFC 4998 Evidence Record or RFC 6283 XML Wt 0
evidencerecord.ers or : ** e
) Evidence Record oe®
evidencerecord.xml

0} paljddy

Figure 8: ASiIC-E with Evidence Records

4.4.5 Long term validity of ASIiC-E

Long term validity of ASiC-E is achieved for the different container types as follows:

1)

For an ASiC-E containers with XAdES signatures, the mechanisms specified in XAdES signatures baseline
and extended standards ETSI EN 319 132-1 [2] and ETSI EN 319 132-2 [12] or the evidence record

specification IETF RFC 4998 [8] and IETF RFC 6283 [9] shall be used for achieving long term validity. This

shall apply to all the signatures present in the containers.

2)  For ASiC-E containers with CAdES - time assertions either:

a)

following the rules specified in clause A.7; or

b)

3)
be used.

one or more ASiCArchiveManifest files and related time-stamp token shall be added to the container

one or more ASiCEvidenceRecordManifest files shall apply to all the signed and/or time-asserted data
and/or signature and/or time-stamp token files requiring long term validation support.

For ASiC-E containers with ER, the internal mechanism of IETF RFC 4998 [8] and IETF RFC 6283 [9] shall

ASIC Baseline containers
ASIC Levels

5
5.1

This clause defines ASiC baseline containers with four levels intended to facilitate interoperability and to encompass
the life cycle of ASiC containers. Baseline containers are defined for ASiC-S with CAdES, ASiC-S with XAdES and
ASiC-E with XAdES, specifying for each level similar features across the different ASiC container types.

All the applicable requirements given in clause 4 shall apply with the additional requirements or modifications

applicable to all ASiC-S baseline containers levels:

1)
clauses 5.2.1,5.3.1,5.3.2.1 and 5.3.2.2.
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ASiC-S with XAdES baseline containers, for all levels, shall comply with the requirements specified in
clauses 5.2.1, 5.3.1, 5.3.2.1 and 5.3.2.3.

ASiC-E with XAdES baseline containers, for all levels, shall comply with the requirements specified in
clauses 5.2.1, 5.3.1 and 5.3.3.

In addition to the applicable requirements for all levels the following level specific requirements shall apply:

a)

b)

d)

The B-B level containers shall incorporate signatures complying with the requirements specified for B-B level
in clause 6.3 of [1] for CAdES signatures or clause 6.3 of [2] for XAdES signatures.

The B-T level containers provide requirements for the generation and inclusion, in each signature present in
the container, of a trusted token proving that the signature itself actually existed at a certain date and time. B-T
level container shall incorporate signatures complying with the requirements specified for B-T level in

clause 6.3 of [1] for CAdES signatures or clause 6.3 of [2] for XAdES signatures.

The B-LT level containers provide requirements for the incorporation in each signature present in the
container of all the material required for validating all the signatures present in the container. This level aims
to tackle the long term availability of the validation material. B-LT level container shall incorporate signatures
complying with the requirements specified for B-LT level in clause 6.3 of [1] for CAdES signatures or

clause 6.3 of [2] for XAdES signatures.

The B-LTA level containers provide requirements for the incorporation of time-stamp tokens that allow
validation of all the container signatures long time after their generation. This level aims to tackle the long
term availability and integrity of the validation material. B-LTA level container shall incorporate only
signatures complying with the requirements specified for B-LTA level in clause 6.3 of [1] for CAdES
signatures or clause 6.3 of [2] for XAdES signatures.

When more than one signature is present in the container complying with different levels, the container level shall be
the one of the lowest level signature.

NOTE 1: The levels b) to d) are appropriate where the technical validity of the container signatures need to be

preserved for a period of time after signature creation where certificate expiration, revocation and/or
algorithm obsolescence is of concern. The specific level applicable depends on the context and use case.

NOTE 2: B-LTA level targets validation of digital signatures over long term. The B-LTA level can help to validate

the signature beyond any event that limits its validity. The use of B-LTA level is considered an
appropriate preservation and transmission technique for signed data.

NOTE 3: Conformance to B-LT level, when combined with appropriate additional preservation techniques tackling

5.2
5.2.1

the long term availability and integrity of the validation material is sufficient to allow validation of the
signature long time after its generation. Preservation can be achieved according to specific legal
instruments in force and/or other standards. Example of applicable standards are ETSI TS 101 533-1 [i.8],
IETF RFC 4998 [8] and IETF RFC 6283 [9].

General requirements

Algorithm requirements

The algorithms and key lengths used to generate signatures should comply with ETSI TS 119 312 [i.4].

In addition, MDS5 algorithm shall not be used as digest algorithm.

NOTE: National legislations can define requirements regarding algorithms and key lengths.

For the container signatures CAdES [1], clause 6.2.1 and XAdES [2], clause 6.2.1 shall apply.

5.2.2

Notation for requirements

The present clause describes the notation used for defining the requirements applicable to all ASiC levels.

The tables 1 to 5 contain 5 columns:

1)

Column "Container files or properties" where each specific ASiC property to be profiled is listed.

ETSI



23 Draft ETSI EN 319 162-1 V1.0.0 (2015-08)

2)  Column "Presence in all levels" specifies if the property listed in column 1 is present in all the ASiC levels
listed in clause 5.1. Possible values:

"shall be present"
"shall not be present"
"may be present"

"shall be supported"

3) Column "Cardinality". This cell indicates the cardinality related to the property, if applicable. Below follows
the values indicating the cardinality:

0: The container shall not incorporate any instance of the qualifying property or the signature's element.

1: The signature shall incorporate exactly one instance of the qualifying property or the signature's
element.

0 or 1: The signature shall incorporate zero or one instance of the qualifying property or the signature's
element.

2 0: The signature shall incorporate zero or more instances of the qualifying property or the signature's
element.

2 1: The signature shall incorporate one or more instances of the qualifying property or the signature's
element.

4)  Column "References": This shall contain either the number of the clause specifying the property in the present
document, or a reference to the document and clause that specifies the other signature's element.

5)  Column "Additional notes and requirements". This cell contains letters referencing additional requirements on
the property. Additional requirements are listed below table 1.

5.3

Requirements for ASIiC baseline containers

5.3.1  ASIC conformance
Table 1 specifies the additional requirements that apply for any ASiC baseline container.
Table 1
Presence in Additional
Container files or properties Cardinality |References | requirements
all level
and notes
. . shall be Clause 4.2
Container format is ZIP supported item 1 a
Lo shall be Clause 4.2
ZIP limitations supported item 2 b

Additional requirements:

a)  The ZIP encryption features shall not be used.

b)  The limitation in 4.2 item 2c is further restricted as follows: compression method shall be no compression or
Flate [10] compression therefore only 0 ("stored") or 8 ("deflated") values shall be used as ZIP compression
method (see [5]).
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5.3.2 Requirements for ASIC-S

53.2.1 General requirements for ASIC-S
Table 2 specifies the additional requirements that apply to ASiC-S baseline containers.
Table 2
. Additional
Container files or properties Presence in Cardinality References requirements
all level
and notes
e e Clause 4.3.3.1
ASIC file extension is ".asics shall be present 1 point 1) a)
Clauses 4.3.3.1
mimetype may be present Oor1l point 2) b) and
A.l
Signed file shall be present 1 a

Additional requirements:

a)  one signed file shall be in the container outside the META-INF folder.

5.3.2.2 Requirements for ASiC-S with CAdES signature
Table 3 specifies the additional requirements that apply to ASiC-S with CAdES baseline containers.
Table 3
Presence in Additional
Container files or properties Cardinality References requirements
all level
and notes
; Clause 4.3.3.2
META-INF/signature.p7s shall be present 1 boint 3b a,b

Additional requirement:

a)  The CAdES signature shall be as specified in CAdES [1] clause 6 according to the required ASiC level (see
clause 5.1).

b)  No other element shall be present in the container in addition to this element, the "mimetype" file
(clause 5.3.2.1) and the signed file (clause 5.3.2.1).

5.3.2.3 Requirements for ASiC-S with XAdES signature
Table 4 specifies the additional requirements that apply to ASiC-S with XAdES baseline containers.
Table 4
. Additional
Container files or properties Presence in Cardinality | References | requirements
all level
and notes
Clause
META-INF/signatures.xml shall be present 1 4.3.3.2 a,b,c
item 3c
Clause
asi c: XAdESSi gnat ur es shall be present 1 4.3.3.2
item 3c
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Additional requirements:

a)  Each XAdES signature child of asi ¢c: XAdESSi gnat ur es shall be as specified in XAdES [2] clause 6 according
to the required ASiC level (see clause 5.1).

b) Each XAdES [2] signature child of the root element specified in a) shall reference explicitly the signed file
object using the ds: Ref er ence element.

¢)  No other element shall be present in the container in addition to this element, the "mimetype" file and the
signed data.

5.3.3 Requirements for ASIiC-E with XAdES signature

Table 5 specifies the additional requirements that apply to ASiC-E with XAdES baseline containers.

Table 5
Presence in Additional
Container files or properties all level Cardinality References requirements
and notes
ASIC file extension is ".asice" shall be present 1 Clause 4.4.3.1
item 1) a)
. Clause 4.4.3.1
mimetype may be present Oor1l item 2)
. ) . Clause 4.4.2
Signed file object shall be present >1 item 2 a
ASIC-E XAdES signature shall be present 21 Clauif':nf;?"z b, c
. ; Clause 4.4.3.2
asi c: XAdESSi gnat ur es shall be present 1 item 3a d
. Clause 4.4.3.2
META-INF/manifest.xml shall be present 1 item 5b e

Additional requirements:
a) At least one signed file object shall be in the container outside the META-INF folder.
b) At least one signature shall be present in the META-INF folder.

c¢) Each XAdES [2] signature child of the root element specified above shall reference directly all the signed file
objects with a set of ds: Ref er ence elements.

d)  The cardinality is referred to each signature file.

e) The META-INF folder shall contain only the files specified in this clause.
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Annex A (normative):
ASIC metadata specification, data haming and referencing

Al

The "mimetype" file, when stored in a ZIP container is used to support operating systems that rely on some content in
specific positions in a file (the so called "magic number" as described in IETF RFC 6838 [i.5]) in order to select the
specific application that can load and elaborate the file content.

The mimetype file

The following restrictions apply to the encoding of ZIP file that include the "mimetype" file to support this feature:
. "mimetype" shall be the first file in the ZIP container;

. "mimetype" shall not contain "Extra fields" in its ZIP header (i.e. extra field length at offset 28 shall be set to
Zero);

. "mimetype" shall not be compressed (i.e. compression method in its ZIP header at offset 8 shall be set to zero);
. the first 4 octets of the ZIP file shall have the hex values: "50 4B 03 04".

NOTE: An application can ascertain if this feature is used by checking if the string "mimetype" is found starting

at offset 30. In this case it can be assumed that a string representing the container media type is present
starting at offset 38; the length of this string is contained in the 4 octets starting at offset 18.

All multi-octets values shall be little-endian.

The "mimetype" shall not be compressed or encrypted inside the ZIP file.

A.2

The following media-types and file-extensions are used in the present document:

Media type registrations

NOTE: Each media-type is registered with IANA, additional information is available in the list of Directories of
Content Types and Subtypes that can be found here: http://www.iana.org/assignments/media-types/.

Media Type name: Application

Media Subtype name: vnd.etsi.asic-s+zip

Required parameters: none

encoding considerations:  binary

File extension: asics or scs

Media Type name: Application

Media Subtype name: vnd.etsi.asic-e+zip

Required parameters: none

encoding considerations:  binary

File extension:

Media Type name:
Media Subtype name:
Required parameters:

encoding considerations:

File extension:

asice or sce

Application
vnd.etsi.timestamp-token
none

binary

tst
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Security considerations: The data objects carried in ASiC container may contain malicious code and hence
unless the source is trusted the usual protection against malware and viruses should be
applied.
The integrity of the data is guaranteed by the electronic signature when present or
should be provided externally if only a time-stamp token is applied to the data. Privacy
can be guaranteed through the use of ZIP encryption features or externally. External
integrity and privacy protection can be obtained e.g. through the use of SSL/TLS or
S/MIME.

Published specification: The ASiC container types as defined in the present document.

A.3 ASIC XML Schema

The following namespace declarations apply for the XML Schema definitions throughout the present document:

<?xm version="1.0" encodi ng="UTF-8"?>
<xsd: schema
t ar get Nanespace="http://uri.etsi.org/ 02918/ v1l. 2. 1#"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns="http://uri.etsi.org/02918/v1. 2. 1#"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schema"
el ement For nDef aul t =" qual i fi ed"
attri but eFor nDef aul t =" unqual i fi ed">
<xsd: i nmport
namespace="htt p://ww. w3. or g/ 2000/ 09/ xm dsi g#"
schemaLocati on="htt p://ww:. w3. or g/ TR/ 2002/ REC- xm dsi g- cor e- 20020212/ xml dsi g- cor e- schema. xsd"/ >

This XML Schema described in the present annex is held in the file en_31916201v010000a0.zip attached to the present
document as a normative part. In any case of difference in contents between the present document and the attached file,
the attached file takes precedence.

The digest value calculated on the schema file is:
SHA-256: 38:37:€6:95:db:10:d5:3d:38:€0:3e:75:26:02:81:5d:8e:3b:30:66:¢8:35:56:b0:ba:1b:df:74:af:ca:d2:01

The following clauses describe the content of this XML Schema.

A.4  ASiCManifest element

A.4.1 Semantics

1)  The Asi Cvani f est element shall reference one signature file or one time assertion file using the Si gRef er ence
element defined in clause A.4.2.

2)  The ASi Cvani f est element shall reference one or more data files using the Dat aObj ect Ref er ence element
defined in clause A.4.2.

3) For each referenced data file, the ASi Cvani f est element shall allow to indicate the mime type of the
referenced file objects.

4)  For each referenced data file, the ASi Cvani f est element shall contain the digest values of the referenced file
objects.

5) For each referenced data file the ASi Cvani f est element shall allow the incorporation of additional information
of any type that further qualify them.
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A.4.2 Syntax

The ASi Cvani f est element shall be defined as in the ASiC XML Schema file (which is attached to the present
document as specified in clause A.3), and is copied below for information:

<xsd: el ement name="ASi CMani fest" type="ASi CMani f est Type" >
<xsd: annot ati on>
<xsd: docunent ati on>Schena for ASi CMani fest — See ETSI EN 319 162</xsd: docunent ati on>
</ xsd: annot ati on>
</ xsd: el emrent >
<xsd: conpl exType name="ASi Cvani f est Type" >
<xsd: sequence>
<xsd: el ement ref="Si gReference"/>
<xsd: el ement ref="Datalhj ect Ref erence" maxCccur s="unbounded"/ >
<xsd: el enent nane="ASi CVani f est Ext ensi ons" type="Ext ensi onsLi st Type" m nCccurs="0"/>
</ xsd: sequence>
</ xsd: conpl exType>
<xsd: el ement name="Si gRef erence" type="Si gRef erenceType"/>
<xsd: conpl exType name="Si gRef erenceType" >
<xsd:attribute name="URI" type="xsd:anyURl " use="required"/>
<xsd: attribute name="M neType" type="xsd:string" use="optional"/>
</ xsd: conpl exType>
<xsd: el enent nane="Dat albj ect Ref erence" type="Dat albj ect Ref erenceType"/ >
<xsd: conpl exType nane="Dat aCbj ect Ref erenceType" >
<xsd: sequence>
<xsd: el enent ref="ds: Di gest Met hod"/>
<xsd: el enent ref="ds: Di gest Val ue"/>
<xsd: el enent nane="Dat albj ect Ref er enceExt ensi ons" type="Ext ensi onsLi st Type"
m nCccurs="0"/>
</ xsd: sequence>
<xsd:attribute name="URlI" type="xsd:anyUR " use="required" />
<xsd: attribute name="M neType" type="xsd:string" use="optional" />
<xsd:attribute name="Rootfile" type="xsd: bool ean" use="optional" />
</ xsd: conpl exType>
<xsd: conpl exType name="AnyType" m xed="true">
<xsd: sequence m nCccurs="0" maxQccur s="unbounded" >
<xsd: any processContents="|ax"/>
</ xsd: sequence>
</ xsd: conpl exType>
<xsd: el ement nane="Ext ensi on" type="Extensi onType"/>
<xsd: conpl exType name="Ext ensi onType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="AnyType">
<xsd:attribute name="Critical" type="xsd:bool ean" use="required"/>
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>
<xsd: conpl exType name="Ext ensi onsLi st Type" >
<xsd: sequence>
<xsd: el ement ref="Extension" maxCccurs="unbounded"/>
</ xsd: sequence>
</ xsd: conpl exType>

Here follows the description of all the xml tags defined in this schema:

. ASi Cvani f est : root element. It defines, with all the elements it includes, the content of
"* ASiCManifest*.xml" or "*ASiCArchiveManifest*.xml" files. Additional Ext ensi on elements can be added
inside in the optional ASi CMani f est Ext ensi ons element to extend the semantic at the root schema level.

. Si gRef er ence: this element contains:

- an URl attribute that shall point to the CAdES signature or the time assertion associated to the file
containing the ASi CMani f est element;

NOTE: In case the pointed element is a CAdES signature or a time-stamp token such signature or time-stamp
token applies to the file containing the ASi CVani f est element, in case it is an ER, such ER applies to all
the file objects referenced by the Dat atbj ect Ref er ence elements present in the ASi CMani f est element;

- aM neType attribute containing the media type of the pointed signature or time assertion.
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. Dat aObj ect Ref er ence: URI attribute shall reference the signed file object. M neType attribute value shall
indicate the media type of the signed file object. Root f i | e, when set to "true" shall indicate that the signed
file object is a root file as per OCF [4], clause 3.5.1.
ds: Di gest Val ue shall contain the digest value computed on the content of the file object using the algorithm
indicated by the content of ds: Di gest Met hod.
There shall be one Dat aObj ect Ref er ence element for each file object referenced by ASi CVani f est .
Other Ext ensi on elements may be added in the optional Dat aCbj ect Ref er enceExt ensi ons element to
extend the semantic associated to each file object referenced by this schema.

. Ext ensi on: this element is optional. If present it shall contain any well formed XML, used to extend the
semantic of this schema.

A5  XAdESSignatures element

A.5.1 Semantics

The XAdESSi gnat ur es element shall have one or more ds: Si gnat ur e children.

NOTE: This element can also be used outside the context of the present document for the same purpose.

A5.2 Syntax

The XAdESSIi gnat ur es element shall be defined as in the ASiC XML schema (which is attached to the present
document as specified in clause A.3) and copied below for information:

<xsd: el enent nane="XAdESSi gnhat ures" type="XAdESSi gnat ur esType" >
<xsd: annot ati on>
<xsd: docunent ati on>Scherma for parallel detached XAdES Si gnatures </xsd:docunentation>
</ xsd: annot ati on>
</ xsd: el ement >
<xsd: conpl exType name="XAdESSi gnat ur esType" >
<xsd: sequence>
<xsd: el enent ref="ds: Signature" maxCccurs="unbounded"/>
</ xsd: sequence>
</ xsd: conpl exType>

The root element XAdESSi gnat ur es contains one or more ds: Si gnat ur e elements containing each a detached
XAdES signature as specified in XAdES baseline signatures [2] or XAdES extendes signatures [12].

A.6  Naming and referencing data within ASIC

ZIP format specification [5] defines a cross-platform file storage and transfer format. In the present document the terms
"file object" or "metadata" indicate information stored in the container using the ZIP format without assuming any
particular data storage technology.

File objects and metadata can be hierarchically structured in folders as allowed by files in the ZIP format.

Valid file object and metadata naming shall comply with ZIP [5] and any supported specific container. In the present
document the character "*" is used to indicate an arbitrary character string of any length, including zero, to compose a
valid file name.

EXAMPLE 1: "xxxx/yyyy*.ext" indicates a file object in the "xxxx" folder whose name begins with "yyyy"
followed by zero or more allowed characters and terminating with ".ext". Possible values that
comply with this example are "xxxx/yyyy.ext" or "xxxx/yyyy-1234.ext".

In ASiC-E with CAdES and ASiC-E with time assertion, signed/time-asserted file objects are referenced using
ASi Cwvani f est element (specified in clause A.4). In ASiC-S containers using XAdES the signed file objects is
referenced as specified in clause 4.3.3.2 item 4) c). In ASiC-E containers using XAdES the signed file objects is
referenced as specified in clause 4.4.3.2 item 2) and clause 4.4.3.4.
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The following rules shall apply to these references, expressed as URIs (as defined in IETF RFC 3986 [7]):

1)

2)

reference to file objects within the container shall be relative URIs and the rules specified in ODF [6],
clause 3.7 shall apply; and

relative URIs present in metadata stored in the "META-INF" folder containing a relative path shall be resolved
considering the root directory as the base URI, not taking into account the "META-INF" folder where
signature metadata are stored.

EXAMPLE 2:  For referencing a file object named "document.xml" in the root directory, correct references are

"document.xml" or "/document.xml".

References to data objects outside the container shall not be allowed.

NOTE: For referencing file objects for different purposes than electronically signing or time-asserting them, the

rules defined in this clause (considering that rule in item 2 can be extended to any metadata contained in
META-INF) can be used when applications do not have specific requirements to implement different
rules. These rules, in fact, are compatible with the rules defined in ODF [6].

A.7

ASICArchiveManifest file content and rules

The ASiCArchiveManifest file is used in containers where long term validity is required and cannot be achieved with
direct use of signature or time assertion formats attributes/qualifying properties.

One or more ASiCArchiveManifest files may be present. New ASiCArchiveManifest files are added to the container to
maintain its long term validity. Each ASiCArchiveManifest file shall contain one ASi CMani f est element instance
conformant to clause A.4. The ASi Cvani f est element shall reference a set of signed and/or time-asserted file objects,
including previously added ASiCArchiveManifest files, according to the following rules:

1)

2)

When adding the first ASiCArchiveManifest file to the container the signatures and/or time-stamp tokens
requiring long term validity guarantee already present in the container shall each include the full set of
certificates, including the trust anchors when they are available in the form of certificates, and the related
revocation information (i.e. OCSP response and CRL) as required for validation. The generator shall use the
Si gnedDat aorthecerti fi cat e-val ues/revocati on-val ues attributes as specified in CAdES
[1]. The ASiCArchiveManifest file shall:

a) be named "ASiCArchiveManifest.xml", and

b) reference all the signed and/or time-asserted data and/or signature and/or time-stamp token files requiring
long term validation support, and

c) reference in the Si gRef er ence element a time-stamp token that is applied to it that shall be named with
any valid name "META-INF/*timestamp*.tst" avoiding any name collision with other elements already
present in the container.

When adding a new ASiCArchiveManifest file, the time-stamp token applied to the last ASiCArchiveManifest
file shall include the full information required for its validation as specified in the item 1 above, and:

a) the last ASiCArchiveManifest file already present in the container (named "ASiCArchiveManifest.xml")
shall be renamed to any valid name "META-INF/*ASiCArchiveManifest*.xml" avoiding any name
collision with other elements already present in the container; and

b) the new ASiCArchiveManifest file shall:
i)  be named "ASiCArchiveManifest.xml"; and

ii)  reference in the Si gRef er ence element a time-stamp token that is applied to it that shall be named
with any valid name "META-INF/*timestamp*.tst" avoiding any name collision with other
elements already present in the container; and
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iii) reference all the signed and/or time-stamped file objects requiring long term validity guarantee,
including all the file objects referenced by the ASiCArchiveManifest files already present, the
ASiCArchiveManifest files already present, and the time-stamp tokens that apply to them; all the
referenced file objects above shall not have the Root fi | e attribute or it shall be set to false; and

iv) reference the ASiCArchiveManifest renamed according to item 2) a) with Root fi | e attribute set to
true.

When applying the rules above the file named "ASiCArchiveManifest.xml" is always the last
ASiCArchiveManifest file added to the container and when more than one ASiCArchiveManifest is
present, using the Root fi | e attribute present in each ASiCArchiveManifest file added after the first one
the whole sequence of ASiCArchiveManifest file can be obtained.
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Annex B (informative):
ASIC Examples

B.1 Examples of ASIC-S
B.1.1 PDF document Associated with CAdES Signature

This example shows how to associate a PDF document with a digital signature that applies to it.
The following file objects are put in the container:

. "mimetype", containing "application/vnd.etsi.asic-s+zip";

. "filel.pdf", containing the PDF document to be signed;

. "/META-INF/signatures.p7s" containing the CAdES detached signature of filel.pdf.

B.1.2 Simple document time stamp
This example shows how to associate a PDF document with a time-stamp token that applies to it.
The following file objects are put in the container:

. "mimetype", containing "application/vnd.etsi.asic-s+zip";

. "filel.pdf", containing the PDF document time-stamped;

. "/META-INF/timestamp.tst" containing the IETF RFC 3161 [3] time-stamp created on file1.pdf.

B.1.3 Signature of a ZIP file with an ASIC-S container

As a possible variant of the examples given above, when a set of file objects has to be digitally signed or time-stamped,
a ZIP file can be created containing all the file objects of the set and an ASiC-S container created associating a digital
signature or time-stamp token that applies to the ZIP file.

Here follows an example using a CAdES digital signature. A ZIP file named "inner-container.zip" is created as follows:
. "filel.pdf", a PDF file object;
° "file2.xml", an XML file object;
. "picture3.png", a graphical file object.
An ASiC-S container is then created as follows:
. "mimetype", containing "application/vnd.etsi.asic-s+zip";
. "inner-container.zip", the ZIP file created as described above;

. "/META-INF/signatures.p7s" containing the CAdES digital signature that applies to the inner-container.zip
file object.

B.2 Example of ASIiC-E with XAdES

In this example two XML file object are digitally signed with a XAdES digital signature.
The ASiC-E container includes:
. "mimetype", containing "application/vnd.etsi.asic-e+zip".

. "filel.xml", the first XML file object.
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. "file2.xml", the second XML file object.

. "/META-INF/signatures.xml" containing two XAdES digital signatures, the first applied to filel.xml and
file2.xml and the second applied to filel.xml only, as described below.

META-INF/signatures.xmi

<?xm version="1.0" encodi ng="UTF-8"?>
<asi c: XAdESSi gnat ures
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns:asic="http://uri.etsi.org/02918/v1. 2. 1#"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xm ns: xades="http://uri.etsi.org/01903/v1. 3. 2#">
<ds: Si gnat ur e>
<l-- ... -=->
<ds: Reference URI ="filel.xm ">
<l-- ... -->
</ ds: Ref erence>
<l-- .. -=->
<ds: Reference URI ="file2. xm ">
<l-- ... -->
</ ds: Ref erence>
<l-- L -->
</ ds: Si gnat ure>
<ds: Si gnat ur e>
<l-- ... -->
<ds: Reference URI ="filel.xm">
<l-- .. -=->
</ ds: Ref erence>
<l-- ... -->
<l-- ... -->
</ ds: Si gnat ure>
</ asi c: XAdESSi gnat ur es>

B.3 Example of ASIiC-E with CAJES and time-stamp
token

In this example a set of file objects is digitally signed with CAdES digital signatures and an ASiC-E container is
created. Later on a new set of file objects is added to the container and all the file objects are time-stamped.

The first version of the ASiC-E containerincludes:

. "mimetype", containing "application/vnd.etsi.asic-e+zip".

. "filel.xml", the first XML file object.

. "file2.xml", the second XML file object.

. "/META-INF/ ASiCManifestl.xml" containing the references to and the digests of filel.xml and file2.xml.

. "/META-INF/signatures1.p7s" containing the CAdES digital signature of "/META-INF/ ASiCManifestl.xml.
Subsequently the container content is updated as follows (added content in bold):

. "filel.xml", the first XMLfile object.

. "file2.xml", the second XMLfile object.

o  "filel.pdf", thefirst PDFfile object.

. "file2.pdf", the second PDFfile object.

. "/META-INF/ ASiCManifestl.xml" containing the references to and the digests of "filel.xml" and "file2.xml".

. "/META-INF/signaturel.p7s" containing the CAdES digital signature of "/META-INF/ASiCmanifest].xml".

ETSI



34 Draft ETSI EN 319 162-1 V1.0.0 (2015-08)

. "IMETA-INF/ ASiICM anifest2.xml" containing the referencesto and the digests of " filel.xml",
"file2.xml", " filel.pdf", " file2.pdf".

. "IMETA-INF/timestamp.tst" containing the time-stamp token applied to " /M ETA-INF/
ASICManifest2.xml" .

META-INF/ ASiCManifestl.xml

<?xm version="1.0" encodi ng="UTF-8"?>
<asi c: ASi Cvani f est
xm ns: ds="http://wwm. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns:asic="http://uri.etsi.org/02918/v1. 2. 1#"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance" >
<asi c: Si gRef erence URI ="META-| NF/ si gnat urel. p7s"
M neType="appl i cati on/ x- pkcs7-si gnature"/>
<asi c: Dat a(hj ect Reference URI ="filel.xm " M meType="application/xm">
<ds: Di gest Met hod Al gorithm="http://ww. wW3. or g/ 2000/ 09/ xm enc#sha256"/ >
<ds: Di gest Val ue>j 61 wx3SAVKTMUP4NbeZ1</ ds: Di gest Val ue>
</ asi c: Dat athj ect Ref er ence>
<asi c: Dat a(hj ect Reference URI ="file2.xm " M meType="application/xm">
<ds: Di gest Met hod Al gorithm="http://ww. w3. or g/ 2000/ 09/ xm enc#sha256"/ >
<ds: Di gest Val ue>h3i sbr 37GE6Ek2wa</ ds: Di gest Val ue>
</ asi c: Dat aObj ect Ref er ence>
</ asi c: ASi Cvani f est >

META-INF/ ASiCManifest2.xml:

<?xm version="1.0" encodi ng="UTF-8"?>
<asi c: ASi CMani f est
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xmi dsi g#"
xm ns:asic="http://uri.etsi.org/02918/v1. 2. 1#"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance" >
<asi c: Si gRef erence URI ="META-| NF/timestanp.tst"
M meType="appl i cati on/vnd. et si . ti nestanp-token"/>
<asi c: Dat albj ect Reference URI="filel.xm" M meType="application/xm ">
<ds: Di gest Met hod Al gorithm="http://ww:. w3. or g/ 2000/ 09/ xm enc#sha256"/ >
<ds: Di gest Val ue>j 61 wx3SAVKTMUP4NbeZ1</ ds: Di gest Val ue>
</ asi c: Dat aObj ect Ref er ence>
<asi c: Dat albj ect Reference URI ="file2.xm " M meType="application/xm ">
<ds: Di gest Met hod Al gorithm="http://ww. w3. or g/ 2000/ 09/ xm enc#sha256"/ >
<ds: Di gest Val ue>h3i sbr 37GE6Ek2wauT7J</ ds: Di gest Val ue>
</ asi c: Dat aObj ect Ref er ence>
<asi c: Dat albj ect Reference URI ="fil el. pdf" M meType="application/pdf">
<ds: Di gest Met hod Al gorithm="http://ww. w3. or g/ 2000/ 09/ xm enc#sha256"/ >
<ds: Di gest Val ue>7GE6EK3SAVKT3i sr vEPO</ ds: Di gest Val ue>
</ asi c: Dat aObj ect Ref er ence>
<asi c: Dat albj ect Reference URI ="fil e2. pdf" M meType="application/pdf">
<ds: Di gest Met hod Al gorithm="http://ww. w3. or g/ 2000/ 09/ xm enc#sha256"/ >
<ds: Di gest Val ue>br 37GTMJ3SAvKT3sbr 31 </ ds: Di gest Val ue>
</ asi c: Dat aObj ect Ref er ence>
</ asi c: ASi Cvani f est >
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