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Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Policy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Electronic Signatures and
Infrastructures (ESI).

The present document is part 3 of a multi-part deliverable covering XAdES digital signatures. Full details of the entire
series can befound in ETSI EN 319 132-1 [1].

Modal verbs terminology

In the present document “shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

Introduction

Evidence Record Syntax (ERS) allows to cover different data objects with a single time-stamp, and subsequently
augment the lifetime of the Evidence Record (ER) by adding validation data to the previous time-stamp and adding new
time-stamps. The aim of the present document is to provide clear indications on how to bind an evidence record to a
XAdES signature which is covered by the evidence record.

NOTE: ETSI EN 319 162-1[i.3] and ETSI EN 319 162-2 [i.4] specify the use of evidence recordsin ASIC. ETS
TS 119 122-3[i.5] specifies the use of evidence recordsin CAdES.

ETSI
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1 Scope

The present document specifies the semantics and the syntax for a new unsigned XAdES qualifying property able to
contain evidence records.

The present document specifies the rules that govern the incorporation of evidence records within a XAdES signature or
alegacy XAdES signature.

NOTE: The present specification allows to incorporate Evidence Records in two different formats, namely: the
XML format for ERS specified in IETF RFC 6283 (2011): "Extensible Markup Language Evidence
Record Syntax (XMLERS)" [5], and the ASN.1 format for ERS specified in IETF RFC 4998 (2007):
"Evidence Record Syntax (ERS)" [8].

The present document also specifies a new level for XAdES signatures, incorporating one or more than one of the
aforementioned qualifying properties. The signatures specified in the present document are not baseline XAdES
signatures.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
https://docbox.etsi.org/Reference.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] ETSI EN 319 132-1: "Electronic Signatures and Infrastructures (ESI); XAdES digital signatures,
Part 1: Building blocks and XAdES baseline signatures’'.

[2] ETSI EN 319 132-2: "Electronic Signatures and Infrastructures (ESI); XAdES digital signatures,
Part 2: Extended XAdES signatures'.

[3] ETSI TS 101 903: "Electronic Signatures and I nfrastructures (ESI); XML Advanced Electronic
Signatures (XAdES)".

[4] IETF RFC 3161 (2001): "Internet X.509 Public Key Infrastructure Time-Stamp Protocol (TSP)".

[5] IETF RFC 6283 (2011): "Extensible Markup Language Evidence Record Syntax (XMLERS)".

[6] IETF RFC 5816 (2010): "ESSCertI Dv2 Update for RFC 3161".

[7] W3C Recommendation (11 April 2013): "XML Signature Syntax and Processing Version 1.1".

[8] IETF RFC 4998 (2007): "Evidence Record Syntax (ERS)".

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

ETSI
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The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] ETSI TR 119 001: "Electronic Signatures and Infrastructures (ESI); The framework for
standardization of signatures; Definitions and abbreviations'.

[i.2] ETSI TS 119 312: "Electronic Signatures and I nfrastructures (ESI); Cryptographic Suites".

[i.3] ETSI EN 319 162-1: "Electronic Signatures and Infrastructures (ESI); Associated Signature

Containers (ASIC); Part 1: Building blocks and ASiC baseline containers'.

[i.4] ETSI EN 319 162-2: "Electronic Signatures and Infrastructures (ESI); Associated Signature
Containers (ASIC); Part 2: Additional ASIC containers'.

[i.5] ETSI TS 119 122-3: "Electronic Signatures and Infrastructures (ESI); CAJES digital signatures;
Part 3: Incorporation of Evidence Record Syntax (ERS) mechanismsin CAdES".

3 Definition of terms, symbols and abbreviations

3.1 Terms

For the purposes of the present document, the terms givenin ETSI TR 119 001 [i.1], ETSI EN 319 132-1 [1] and the
following apply:

ArchiveTimeStamp: either a XMLERS ArchiveTimeStamp or an ERS ArchiveTimeStamp

ArchiveTimeStampChain: either er s: Ar chi veTi meSt anpChai n, as specified in IETF RFC 6283 [5] or an
instance of Ar chi veTi meSt anpChai n type, as specified in IETF RFC 4998 [§]

ArchiveTimeStampSequence: either er s: Archi veTi neSt anpSequence, as specified in IETF RFC 6283 [5] or
aninstance of Ar chi veTi meSt anpChai n type, as specified in IETF RFC 4998 [8]

ERS ArchiveTimeStamp: instance of Ar chi veTi meSt anpType type, as specified in IETF RFC 4998 [8]
ERS evidence-record: Evidence record as specified in IETF RFC 4998 [8].

ERSinitial ArchiveTimeStamp: first instance of Ar chi veTi meSt anp type of the first instance of
Ar chi veTi meSt anpChai n type within the instance of Ar chi veTi meSt anpSequence type, as specified in
IETF RFC 4998 [8]

evidence-record: either an ERS evidence-record or a XMLERS evidence-record

evidence-record property: unsigned qualifying property which contains one or more evidence-records as defined in
the present document

evidencerecord renewal: either time-stamp renewal or hash-tree renewal within an evidence record

HashTree: either aninstance of er s: HashTr ee type as specified in IETF RFC 6283 [5], or an instance of
Par ci al Hasht r ee type as specified in IETF RFC 4998 [8]

initial ArchiveTimeStamp: either aXMLERS initial ArchiveTimeStamp or an ERS initial ArchiveTimeStamp

time-stamp token: instance of type TimeStampToken as specified in IETF RFC 3161 [4] and updated by IETF
RFC 5816 [6]

validation data: datathat is used to validate a digital signature
XMLERS ArchiveTimeStamp: instance of er s: Ar chi veTi meSt anpType, as specified in IETF RFC 6283 [5]

XMLERS evidence-record: Evidence record as specified in IETF RFC 6283 [5].

ETSI
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XMLERSi nitial ArchiveTimeStamp: firster s: Ar chi veTi meSt anp element of the first
ers: Archi veTi meSt anpChai n element withinthe er s: Ar chi veTi meSt anpSequence element within an
instance of er s: Evi denceRecor dType type, as specified in IETF RFC 6283 [5]

NOTE:  Within the XAdES signatures specified in the present document time-stamp tokens may appear either
within some of the qualifying properties specified in ETSI EN 319 132-1 [1], or within some XMLERS
ArchiveTimeStamp, or within some ERS ArchiveTimeStamp.

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in ETSI TR 119 001 [i.1] and the following apply:

ER Evidence Record
ERS Evidence Record Syntax
TSA Time Stamp Authority
XML eXtensible Markup Language
XMLERS XML Evidence Record Syntax
4 General requirements

4.1 XML Namespaces
The present document uses the URI namespaces listed below:

. http://www.w3.0rg/2001/X ML Schema

. urn:ietf:params.xml:ns.ers

In addition to that, it defines a new namespace for including the new unsigned qualifying property specified in the
present document, namely:

e  http://uri.etsi.org/19132/v1.1.1#

Table 1 shows the mapping between namespaces URIs and the prefixes used throughout the present document.

Table 1: Namespaces with constant prefixes

XML Namespace URI Prefix
http://www.w3.0rg/2001/XMLSchema xsd
http://uri.etsi.org/19132/v1.1.1# xadesen
urn:ietf:params:xml:ns:ers ers

ETSI has generated a XML Schemafile for the present specification, namely "XAdES1913203v111-202101.xsd", using
the XML Schema syntax and structures specified in annex A for details on its location.

Below follows a copy of the xsd: schena element of the aforementioned XML Schemafile "X AdES1913203v111-
202101.xsd".
<xsd: schema el ement For nDef aul t =" qual i fi ed" target Namespace="http://uri.etsi.org/19132/v1. 1. 1#"

xm ns="http://uri.etsi.org/19132/v1. 1. 1#" xm ns:ers="urn:ietf:parans: xm :ns:ers"
xm ns: xsd="ht t p: / / www. w3. or g/ 2001/ XM_Schema" >

4.2 Electronic time-stamps in evidence-records

All the electronic time-stamps present within the evidence-records incorporated to the XAdES signatures specified in
the present document shall be instances of Ti neSt anpToken type as specified in IETF RFC 3161 [4] and updated by
IETF RFC 5816 [6].

ETSI
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4.3 Placement of validation data of time-stamp tokens

When including validation data required for verifying atime-stamp token that is encapsul ated within an
ArchiveTimeStamp, one of the following methods shall be used:

1) addingtheinformationinthe Si gnhedDat a of theinstance of the Ti neSt anpToken type specified in IETF
RFC 3161 [4] and updated by IETF RFC 5816 [6] itself; or

2) if thetime-stamp token is present within an XML Evidence Record as specified in IETF RFC 6283 [5], then
the validation data may be added withiner s: Cr ypt ogr aphi cl nf or mat i on children of the
ers: Crypt ographi cl nf ormati onLi st element (specified in IETF RFC 6283 [5], clause 3.1.3) that
sharesthesameer s: Ar chi veTi neSt anp element astheer s: Ti neSt anp element that encapsulates the
time-stamp token.

Method 1) should be used.

NOTE: Accordingto IETF RFC 6283 [5], clause 2.1, er s: Crypt ogr aphi cl nf or mat i onLi st element "is
protected by successive Time-Stamps in the sequence of the Archive Time-Stamps'.

If the XAdES signature contains any of the X AdES signed or unsigned qualifying properties that encapsulate atime-
stamp token (i.e. xades: Al | Dat aObj ect sTi meSt anp, xades: | ndi vi dual Dat aQbj ect sTi neSt anp,
xades: Si gnat ur eTi meSt anp, xades: Si gAndRef sTi neSt anp,

xadesv141: Si gAndRef sTi neSt anpV2, xades: Ref sOnl yTi neSt anp, xades: ,

xadesv14l: Ref sOnl yTi meSt anpV2, xades: Archi veTi mneSt anp, or

xadesv141: Ar chi veTi nmeSt anp) then before adding any unsigned qualifying property encapsulating an
evidence-record, the validation material for the corresponding time-stamp tokens that are not already present within the
XAdES signature or within the time-stamp tokens themselves shall be incorporated using the corresponding
xadesv141: Ti meSt anpVal i dat i onDat a elements as specified in ETSI EN 319 132-1[1] and ETS]

TS101 903 [3].

5 The xadesen: Seal i ngEvi denceRecords qualifying
property
5.1 Semantics

5.1.1 Data time-stamped by time-stamp tokens

The present document specifies one qualifying property that allows to incorporate into the XAdES signature one or
more evidence records: xadesen: Seal i ngEvi denceRecor ds.

Thexadesen: Seal i ngEvi denceRecor ds qualifying property shall be an unsigned qualifying property.

Thexadesen: Seal i ngEvi denceRecor ds unsigned qualifying property shall contain either a sequence of
instances of er s: Evi denceRecor dType type specified in IETF RFC 6283 [5] or a sequence of instances of
Evi denceRecor d type specified in IETF RFC 4998 [8].

This qualifying property may be incorporated only in X AdES signatures using either direct or indirect incorporation of
qualifying properties, as specified in clause 4.4 of ETSI EN 319 132-1 [1].

The evidence records present within the sasme xadesen: Seal i ngEvi denceRecor ds qualifying property shall act
as parallel evidence records (from different TSAs or using different hash algorithms), protecting the same parts of the
signature, except the other evidence records present within the same xadesen: Seal i ngEvi denceRecor ds
qualifying property.

The first time-stamp token in the initial ArchiveTimeStamp within each evidence record within a certain
xadesen: Seal i ngEvi denceRecor ds qualifying property shall be generated as specified in clause 5.2.2 of the
present document.

ETSI



9 ETSITS 119 132-3 V1.1.1 (2021-01)

After theinitial ArchiveTimeStamp in the first ArchiveTimeStampChain, each evidence record may follow its own
path, and both, time-stamp token renewal or hash-tree renewal may occur. Both time-stamp token renewal and hash-tree
renewal shall be performed as specified in IETF RFC 6283 [5] and IETF RFC 4998 [g].

NOTE: Clauses4.2.1and 4.2.2 of IETF RFC 6283 [5] and clause 5 of IETF RFC 4998 [8] specify how the time-
stamp renewal and hash-tree renewal are performed.

Onceaxadesen: Seal i ngEvi denceRecor ds element with one or more evidence records is incorporated into the
XAdES signature as an unsigned qualifying property, the only changes that may be applied to the XAdES signature are:

. the (time-stamp or hash-tree) renewal of the evidence records present within the same
xadesen: Seal i ngEvi denceRecor ds qualifying property itself;

. the incorporation of a new evidence record within the same xadesen: Seal i ngEvi denceRecor ds
qualifying property;, and

e theincorporation of anew xadesen: Seal i ngEvi denceRecor ds unsigned qualifying property.

Incorporation of new xadesen: Seal i ngEvi denceRecor ds unsigned qualifying properties allows for evidence
records that seal evidence records that are present in previously incorporated
xadesen: Seal i ngEvi denceRecor ds unsigned qualifying properties (serial evidence records).

5.1.2 Incorporation of validation data during the life cycle of evidence
records

Before incorporating thexadesen: Seal i ngEvi denceRecor ds unsigned qualifying property with its first
evidence record, any validation data, not already present within the signature, which isrequired for validating any
signed component present in the signature, shall be incorporated into the XAdES signature as specified in ETSI
EN 319 132-1[1].

EXAMPLE: Examples of this validation material are certificates, CRLs, OCSP responses or other material as
required to validate, for instance, the signature itself, any present counter-signature, any present
time-stamp token, certificate, OCSP response, attribute certificates, signed assertions, etc.

In the case that the validation data contains a Delta CRL, then the whole set of CRLs shall be included to provide a
complete revocation list.

NOTE 1: Validation data already present for example in the time-stamp token need not be included again.

Before incorporating a new time-stamp token within an evidence record, i.e. during atime-stamp renewal or a hash-tree
renewal, the validation data missing to validate the latest time-stamp token within the aforementioned evidence record,
shall be incorporated using one of the two methods specified in clause 4.3.

NOTE 2: Theincorporation of a new time-stamp token within an Evidence Record only requires the incorporation
of the validation data of the latest time-stamp token present within that Evidence Record. All the rest of
material had been incorporated before.

ETSI
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If a XAdES signature incorporates one or more xadesen: Seal i ngEvi denceRecor ds unsigned qualifying
properties, before incorporating anew xadesen: Seal i ngEvi denceRecor ds unsigned qualifying property, the
validation data required for validating the last time-stamp tokens of all the evidence records encapsulated within the last
xadesen: Seal i ngEvi denceRecor ds unsigned qualifying property already present into the XAdES signature,
shall be incorporated using one of the two methods specified in clause 4.3.

5.2 Syntax

521 Introduction

Thexadesen: Seal i ngEvi denceRecor ds unsigned qualifying property shall be defined asin XML Schemafile
"XAdES1913203v111-202101.xsd", whose location is detailed in clause A.1, and is copied below for information.

<!-- target Namespace="http://uri.etsi.org/19132/v1. 1. 1#"-->
<xsd: el enent nane="Seal i ngEvi denceRecor ds" type="Evi denceRecordsType"/>

<xsd: conpl exType name="Evi denceRecor dsType" >
<xsd: choi ce>
<xsd: sequence mi nCccurs="1" nmaxQccur s="unbounded" >
<xsd: el ement ref="ers: Evi denceRecord"/>
</ xsd: sequence>
<xsd: sequence m nCccurs="1" maxCccur s="unbounded" >
<xsd: el enent nane="ASNLEvi denceRecord" type="xsd: base64Bi nary"/>
</ xsd: sequence>
</ xsd: choi ce>
</ xsd: conpl exType>

Thexadesen: Seal i ngEvi denceRecor ds unsigned qualifying property shall contain either:
e oneormoreers: Evi denceRecor d element specified within IETF RFC 6283 [5]; or

. one or more instances of Evi denceRecor d type specified in IETF RFC 4998 [8].

All thexadesen: Seal i ngEvi denceRecor ds unsigned qualifying properties present in one XAdES signature
shall have the same type of evidence-record, either er s: Evi denceRecor d or ASN1Evi denceRecor d.

5.2.2 Requirements for incorporating the first time-stamp token in the
initial ArchiveTimestamp within an evidence-record

5.2.2.1 General requirements

Theinitial time-stamp token encapsulated within the first ArchiveTimeStamp of any of the evidence-records enclosed
withinthexadesen: Seal i ngEvi denceRecor ds unsigned qualifying property, shall incorporate a HashTree,
whose first child shall contain the digest value of the group of data objects listed below, concatenated in the order
specified in IETF RFC 6283 [5] if the xadesen: Seal i ngEvi denceRecor ds unsigned qualifying property
contains XMLERS evidence-records, or in IETF RFC 4998 [8] if the xadesen: Seal i ngEvi denceRecor ds
unsigned qualifying property contains ERS evidence-records:

1) The dataobjects resulting of processing each ds: Ref er ence element withinds: Si gnedl nf o as
specified below:

- Processthe ds: Ref er ence element according to the reference processing model of XMLDSIG [7],
clause 4.4.3.2.

- If the result isa XML node set, canonicalize using the canonicalization algorithm present in
ds: Canoni cal i zat i onMet hod element.

NOTE 1. The XAdES qualifying signed properties are part of this set of data objects.

ETSI
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The data objects resulting of taking the XMLDSIG elements listed below, and canonicalizing each one using
the canonicalization algorithm present in ds: Canoni cal i zat i onMet hod element:

- Theds: Si gnedl nf o element.

- Theds: Si gnat ur eVal ue element.

- Theds: Keyl nf o element, if present.

The data objects resulting of taking all the unsigned qualifying properties incorporated into the XAJES
signature except the xadesen: Seal i ngEvi denceRecor ds element under construction, and
canonicalizing each one as specified in clause 4.5 of ETSI EN 319 132-1 [1].

While generating these data objects, requirements a), b), ¢), and d) of step 4) in clause 5.5.2.2 of ETSI EN 319 132-1 [1]
shall apply:

4)

5)

6)

Asmany xadesv141: Ti meSt anpVal i dat i onDat a qualifying properties will be added as required for
incorporating the validation data, not already present in the XAdES signature, that are required for validating
all the time-stamp tokens incorporated (within signed or unsigned qualifying properties) into the XAdES
qualifying properties different than xadesen: Seal i ngEvi denceRecor ds. Each

xadesv141l: Ti neSt anpVal i dat i onDat a shall be generated following the specifications of ETS

EN 319 132-1[1]. For every xadesv141: Ti neSt anpVal i dat i onDat a qualifying property
incorporated, the corresponding data object resulting of canonicalizing this qualifying property as specified in
clause 4.5 of ETSI EN 319 132-1 [1] will be generated and added to the group of data objectsto be time-
stamped.

All theds: Obj ect elements except the one containing Qual i f yi ngPr operti es element, as specified
in step 5) of clause 5.5.2.2 of ETSI EN 319 132-1[1].

The objects derived from the presence of signed ds: Mani f est elements. These objects shall be generated as
it is specified below:

a) Foreachds: Ref er ence child element of each signed ds: Mani f est element retrieve the data
object referenced by its URI attribute.

b) If theretrieved data object isnot a XML node set, or it isa XML node set different than a
ds: Mani f est element, processit as specified by the reference processing model of XMLDSIG [7],
clause 4.4.3.2. The resulting data object shall be added to the group of data objects to be digested.

c) If theretrieved data object isads: Mani f est element, apply the steps 6) a) to 6) c) recursively for
generating the objects to be added to the group of data objects to be digested.

NOTE 1: Step 6) c) alowsto process chained signed ds: Mani f est elements so that every data object referenced

by oneds: Mani f est element in the chain, is added to the group of data objects to be digested.

NOTE 2: The procedures for performing the hash tree renewal specified in IETF RFC 4998 [8] and IETF

RFC 6283 [5] will imply that every time that a Hash Tree Renewal is performed in an evidence record,
every data object referenced by one signed ds: Mani f est element will be processed as specified in
step 6) and therefore added to the group of data objects to be digested.

NOTE 3: The process specified in step 6) implies that the X AdES signatures conformant with the present document

do not need to incorporate qualifying properties dealing with renewal of signed ds: Mani f est elements
(xadesv141l: RenewedDi gest forinstance).

NOTE 4: Each unsigned qualifying property resultsin one object. Therefore any

xadesen: Seal i ngEvi denceRecor ds qualifying property already present within the XAdES
signature, will contribute in the mentioned HashTree and al its children elements will be time-stamped.
The new evidence record will become a serial evidence record of the ones that had been previously
incorporated.
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5.2.2.2 Contribution of unsigned qualifying properties directly incorporated

In non-distributed X AdJES signatures, where the direct incorporation of the unsigned qualifying propertiesis used, the
set of unsigned qualifying properties contributing to the message imprint computation input shall be the set formed by
all the unsigned qualifying properties present within the sequence in the

xadesen: Unsi gnedSi gnhat ur ePr operti es element.

5.2.2.3 Contribution of unsigned qualifying properties indirectly incorporated

In distributed X AdES signatures, where the indirect incorporation of the unsigned qualifying propertiesis used, the set
of the unsigned qualifying properties contributing to the message imprint computation input shall be as formed as

follows:
1) First add to the set the unsigned qualifying properties that are children of the
xadesen: Unsi gnedSi gnat ur eProperti es element that is descendant of theds: Si gnat ur e
signature root element.

2) After that, for each xadesen: Qual i fyi ngProperti esRef er ence child element of theds: Obj ect
withintheds: Si gnat ur e XAdES root element, in their order of appearance:

- Retrievethexadesen: Qual i fyi ngProperti es element.

- Add to the set all the unsigned qualifying properties found in the
xadesen: Unsi gnedSi gnat ur ePr operti es child element.

NOTE: No process needs to be carried out with signed qualifying propertiesif present in the retrieved
xadesen: Qual i fyi ngProperties element: they have aready been processed as part of the

process of the ds: Ref er ence elementswithinds: Si gnedl nf o.

6 XAdES signature level including ERS

6.1 Overview

The present document specifies anew level for XAdES signatures including evidence records.

Each level is created by a combination of attributes defined in ETSI EN 319 132-1 [1] and the present document.

6.2 General requirements

The XAdES signature shall be a signature incorporating signed and unsigned qualifying properties as specified in
clauses4 and 5 of ETSI EN 319 132-1[1].

The algorithms and key lengths used to generate and augment digital signatures should be as specified in ETS
TS119312[i.2].

NOTE: Cryptographic suites recommendations defined in ETSI TS 119 312 [i.2] can be superseded by national
recommendations.
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XAJES-E-ERS may be built on all the levels described in ETSI EN 319 132-1[1] or ETSI EN 319 132-2 [2].

Table 2: Requirements for XAdES-E-ERS

Elements/Qualifying properties/Services Presence in Cardinality Additional Reference
E-ERS level notes and
requirements
xades: Si gni ngTi me may be present 1 a ETSI EN 319 132-1 [1],
clause 5.2.1
xades: Si gni ngCertificateV2 conditioned Oorl b, c ETSI EN 319 132-1 [1],
presence clause 5.2.2
xades: Conmi t ment Typel ndi cati on may be present >0 ETSI EN 319 132-1 [1],
clause 5.2.3
xades: Dat a(bj ect For mat may be present >0 ETSI EN 319 132-1 [1],
clause 5.2.4
xades: Si gnat ur eProducti onPl aceV2 |may be present Oorl ETSI EN 319 132-1 [1],
clause 5.2.5
xades: Si gner Rol eV2 may be present Oorl ETSI EN 319 132-1 [1],
clause 5.2.6
xades: Count er Si gnat ure may be present >0 ETSI EN 319 132-1 [1],
clause 5.2.7.2
xades: Al | Dat alhj ect sTi neSt anp may be present >0 1 ETSI EN 319 132-1 [1],
clause 5.2.8.1
xades: | ndi vi dual Dat aCbj ect sTi meS | may be present >0 1 ETSI EN 319 132-1 [1],
tanp clause 5.2.8.2
xades: Si gnat urePol i cyl dentifier may be present |Built on E-EPES: 2,3 ETSI EN 319 132-1 [1],
1 clause 5.2.9
Not built on
E-EPES: 0
xadesv141: Si gnat urePol i cyStore conditioned Oorl d ETSI EN 319 132-1 [1],
presence clause 5.2.10
xades: Si gnat ur eTi neSt anp shall be present >1 e, f ETSI EN 319 132-1 [1],
1,4 clause 5.3
xades: CertificateVal ues conditioned Oorl g, h ETSI EN 319 132-1 [1],
presence clause 5.4.1
xades: AttrAut horitiesCert Val ues conditioned Oorl g,i ETSI EN 319 132-1 [1],
presence clause 5.4.3
xades: Revocat i onVal ues conditioned Oorl ik ETSI EN 319 132-1 [1],
presence clause 5.4.2
xades: Attri but eRevocati onVal ues conditioned Oorl i | ETSI EN 319 132-1 [1],
presence clause 5.4.4
Service: incorporation of validation data for shall be - m Clauses 4.3 and 5.1.2 of
time-stamp tokens provided the present document
SPO: conditioned >0 n Clause 4.3 of the present
xadesv141: Ti meSt anpVal i dat i onDat presence document
a
SPO: certificate and revocation values conditioned >0 Clause 4.3 of the present
within the presence document
ers: Crypt ogr aphi cl nformati onL
i St element
SPO: certificate and revocation values conditioned >0 Clause 4.3 of the present
within the Si gnedDat a field of the time- presence document
stamp token
xadesv141: Archi veTi meSt anp * >0 o,p ETSI EN 319 132-1 [1],
clause 5.5.2
xadesv141: RenewedDi gest shall not be 0 ETSI EN 319 132-1 [1],
present clause 5.5.3
xadesv141: Conpl et eCertifi cat eRef * Oor1l q ETSI EN 319 132-1 [1],
sV2 clause A.1.1
xadesv141: AttributeCertificateRe * Oor1l q,r ETSI EN 319 132-1 [1],
fsv2 clause A.1.3
xades: Conpl et eRevocat i onRef s * Oorl ETSI EN 319 132-1 [1],
clause A.1.2

ETSI




14 ETSI TS 119 132-3 V1.1.1 (2021-01)
Elements/Qualifying properties/Services Presence in Cardinality Additional Reference
E-ERS level notes and
requirements
xades: Attri but eRevocati onRef s * Oor1l r ETSI EN 319 132-1 [1],
clause A.1.4
xadesv14l: Ref sOnl yTi meSt ampV2 * >0 1 ETSI EN 319 132-1 [1],
clause A.1.5.2
xadesv141l: Si gAndRef sTi neSt anpV2 * >0 1 ETSI EN 319 132-1 [1],
clause A.1.5.1
Service: ERS inclusion shall be >1 Clause 5 of the present
provided document
SPO: shall be present >1 Clause 5 of the present
xadesen: Seal i ngEvi denceRecor ds document

Additional requirements:

a) Requirement for xades: Si gni ngTi me. The generator shall include the claimed UTC time when the signature
was generated as content of the xades: Si gni ngTi me qualifying property.

b) Requirement for xades: Si gni ngCerti fi cat eV2. Thexades: Si gni ngCerti ficateV2
qualifying property shall be present if the signing certificate is not present within theds: Keyl nf o element,
or if the signing certificate is present within the ds: Keyl nf o element but it is not signed by the signature.

Otherwisethe xades: Si gni ngCerti fi cat eV2 qualifying property may be absent.

c) Requirement for xades: Si gni ngCerti fi cat ev2. Thereferencesto certificates should not include the

| ssuer Seri al V2 element.

d) Requirement for xadesv141: Si gnat ur ePol i cySt or e. This qualifying property may be incorporated into
the XAdES signature only if the xades: Si gnat ur ePol i cyl denti fi er isasoincorporated and it contains
the Si gPol i cyHash element with the digest value of the signature policy document. Otherwise the
xadesv141: Si gnat ur ePol i cySt or e shal not be incorporated into the X AdES signature.

€) Requirement for xades: Si gnat ur eTi meSt anp. Each xades: Si gnat ur eTi meSt anp element may contain
one or more electronic time-stamps issued by different TSAs.

f)  Reguirement for xades: Si gnat ur eTi meSt anp. The electronic time-stamps encapsulated within the
si gnat ure-ti nme- st anp attributes shall be created before the signing certificate has been revoked or has

expired.

0g) Requirement for xades: Certi fi cat eVal ues andxades: Attr Aut horiti esCert Val ues.
Duplication of certificate values within the signature should be avoided.

h)  Requirement for incorporation of xades: Certi fi cat eVal ues. Theincorporation of
xades: Certi fi cat eVal ues shal be determined by requirements specified in ETSI EN 319 132-1 [1],
clauses 5.5.2.2 and 5.5.2.3, steps 4) a) of the algorithms specified for computing the input to the electronic

time-stamp's message imprint.

i)  Requirement for incorporation of xades: Attr Aut hori ti esCert Val ues. Theincorporation of
xades: Attr Aut hori ti esCert Val ues shal be determined by requirements specified in ETS|
EN 319 132-1[1], clauses 5.5.2.2 and 5.5.2.3, steps 4) c¢) of the algorithms specified for computing the input to
the time-stamp token's message imprint.

i) Requirement for xades: Revocat i onVal ues and xades: At tri but eRevocat i onVal ues. Duplication of
revocation values within the signature should be avoided.

k)  Requirement for incorporation of xades: Revocat i onVal ues. Theincorporation of

xades: Revocat i onVal ues shall be determined by requirements specified in ETSI EN 319 132-1 [1],
clauses5.5.2.2 and 5.5.2.3, steps 4) b) of the algorithms specified for computing the input to the time-stamp

token's message imprint.
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Requirement for incorporation of xades: Att ri but eRevocat i onVal ues. Theincorporation of
xades: Attri but eRevocat i onVal ues shall be determined by requirements specified in ETSI

EN 319 132-1[1], clauses 5.5.2.2 and 5.5.2.3, steps 4) d) of the algorithms specified for computing the input
to the time-stamp token's message imprint.

Requirement for service "incorporation of validation datafor electronic time-stamps'. If the time-stamp token
is placed within an evidence-record its validation data shall be incorporated as specified in clause 4.3 of the
present document, otherwise, its validation data shall be incorporated as specified in ETSI EN 319 132-1 [1].

Requirement for option xadesv141: Ti neSt anpVal i dat i onDat a of service "incorporation of validation
datafor time-stamp-tokens'. The validation data, not present elsewhere within the XAdES signature, and
required for verifying for electronic time-stamps incorporated within any of the following qualifying
properties: xades: Al | Dat aObj ect sTi neSt anp, xades: | ndi vi dual Dat aCbj ect sTi neSt anp,
xades: Si gnat ur eTi meSt anp, xades: Si gAndRef sTi meSt anp,

xadesv141l: Si gAndRef sTi neSt anpV2, xades: Ref sOnl yTi neSt anp, xades: ,

xadesv141l: Ref sOnl yTi meSt anpV2, xades: Archi veTi neSt anp, or

xadesv141: Ar chi veTi meSt anp, shall be included in the corresponding

xadesv141: Ti meSt anpVal i dat i onDat a qualifying property as specified in ETSI EN 319 132-1 [1].

Requirement for xadesv141: Ar chi veTi meSt anp. Each xadesv141: Ar chi veTi meSt anp qualifying may
contain more than one electronic time-stamp issued by different TSAs.

Requirement for xadesv141: Ar chi veTi meSt anp. Before generating and incorporating a new

xadesv141: Ar chi veTi meSt anp qualifying property, all the validation material required for validating the
XAdES signature shall be included. This validation material shall include all the certificates and al certificate
status information (like CRLs or OCSP responses) required for:

- validating the signing certificate;
- validating the signing certificate of any countersignature incorporated into the signature;
- validating any attribute certificate or signed assertion present in the signature; and

- validating the signing certificate of any previous electronic time-stamp aready incorporated into the
signature within any X AdES electronic time-stamp container qualifying property (including
xadesv141: Archi veTi neSt anp qualifying property).

Requirement for xadesv141: Conpl et eCerti fi cat eRef sV2, and
xadesv141: AttributeCertificat eRef sV2. Thereferencesto certificates should not include the
| ssuer Seri al V2 element.

Requirement for xadesv141: AttributeCertifi cat eRef sV2 and

xades: Attri but eRevocati onRef s. Thexadesv141l: Attri buteCertifi cateRefsV2 and
xades: Attri but eRevocat i onRef s qualifying properties may be used when at least an attribute
certificate or asigned assertion isincorporated into the XAdES signature. Otherwise,

xadesvl14l: AttributeCertificateRefsV2andxades: Attri buteRevocati onRefs
attributes shall not be used.

NOTE 1. Onxades: Si gnat ur eTi neSt anp, xades: | ndi vi dual Dat aObj ect sTi neSt anp,

xades: Al | Dat aChj ect sTi meSt anp, xadesv141: Ref sOnl yTi neSt anpV2,
xadesv141l: Si gAndRef sTi meSt anpV2. Several instances of these qualifying properties can be
incorporated into the XAdES signature, coming from different TSAs.

NOTE 2: Onxades: Si gnat urePol i cyl denti fi er. The semantics of the signed data objects of XAdES-E-

BES, XAdES-E-T, and XAdES-E-A signatures, or their context can implicitly indicate a signature policy.

NOTE 3: Onxades: Si gnat urePol i cyl denti fi er. The signature policy can establish specific requirements

for other qualifying properties.

NOTE 4: Onxades: Si gnat ur eTi neSt anp. xades: Si gnat ur eTi meSt anp qualifying property provides the

initial steps towards providing long-term validity.
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7 Legacy XAdES baseline signatures

When aners: Seal i ngEvi denceRecor ds unsigned qualifying property isincorporated into legacy XAdES extended
signatures, this unsigned qualifying property shall comply with the present document.
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Annex A (normative):
XML Schema file

A.1 XML Schema file location for namespace
http://uri.etsi.org/19132/v1.1.1#

Thefile at https://uri.etsi.org/19132/v1.1.1/X AdES1913203v111-202101.xsd (XAdES1913203v111-202101.xsd)
contains the definitions of the qualifying properties defined within the namespace whose URI valueis
http://uri.etsi.org/19132/v1.1.1#.
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